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AWS WAF

AWS WAF is a web application firewall that protects 

against common web exploits and bots that may 

affect availability, compromise security ,or consume 

excessive resources.
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AWS WAF

Multiple Rules & Condition types

Security Automations

AWS WAF Managed Rules

Third Party Managed Rules

Rate limiting rules

Custom Response Codes

Custom Header Insertion

Labels
Flexible Rule Configuration
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AWS WAF

AWS Bot Control

Scope Down Statements

Account Take Over Protection (ATP)

Mobile and Java SDK Integration

CAPTCHA Integration

Challenge Action IntegrationIntelligent Threat Mitigation
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Monitoring

AWS CloudTrail AWS ConfigAmazon CloudWatch

Alarms

Events

Logs
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Logging

Amazon S3 Amazon 

Redshift
Amazon 

OpenSearch

Splunk
Amazon 

CloudWatch Logs
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AWS WAF Bot Control
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What is a bot ?

An internet bot, web robot, 

robot or simply bot, is a software 

application that runs automated 

tasks (scripts) over the internet. 

Good Bot Bad Bot
Types of bots ?
Broadly divided into two types 
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Application attacks

Understanding 
impact of bot 
attacks

Infrastructure attacks
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How AWS WAF can help?

Common Bots Targeted Bots

❖ Detects self-identifying, simple bots

❖ Signature-based detection 

❖ IP Reputation lists

❖ Request headers

❖ Reverse DNS lookup

❖ Detects bots that try to evade detection

❖ Behavior-based detection capabilities

❖ Browser Fingerprinting and 

Interrogation 

❖ Dynamic low-latency rate-limiting 

❖ ML-based behavior analysis 
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Common 
Bot Control

Ideal for generic bot 
problems such as scanners 
and crawlers

Exposed as Bot Control 
Amazon Managed ruleset 
(AMR)

Categorizing and verifying 
common bots e.g. 

bot:category:search_
engine such as 
wpscan

bot:category:social_
media such as 
redditbot
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Targeted 
Bot Control

Allows tracking users across 
sessions and Ips

Automatically detects attack 
vectors across devices and allows 
blocking the patterns rather than 
individual fields like IP address

Done by generating cryptographic 
tokens by a process known as 
Challenge Interstitial (exposed as 
Challenge rule action on the 
console)

Challenge rule action available for 
all WAF rules including custom 
rules

Supports client-side embedding 
with Application Integration SDK
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Targeted Bots 
- CAPTCHA 
Rule Action 
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Targeted Bots 
- CAPTCHA 
Puzzle 
options 
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AWS Fraud Control
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Some AWS Fraud Protection solutions

AWS WAF Amazon Fraud Detector
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What are Account Take Over attacks?

Credential stuffing attacks: 

• Attacker uses a collection of stolen login credentials and 
uses a botnet to try all combinations

• Assumes the reuse of breached credentials on multiple 
sites

*Forbes report

Brute force password attacks: 

• Attacker uses passwords found in cracking 

dictionaries over and over again

• Relies on guessing passwords at a high volume
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Account Takeover Prevention (ATP) Managed Rule Group

Detect and mitigate against login attempts made by malicious actors using stolen credentials

➢ Monitor and verify credentials

➢ Check to see if user’s credentials have been 

leaked on dark web

➢ Prevent automated login attempts 

from bots

➢ Stop attacks like brute-force and 

credential stuffing

Can also inspects your application's responses to login attempts, to track success and failure rates
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Account 
Takeover 
Prevention 
(ATP)

A Set of login-oriented controls

SDK for active challenges for 

mobile and web

Credential lookup in a stolen 

credential DB for each login

Detects brute force and bot 

access

Checks Response codes and 

signals
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Account 
Takeover 
Prevention 
(ATP)

Additional configuration 

needs to be provided

Required Parameters Description

Login Path Your application’s sign-in page URI 

Payload Type JSON or Form encoded body

Username Field Where username is located within body

Password Field Where password is located within body
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Client Side Integration
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Client Side 
Integration

Provides enhanced 
detection against bots and 
automations

Silent challenge (proof-of-
work) 

Gathers additional 
telemetry

(Optional)

Similar to Challenge Action

https://en.wikipedia.org/wiki/Proof_of_work
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Example ATP JavaScript SDK Setup

After adding ATP to your web ACL, navigate to the detail page.
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2.  Copy the unique Challenge URL for your web ACL.

Provides 

enhanced

Example ATP JavaScript SDK Setup
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Example ATP JavaScript SDK Setup

3.   Paste this challenge URL into your sign-in page.
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Best Practices with 
Intelligent threat mitigation
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Implement the JavaScript and mobile application integration SDKs

Using Scope Down Statements

Reject requests with arbitrary host specifications

Using Shield Advanced Automitigation for L7 DDoS Attacks

Fine tuning token immunity times

Proper testing and understanding the right solution

Few best 

practices for 

Intelligent 

threat 

mitigation
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Managing False positives
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Changes in existing

request flow

Emerging user

behavior changes

Scope Down

statements

Use Labels

as needed

Allow Listing 

trusted requests

Managing False positives
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Configuring for cost optimization
“Limit the requests that you send to the ATP and Bot Control rule groups”
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Exclude requests 

using scope down 

statements

Exclude requests by 

stacking other rules 

before 

Adding a rate based 

rule to prevent 

abuse inspection 

fee abuse

Fine tune Token 

immunity time

If you are using 

both ATP & Bot 

Control- Run bot 

control first

Using IP Reputation 

Lists
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Example Webacl Configuration
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Reusable rule group. Contains IP 

CIDR blocks and countries - should 

be automatically populated through 

automations. Uses XFF as well. Set 

to “Block”

Label match rule

Set to “Count” (if you wish)

Use ״Scope Down״ to control costs 

and reduce logging noise

CAPTCHA when rate exceeded, Also 

helps to prevent abuse of ATP AMR

Redirect to stolen password

Web App Security WebACL Example

Protect Availability of the 

application
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Call to action

Visit the AWS WAF  Product Page at:   https://aws.amazon.com/waf/

Getting Started Guide: https://aws.amazon.com/getting-

started/?sc_icontent=awssm-evergreen-

getting_started&sc_iplace=2up&trk=ha_awssm-evergreen-

getting_started&sc_ichannel=ha&sc_icampaign=evergreen-

getting_started

WAF- Proof of Concept AWS WAF

https://aws.amazon.com/waf/
https://aws.amazon.com/getting-started/?sc_icontent=awssm-evergreen-getting_started&sc_iplace=2up&trk=ha_awssm-evergreen-getting_started&sc_ichannel=ha&sc_icampaign=evergreen-getting_started
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Thank you!

Harith Gaddamanugu

harithg@amazon.com

Mun Hossain

munahoss@amazon.com




