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What is Amazon GuardDuty?
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Used by over 90% 
of the top-2000 
AWS customers 

Tens of thousands 
of customers across 

industries and 
geographies

Protects hundreds 
of millions of 
Amazon EC2 

instances

Analyzes tens of 
billions of events 

per minute

Amazon GuardDuty is a threat detection service that 
uses machine learning, anomaly detection, 
and integrated threat intelligence to identify and 
prioritize potential threats to your AWS environment.
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GuardDuty overview
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Single-click 
organization-

wide activation

Continuous 
monitoring of 
AWS accounts 
and resources

ML to detect 
evasive attack 

techniques

Threat 
intelligence from 
AWS and leading 

third-parties

Enterprise-wide 
consolidation & 

management
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VPC flow logs

DNS logs

CloudTrail events

Data sources

S3 data plane events

EKS control plane logs

Security analytics

Machine 
learning

Threat 
intelligence

Continuous 
learning

Security findings

Actionable

Accurate

Contextual

Integration

Amazon EventBridge

AWS 
Security Hub

Amazon 
Detective

AWS 
Partner 
Network

How GuardDuty works

Login events
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Introducing Amazon GuardDuty EKS Runtime Monitoring

Protect your Amazon EKS workloads with a new 
GuardDuty security agent that adds visibility into 
individual Kubernetes container runtime 
activities, such as file access, process execution, 
and network connections.

Continuously monitor all Amazon EKS clusters 
across your organization with a few steps in the 
GuardDuty console.

Over two dozen new threat detections 
leveraging high fidelity system-level events, 
tailored for known container attack techniques, 
and providing container-level context.
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Detect threats at each layer of Kubernetes deployment 
on Amazon EKS

GuardDuty 
EKS Protection

Amazon EKS 
control plane 
(AWS CloudTrail)

Kubernetes 
control plane
(audit logs)

Amazon EC2 
nodes

Container 
runtime 
(system events)

VPC Flow Logs and DNS logs continue to be monitored: defense in depth



ENHANCED THREAT DETECTION FOR AMAZON EKS WITH AMAZON GUARDDUTY

© 2023, Amazon Web Services, Inc. or its affiliates. 

Leveraging GuardDuty threat intelligence to detect 
potentially compromised Amazon EKS containers

Partner feeds: 
CrowdStrike and 

Proofpoint

Amazon Security 
research: top 

nation-state and 
crime group actors

Customer-
provided and 
third-party 
integration

Cryptocurrency 
pools

Domain reputation 
machine learning 

models
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Easily achieve organization-wide coverage
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… and identify potential coverage gaps
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Rich container and process context

EKS Runtime Monitoring finding

CryptoCurrency:Runtime/BitcoinTool.B

VPC Flow Logs finding

CryptoCurrency:EC2/BitcoinTool.B
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Pod

Container

Process

EC2 Instance EC2 Instance

Customers demand container-level details in detections



ENHANCED THREAT DETECTION FOR AMAZON EKS WITH AMAZON GUARDDUTY

© 2023, Amazon Web Services, Inc. or its affiliates. 

Rich container and process context

Container details

• Container ID

• Container image 

• Container name

Kubernetes pod details

• Pod ID 

• Pod name

• Pod namespace

Process details

• Process ID

• Executable path

• Parent PID

• Executable SHA-256 hash

• User ID

• Effective user ID

• Process lineage (all ancestors of the 
process)
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Backend

High-level architecture

• Agent collects and sends 
events 

• GuardDuty backend 
processes events
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Agent Ingest events Apply threat intel Stateless rules

Machine learning

Stateful rules
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Runtime protection: Threat intel-based detections

IP-based
• CryptoCurrency:Runtime/BitcoinTool.B

• Backdoor:Runtime/C&CActivity.B

• UnauthorizedAccess:Runtime/TorRelay

• UnauthorizedAccess:Runtime/TorClient

• Trojan:Runtime/BlackholeTraffic

• Trojan:Runtime/DropPoint

Domain name-based
• CryptoCurrency:Runtime/BitcoinTool.B!Dns

• Backdoor:Runtime/C&CActivity.B!Dns

• Trojan:Runtime/BlackholeTraffic!Dns

• Trojan:Runtime/DropPoint!Dns

• Trojan:Runtime/DGADomainRequest.C!DNS

• Trojan:Runtime/DriveBySourceTraffic!DNS

• Trojan:Runtime/PhishingDomainRequest!DNS

• Impact:Runtime/AbusedDomainRequest.Reputation

• Impact:Runtime/BitcoinDomainRequest.Reputation

• Impact:Runtime/MaliciousDomainRequest.Reputati
on

• Impact:Runtime/SuspiciousDomainRequest.Reputat
ion
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Runtime protection: Suspicious process behavior

Container runtime drift
• Execution:Runtime/NewBinaryExecuted

• Execution:Runtime/NewScriptExecuted

• Execution:Runtime/NewLibraryLoaded

Container escapes
• PrivilegeEscalation:Runtime/Containe

rMountsHostDirectory

• PrivilegeEscalation:Runtime/DockerSo
cketAccessed

• PrivilegeEscalation:Runtime/RuncCont
ainerEscape

• PrivilegeEscalation:Runtime/CGroupsR
eleaseAgentModified
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Runtime protection: Suspicious process behavior

Execution
• Execution:Runtime/Rever

seShell

Impact
• Impact:Runtime/CryptoMi

nerExecuted

Defense evasion
• DefenseEvasion:Runtime/

FilelessExecution

• PrivilegeEscalation:Run
time/UserfaultfdUsage
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Demo
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