AFTTAWS7Z Ak
X5 TH -

7T T—MMBNEB LHUY DiveDeep 95 AWS O F ]
2023/08/21
HENNGE#% X =%t
Cloud Product Development Division | L& {£
Internal IT Section | ¥tk X — l

HENNGE



AWS7hoUhNEE




aws SMUADE YH—hv BFBv FAYVRY  HAUAY

®qH VYYa—yary RHE RFaxXrybs 2R N—hF—RyhrhT—% AWS Marketplace HXIV—HR—Kk ARXRVEK SISEKHEULLKREE Q

builders.flash BIC®  builders.flash &3 Developer Live Show yy—2z XVIN—BF

=

HENNGE »' Account Factor
Terraform Z8AUTEIRT

2023-08-02
EIRXRZAXxIFUR

TEEE, FiRER— (HENNGE KK)

ZAlcBE. HENNGE #rE&#t (BT HENNGE) OLJ/E &ERIRTY,

Account Factory for Terraform (AFT) &idfAh, WS JOSDRE ShF U, AFT %5 Z & T AWS Control Tower &:&# U T Terraform h5 AWS
FhoY MEBRDNTEX T, AFT ZFBETZEMND 1 D& LT AWS RTD Y Y —RAEEBIZIF TR, AWS ZhHU Y hDERS Terraform TERRET S EMNT
EZLSEBRBIRNBEDET,

SEIFEBRIC AFT ZE>TWBTAcEN S, B AFT ZEBALOD AFT ZBATZRICH > fcm. BAIKL > TEL e ERDWTHEAWLET,

Copyright © HENNGE K.K. JM HENNGE



https://aws.amazon.com/jp/builders-flash/202308/hennge-aft/?awsf.filter-name=*all

A7 N MNEBAT=HT-YTR
Tk —RTO
EHZIEOHSETZFHB




AWS Control Tower Account
Factory for Terraform (AFT)
for 100+ AWS accounts




[ixd
1. BRETHhIUDEH
2. IAM7R1) S — 0 il BR




1671

o AWSARRITSHT4RIZHELN, staging&productionZ&E [CHE
o AWS Well-Architected
o AWSFTR
o AWS Whitepaper
m  Organizing Your AWS Environment Using Multiple Accounts

— F R AWSTHOURMNEM,
— 40FBA=HIUhb W &KW WKHAAXIZ,

Copyright © HENNGE K K.

M HENNGE



https://docs.aws.amazon.com/whitepapers/latest/organizing-your-aws-environment/organizing-your-aws-environment.html

1672

AWSAR IR TS5 T 4 RIZHELY, IAMDIERR R E X E I ERR/ME

IAM Role&IAM PolicyldterraformT&

F¥ERR {5 (LPull RequestiF DA AKERIZK>TITD
Production&stagingDIRE LB ARICIZT 5718, staging THAWS Consoleh
SIAMD B w2 il R

— PoC/R&DHILGFRAER I B HIEICERULNEITE AL
S FHILWW—ERXRZHT/\—FILA VBB FLY...

M HENNGE



EIZEHELT=0N
txal)Ts8BELEL
AN —X [T <N




/7 &t
Only Managed Services

— ATz




HashiCorp

"‘ Terraform-

AWS Control Tower

-~ AWS Organizations Account Factory for
AWS CloudTrail Terraform (AFT) ( ’
o .
¢ GitHub
AWS Control
Amazon GuardDuty Tower _ AWSAdministratorAccess
A with Security guardrails £
Al |0
0 @)
A0/ o o
= ~_~—
AWS Security Hub s
K y o5 [Bo é/ AWS IAM Identity Center Developers

Copyright © HENNGE K.K. JM HENNGE



Sont=z1E

D5 ORDIARMEENDIERERE
IAMA~ D IRAZ{R HE

Y —EREH T A

AWS Certificate

PoC

iamlivelZ & terraform apply CILEIZHERF Vo
o https://qithub.com/iann0036/iamlive

M HENNGE


https://github.com/iann0036/iamlive

AWSTZHOUREEHNDZEE




Before AWS Organizations

BICHAXIEEN =T AR B MO TODAITEYAZHZ TH5S. LLLIEBFIC
EOTLEIKIFIREE,

iE K DR T EARESN THO THFEZTERET L EHTL ...

IREEZFNET AL, FFAWS OrganizationsDE TDHEEEEHIIZL. THOUMER
JO0vADEZELYEAWS IAM Identity CenterlZ& b7 2t X #ll{E., Service Control
PolicyzfE>=#2 LM EHIEDEA NS AF—FLFELT=,

M HENNGE




After AWS Organizations %

AWS Organizations

OrganizationsDEHILIZKY . ZDIEHELIZLD D A N—DELNTULV=2ED
HYENEI I TELEWNE T BHYELT =,

FAER, IR—RTHINFTUORENE S ZENTEBHAWS Control TowerH FI)
AJREICE2T=DZ Y, I <ICFIAZRFIBLEL =,

(HEDSlackZziERL=ECA. TFIVADEBRICEMIELTLELR)

M HENNGE



After AWS Control Tower

AWS Control

Tower

AWS Control TowerzFfIFi T 5 ETETEIT THOUNEENBRSIZHY ., A—FL—
IWDEFEELTE-OTIN EHOEEZFUITTELAVVGE (A BREELEEHYZEL
1=

% A5 ERIZAccount Factory for Terraform (AFT)DFFEHEZFHY ., EE LGNS EESE
AL. SIZE->TWVET,

M HENNGE



With AFT (3R1E)

HashiCorp

AWS Control Terraform

:
AFTEEAT BCETTHYIURDERAE BIZHY . Bah S ERE ~F-BRE R
Sandbox7hO e e BIZER AT HAEMNTREIZHYELT-,

F1-. BETIHIZEZIZFEZETOAWSTHOUNEAFTEE T TEELTWVEYT , (—EAK
ZEizE (L ControlTowerBE FIZRBEILI-[FDEENKELV=D. TDFFELTLVET)

M HENNGE



AFTZEALTEM oz RAIUk

BT HO U DERIZHR IS

-

AFT Management Account

AWS Control Tower Management Account

AFT provisioning & customizations

00

PORS : = =

03 R e g

AFT Admi tf files aft-account-  ct-aft-account-  aft-request aft-account- aft-account- aft-account- account factory Control Tower aft-capture-

min request request request- request.fifo  request-processor service catalog ct-events
action-trigger portfolio

D ra
Ool*
aficontroltower-
event-logger

Code CTEIH

-

aft-events-from-
ct-management

Vended Acount

NRBTAXHEHI

Copyright © HENNGE K.K.

Y

. Global & Account Customization

HashiCarp

Terraform

JX HENNGE




BlIRIE D+ —T7 7432 —

Before After

Ul L TO#EE, —DDEXE o7 ILEHwEL. pushL T(ZF
M HB=UNIZRFRFHFH > XXX DY, EHRTHOUR
AL, FERFRBIAFEELTL DEITHEHEIZ,

T-o

M HENNGE



AWS Control ToweréAFTIZEKYEETTE-H—KL—JL

BHRHZE5EZ DD, FTHEHREHEZHITNIERLEWLNSTZZEA—X([CLTLVET,
-Root7 ho U bDENEEMFADRUE

- Amazon GuardDuty, AWS Security Hub, AWS CloudTrailldE DY Rr—T kX al) 745 —
EXDERIL

-Regionill fB

1AM User® IR

- Instance Family® iR
- BE A RAPID H R

Copyright © HENNGE K.K. JX HENNGE



AFTDOARRAT A AREREIZKYEIRLI=C &
BFEAWST AU ML CERLESS 1+, Chiz&Y . PHYUREETOARME
ALY E(ZHYELT=,

-ORMEEZ=ARS L. BHETSlacklZARA M B4 A

- &-Sandbox7 A7 kD Amazon Route 53IZEHBIZFIFATZHhosted zoneZ BEI T
YE Rk

-AWS CloudTrailz & zhik 957 7 2 b0 il fil

M HENNGE



SEORE
-PoCORAFEZELYIEREE S8 . AWS Proton®®AWS App Runner®7>7L—r®D
i

:Sandbox AN DT AU MITXYEFaT7HET7 IR FEZEITS51=6 . Temporary
elevated access management (TEAM)MDE A

O

0]

AWS Proton AWS App Runner

Copyright © HENNGE K.K. JX HENNGE



ok )
yWEITFL r 7
S

w m

M HENNGE



