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AWS does not offer binding price quotes. AWS pricing is publicly available and is
subject to change in accordance with the AWS Customer Agreement available at
http://aws.amazon.com/agreement/. Any pricing information included in this
document is provided only as an estimate of usage charges for AWS services based
on certain information that you have provided. Monthly charges will be based on your
actual use of AWS services, and may vary from the estimates provided.
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5. BlE%R

6. £&&

AW



ﬂ

1. Bot XWRDOBEELMEROXIR

| aws%ﬂzg



AWS Shield &1 27U T 2 AF—LDHE

— SO T I 7T —> g > (CmEliFsnic S J 4w O DA
BN 51% WZiEZERIE Bot (CKDEDEHBBLTLYD

#i4#E ~ AWS WAF Bot Control TUITT 8 hOF
B3 571 v ORHER

in AWS WAF | Permalink | ¥ Share

AWS Shield DERAEF — AT >IZRAETIE BT J U —3 3> calisnic
S EAVESIry 4‘ﬂﬁw¢'?/xtr$n* j

Z yan 3 > BRI

EZRRAmwY b e )‘f L QF_C!'

BEUIGMRY R, o FEIJO-ILLTA TV IREERL. B
I%@ﬁwhmaﬁ4hmﬂﬁ+**

[AWS Blog] AWS WAF Bot Control TO T YA hDOARER NS T+ v O HlIiR
adws

\~_éﬂ

Cpp®




Bot DiE%H

IQI 4 rq

Good Bot Human

dWs 4.

Bad Bot
\/‘éﬂéf



Bot DfE%

IQI 4 ﬂ

Good Bot Human

Layer/7 DDoS

Mg A+ >
WebX oL 1E>
Click / Download 1t
Bad Bot
WSz



B1%D Bot [CKBIE

o——— I
O I M\

1> T ISIN\DEE jUb__/ﬂ SNDEZEE
« NIA—TRETF. H—EZSY> * T—HDEH
o |J \J—Xiﬁg ¢ ubuElﬁ*E@lﬁ/&
« JX MDIFXR « )N/ TTA0LED1—
- EHSMEOIEXR « BETS> RADEE
- B FDEE

aWSQg

-
N/ S



Web Application Firewall (WAF)
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Managed Rule Groups & (3

AWS WAF Web ACLs

Step 1

Describe web ACL and
associate it to AWS
FESOUrCES
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Step 2

Add rules and rule
groups: Add managed
rule groups

LB
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[AWS Managed Rules for AWS WAF O5ER | =S8

Create w

Add managed rule groups

eb ACL

Close

Managed rule groups are created and maintained for you by AWS and AWS Marketplace sellers.

¥ AWS managed rule groups

Paid rule groups

Name

Account takeover prevention

rovides protection for

users to take a preventive action

Bot Control

hat you can use to control bot traffic to your
applications.

Free rule groups

Name

Admin protectinn
Contains rules that Lowr
running third-p;

the risk of a malicious actor gaining administrative
access to your application.

Capacity

(D Add to web ACL

» Add to wab ACL

Capacity

O Add to web ACL
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‘ Edit ‘
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AWS Marketplace Managed Rules for AWS WAF

cloudbric |:5|:

CYBER SECURITY CLOUD

F::RTINET GGEOGUARD

impervq Threat il




IRy FRICHFDIRRIEIN— bF—

CEQUENCE"

SECURITY

DATAIDOME
aW%fE

S
o




ﬂ

2. AWS WAF Bot Control

Ng

| aws%ﬂzg



AWS WAF Bot Control
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Managed Rule Group: Bot Control

AWS WAF Web ACLs Create web ACL

WebACL ~N)L—) I/O) I/—jji s Add managed rule groups

Describe web ACL and

\ ¥ 1.
E te it to AWS
E jJD SRR Managed rule groups are created and maintained for you by AWS and AWS Marketplace sellers.
1 resources

. . Step 2 c Known issues/limitations
We bAC L Ca p a C I ty U n I t Add rules and rule AWS WAF only inspects the first 8,192 bytes (8 KB) of the web request body. If you use

groups: Add managed a managed rule group that inspects the web request body, consider running a size

W C U 5 O \‘ S rule groups constraint rule before the body inspection to block requests with body size greater
I \ than 8 KB. Learn more[&
Step 3

jj Ij \/ I\ 70 \\/ E \/ :E - I< T\\ S ¥ AWS managed rule groups

DA In7Z H#E3R ol g

ASY =
/- '\ j : S j \/ ; ( J I\ >( \/ Review and create web Name Capacity Action
E' A froe — _-I' LG o Account takeover prevention
E 5 EB E H b Account takeover prevention provides protection for

your login page against stolen credentials, credential () Add to web ACL
stuffing attacks, brute force login attempts, and other

anomalous login activities. With account takeover

prevention, you can prevent unauthorized access that

may lead to fraudulent activities, or inform legitimate

users to take a preventive action.

Bot Control

AWS WAF Bot Control offers you protection against @ Add toweb ACL
automated bots that can consume excess resources,

skew business metrics, cause downtime, or perform

malicious activities. Bot Control provides additional

visibility through Amazon CloudWatch and generates

Iabels that you can use to control bot traffic to your

applications.
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Bot Control &SNJb

BotCategory
- bot:category: Bot D51 advhe_rtising
f5]) search_engine, content_fetcher 72 & i:;tgftr
« bot:name: Bot MDi&HE) content_fetcher
5) slurp, googlebot, pocket parser 7 ¢& E;tkp_clLber;zr
- bot:verified: #REEED Bot MESH miscellaneous
- signal: Bot DIRBDEHL) monitoring
B scraper
#51) non_browser_user_agent /& & —
seo
Bot Control ARk L TeSNILZE W FEAICHIB social_media
IBHILET A-Y—HBDSRYUZIEREE o)
bot_signals
AWS WAF Bot Control JL—JLZT)L—T etc..
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Verified bots

Verified bot (3% < DIFE. 7 TUo—>3>(C
¥ UTRERENMRLS, AENEI>ED LTS
EDICHFEEEIND

c MBI OOV —Sv)ILASTa FPOOO0—o0—5%
FEETNTL\D IP, DNS, AS BFESEHNSHRAEMIC
| K7
« Velified bot (AL bTTO OV O URWATT
) —(C7D> CTLI\BH, SANILZFIAL TREDIL—
JL IOV oI BDEETEE
- bot:verified, bot:name:<name> OSNJLZSER
» Verified MIFE signal: SANJUIEER S NTR0N

search_engine |petalbot
search_engine |googlebot
search_engine |bingbot
search_engine |yandexbot
search_engine |applebot
search_engine |duckduckbot
search_engine |yahoo
search_engine |baidu
search_engine |sogou
social_media pinterest
social_media twitter
social_media linkedin
social_media telegram

etc..
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% Scope-down [T~ YYF9D ZDIL—ILT
— JuFITEH? P e

% If a request match the statement DiFE

v Scope-down statement - optional

Scope-down statement
Only consider reque that match the

Enable scope-down statement

If a request matches the statement

Statement

Inspect

URI path

Match type

Exactly matches string

String to match

/login

1 a rule statement.
Rule visual editor Rule JSON editor ‘

v
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AWS WAF ZCFIBABROPBEER(E Bot Control ZiEA I DaICY WS 1/h— RH5S
Bot b= T+ wODOBIENSIEO]EE

’ Add to dashboard 1h 3h 12h 1d 3d 1w custom ~

Sample of bot requests and regular requests ] Sample of bot activity

" 22

@ Bot requests

; 78

03/27 03/28 03/28 03/28 03/28 03/29 03/29 03/29 03/29 03/30 03/30 03/30

@ Bot requests @ Non-bot requests @ Non-bot requests

Sample of allowed and blocked bots
100

0
03/27 03/28 03/28 03/28 03/28 03/29 03/29 03/29 03/29 03/30 03/30 03/30

@ Allowed bot requests @ Blocked bot requests

Sample of bot categories

1.00k ® canary
@ social_media
800

aWS<]
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Bot Control L'7k—
Bot Control % FHl/R L N— hESEEE]

Add to dashboard 1h 3h 1d 3d 1w custom -

Bot requests and regular requests ¥ Total bot activity

?_\C\",S Services ¥ e 5 S ¢ -, 5 Global ¥  Support ¥

54 0
WAF & Shield AWSWAF > Web ACLs A AR

@ Bot requests
AWS WAF n ‘ l. H ﬁ ‘ '- WiiWeb ACL as JSDN—
Getting started
B Overview | Rules || Bot Control (IF)) | ™¥0ciated AWS resources | Custom response bodies Logging and metrics y 1 OO

ol ) 0800 0800 1000 1100 1200 1300 1400 1500 1600 1700 1800 19:00
ot Control
@ 8ot requests @ Non-bot requests ® Non-bot requests
IP sets . .

Requests per 5 minute period
Regex pattern sets The chart shows counts for requests that were inspected by the web ACL during the selected time period. View in Amazon CloudWatch [ Allowed and blocked bots

Rule groups s

AWS Marketplace Add to dashboard 1h 3h 12h 3d 1w custom -

Switch to AWS WAF Classic

» AWS Shield
» AWS Firewall Manager o
| 08:00 09:00 10:00 11:00

@ Allowed bot requests @ Blocked bot requests.

Bot categories

E | l t ﬁ‘ ” H ‘ﬁ ‘I‘ l @ social_media
4 A\ ‘*,‘ |H‘ \f"‘ ‘ilg ,‘ﬁ\ 1 f" "I Il .“ H ‘l\ \‘ \\ | |H| |‘| || h‘-\ l“. ““ \‘\ .’I
'.f'\\“m“‘fp‘ VUL |\ AT
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B BRBLAMNRAI— RPOR—HIRG ZE(CLD T Bot (THE

2T X hAWA —DEN
B) WAF OEBINUTAYS - AV THRBEU T, BRABALUANR A& IRA]

Oo7J«)LFJ)>0
Bl) JOvosnzUoOI X hDOHFOT %IRRT
Kinesis. CloudWatch. S3 NErpxd DO X hL—= X MOHIITR
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JL=IVICERE UEGEIC. 517> MW UTEBEFEEDL AR Xz
9 ENTE D6
« fE3(L HTTP 403 Forbidden D&+

HNAINA A TCEBDANA

« Response code: 3xX,4xx,5xx Z & BlEe

« Response Headers

« Response body: TS —XAwvt—>%ZHJ0]EE

AWS WAF DHRIYA XN T TUSTR RELRKS R
aWSs g
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Block J770=>3>(C ;
XJ U CEYIE rJ fE

Enable

Custom response

Response code

L AR X I—R
YA — TR EZESTE
L AR AT+ (&
= WebACL DAEdD
JL—)L CEBFIHD]EE

Add new custom header

Choose how you would like to specify response body - optional
Choose an existing response body object or create a new one. Response body ol

AWS WAF DD # —4




UOTITRXAYAS—DEN
WAF JL—JL TR UTEIBEI(1C HTTP AWA —ZBHN9 DHELEE
« AU AT WAF JL—ILICERUIZEUOITX MMIBITES
« NYA—TAUZ(IZIBHRZIEZ. LANRRAEZZZ D ENTJEE

« AUZFHILDOU O T A MIETERN
« NS —DIBIDH
« “x-amzn-waf-" @M Prefix NSIRxED

A, A . BT CAPTCHA 7253 > DHRYLULTR MY —DHEA
aWSs g

\/ Q



O TR MY S —DIEN

Count ZE7z(Z Allow
77023 ULT
=% 7E B BE

EM?%AW@—%

ax AE

WebACL OFJA)L 70>
3> & U CHEETEDEE

Action

O Allow

Cu

Hea

Block
Count

stom request - optional

der name

Add new custom header
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Jd4)ILF I

J 1 IV L EN SRS (CEHh

MWEROTDIH2E T ILFI T LT
Kinesis Y2 X L —= X b EIEAL

1 ACL b= T+ womOJix

Filter logs

Filter 1

Filter requi

Match at least one of the filter conditions
Filter conditio
Conditio Condition value

Rule action on request v Allow

Request has label watermelon

| Add condition

Drop from logs

Add filter

Default logging behavior
Default ging beh
In

pin lo

Drop from logs

Remove :|

Cancel
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Account Takeover Prevention (ATP)

AEFZOECLASOT A NR—S%RE
« BENTZRELBERZAIA U001 > 72 el b RO E
« LT 2w I)LRAAIY T4 > JIREE
« JIb— b IJHd —RINE
« ZOMOEEROT 1 > 1T

e« POST N7 —A%BFNIEIOL TS vILDT—IN—X ERBE
« ATP (THHEUTZSAN) L Z iRt
« 7T — 3 %55 SDK T Bot Oi&AIgEN =@ LE (AT 3>)

AWS WAF Fraud Control 770> h&EDEDPBALE (ATP)
AWS .-
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Managed Rule Group: Account takeover prevention

o Web ACL /\) I/—) I/g“) I/— AWS WAF > WebACLs > Create web ACL

\E V4 . . A\ ~ -
j%meé Edit 75 > i e Add managed rule groups . [ Close ]

b\ 15 E)J I:I ODEQE 73\\%\% éssociate it to AWS
- Web ACL Capacity Unit |8
(WCU) 50 73\\%\% Add rules and rule v AWS managed rule groups

groups: Add

o jj 'j \/ I\Tg :/ E \/:E . I{ managed rule groups Baid File Groiins

Managed rule groups are created and maintained for you by AWS and AWS
Marketplace sellers.

CTOM FHRInZ H#E e capacity

Account takeover
prevention

Account takeover prevention @ Add to web ACL
provides protection for your login

page against stolen credentials, =
credential stuffing attacks, brute Edit
force login attempts, and other

ah ACL anomalous login activities. With : :
s ® account takeover s?rev.emioﬁ. you ® qut to prohwcle .
Ru Ie G rO u p O)ERIED\ M\g can prevent unauthorized access required configuration
that may lead to fraudulent
activities, or inform legitimate users
to take a preventive action.




Managed Rule Group: Account takeover prevention

e OTJANR—ZD)\RZEHTE
51) URL A https://example.com/web/login
D& /web/login ZIETE

« ATP (X HTTP POST U I X b+
TIRE

« JSON. FORM_ENCODED m6~<-1
O— R+ T %&ER

e 1I—H—FR—L&E)XRT—RDT 4 —
)L Rz A

« AA—THH I RFT— M A> NTHRE
9 D &EEH = [EE R 8E

ATP Y7 —= R)L—)LI)L— T DfEF

Rule group configuration

Login path

Payload type

v Scope-down statement - optional

Scope-down statement
Only consider requests that match the criteria in a rule statement.

Enable scope-down statement

aWSs g
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Available SDKs for integration

~ =}J = Voo -t N\
° I\_/- 7 =\=IE%' 'EE /\!” I\_/- 7 ! A ) ) \ A e
/ a:L\Aa E \ x d\ Implement the integration SDKs for additional user telemetry and improved bot detection in managed rule

Y y; “w - groups that have application integration capabilities, such as the account takeover prevention (ATP) managed
SEHUE UIcgICO0 1 >z 0] e
/ iy (. (@ / a

Web ACLs that are enabled for application integration US East (N.

(Y N —— A\
Y D /]/ / \ % B/_J_\O) — —— \ Bot \ The integration requires a URL for a web ACL where you're using a managed Virginia)

rule group that has application integration capabilities.

Htr 9 SEEN &M L a
- JavaScript, i0S, Android ZH7/RK— skl Wi

I\ (o] acl-virginia https://c5a42935eef0.us-east-1.sdk.awswaf.com/c5a42935eef0/3574...

X E/\fJLF SDK (i0S, Android) (& il i
AWS }E % % i t“ 35\ Fl:ﬁ (/ \I/El\b-d- < 7—:‘\ é (/ \ You'll need the web ACL integration URL for your JavaScript implementation. You can copy the script tag

listed below. Learn more [4.

<script type="text/javascript" src="https://c5a42935eef0.us-east-
1.sdk.awswaf.com/c5a42935eef0/3574c55cc062/challenge.js" defer></script>

P Copy

AWS WAF OS5A 7> h 7TV —2 3 ia

aws{:]

N—
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Bot Control & ATP DfEL\D T
« Bot Control (Z—f%N CILEI/R Bot b= T« w2 % oL - HlfH
« BIX1D Bot ST %TF v LIBE
« XL —)\—, RFvIF—. JO—S—0D8L - DB E

« ATP (FOT A NR—=Z(CH T DRIER T I A ZB]8UE - £ReE
« LT 22w LRI T+ D DOIEIR
« J)b— b T A —RBEXR 18 &E

- Bot Control / ATP ZNEZNOEHICENTE CERBEFTZ&ST
« @ WebACL THlADIL—ILIIL—T%FIHIT D EH0EE

FAQ: AWS WAF AR IEXISR - Account Takeover Prevention
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CAPTCHA

A—YH—(CFvL>PZIERICRETIDCEZERUT,
LFUKRWBot DS T v O TOVIITBC ENTIEE

MESNDII—RT—X

- OJA > BRR, TA—LXEREDYY —XITER

c LT 2EvIVRAIY I« 2D, DTIRITLAESD . R)AKRRICER
« DIL—IL7Z2 T DIRITD. IHWRINEADIIFRE LT

LT Tial)

You need to solve a security puzzie before proceeding to your request
This authentication activity protects your account by preventing spam

and blocking suspicious activity

aWSs g
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CAPTCHA TiE#tchad/\X)L

MiZZemctEd

Solve the puzzle

Slide the image to complete the donut ==

SRGOR

IL—bhZlzED

Solve the puzzle

Place a dot at the end of the car's path

Solve the puzzle

Click play to listen to instructions

Enter your response

Answer

SO




RS I)L—ILAAD Action (C CE&E

Action
« WRMDIJY —RX%Z Statement TIRIE
Cho A:l z\;;e.:tiom to take when a request matches the statements above. é-@-%

« Action & UL T CAPTCHA #%#324R

Count

@ e Immunity time (CAPTCHA k—7J
Immunity time =i =) g N —]
| e ————— > DEXEAR) ZETE
Specify how long a CAPTCHA token can be used after it's created. The AWS WAF cjefauLt S?tt”_‘g.lh j.D:J‘I s .
_‘ CL le @Lai;wr?c?'r:é a:ls“LEbl_s.EZhe web ACL configuration applies to . 5_ j j— ) I/ |\ 300%’/\
seconds * 60$$N 3 E Faﬁ t“ Eﬁiﬂﬁg

Enter an integer from 60 to 259, (259,200 seconds is 3 days.) ® We b AC L /£\1$t“ E EQJE ﬂﬁg

Set a custom immunity time for this rule

Web ACL CAPTCHA configuration

This configuration applies to rules in this web ACL that use the CAPTCHA action and don't explicitly define their own CAPTCHA configuration.

300 seconds

Inherited from the AWS WAF default configuration

aws{ﬂ

N—
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« Bot Control D~¥*—=K)L—J)L
Z Count (CE9TE
BrxDI RS LIL—)LTHESN
IWDFTWE S D4 v D2 F

e Bot ENONDIITITABMITH U
CAPCHA Fv L >>% &

ADHIT(E non browser-user-
agent OSNJLAMSIIEeNTZU D
T X C CAPCHA ZinE

If a request = matches the statement

Statement

Inspect

Has a label

Labels
Labels are strings that rules add to the web request. You can evaluate labels that are added by rules that run before this

one in the same web ACL.

Match scope

© Label
Namespace

Match key

Enter the string containing the label name and optional prefix and namespaces. For example, namespacel:name or
awswaf :managed: aws:managed-rule-set :namespacel:name

Q awswaf:managed:aws:bot-control:signal:non_browser_user_agent X

Then

Action

Action

Choose an action to take when a request matches the statements above

Allow
Block
Count

O CAPTCHA

Immunity time

Specify how long a CAPTCHA token can be used after it's created, The AWS WAF default setting is 300 seconds, You can configure this at
the web ACL level and the rule level. The web ACL configuration applies to all rules that don't have their own setting. Additional pricing
applies. See https://aws.amazon.com/waf/pricing/

seconds

Inherited from the AWS WAF default configuration

Set a custom immunity time for this rule
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