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Al. GuardDuty OBEIICES

CloudTrail Events: thi=t/zCloudTrail-r X2 bDE=
(1,000,000 X> bdpfzh)

VPC Flow Logs/DNS Logs: a#r=11/zAmazon VPC
Flow Log& &LTU'DNS LogT—4 D& (GBdz=N)

S3 Data plane Events: 3#r&M/z CloudTrail S3 —%4
ANR> hDEI= (1,000,000 X2 bdpfzb)

Amazon EKS EEEEOU: DticN/z EKS EEBO0J D=2
(1,000,000 17 X> kdpien)

30HREIDER b5 1 7))L THIEEN O] EE

BHR KB
VPC ZJO—0O4 & DNS O3
=D 500 GB/H $1.18 $1.29
Xa> 2000 GB/B $0.59 $0.645
X 7,500 GB/H $0.29 $0.3225
10,000 GB/B=BX %5 $0.17 $0.1935
AWS CloudTrail BI21 > b3
100 B> A $4.72 $5.00

AWS CloudTrail S3 >—41(4 X

> bt (10012 hE)

=D 5 B> ~H $1.04 $1.032
XD 45 @12 A $0.52 $0.516

50 E&BX 351> ~NH $0.26 $0.258
AWS CloudTrail S3 —% 1> b7 (1007512 hMB)
=D 1 B> ~H $2.48 $2.48
XD 1 fEAR> NH $1.24 $1.24

2 BRI\ NH $0.31 $0.31
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https://aws.amazon.com/guardduty/pricing/

Al. GuardDuty OBEIICES

VPC JO—0O4 & DNS O %

You are on day 4 of your 30 day tnal.

Today

December 2

November December

Current Charges

Estimated daily cost after free trial ends
based on the events processed since November 28
CloudTrail logs 5.6 k events
VPC Flow logs 3.46 MB
DNS queries log 802.35 KB

*This is an estimate of your daily average GuardDuty charges based on logs analyzed during the free trial. Actual metering of the service will not begin

until the free trial has ended. See the GuardDuty pricing for full pricing details.
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A6. log4j (CEHEY DRIEDIFE (IR DIRBFER Y1 TH
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Document history for Amazon GuardDuty

PDF | RSS

Change

Added Kubernetes protection content for GuardDuty

Added 1 new finding

Description

GuardDuty can now generate findings for your Amazon EKS resources through the monitoring of Kubernetes audit logs. To learn how to
configure this feature see Kubernetes protection in Amazon GuardDuty. For a list of findings GuardDuty can generate for Amazon EKS
resources, see Kubernetes findings. New remediation guidance has been added to support remediating these findings in the Kubernetes
finding remediation guide.

A new finding UnauthorizedAccess:IAMUser/InstanceCredentialExfiltration.InsideAWS has been added. This finding informs you when
vousd Lontial L AS i AWS.onvi

Updated the finding types to help identify issues related
to log4j

Date

January 25,
2022

January 20,

2099

Amazon GuardDuty has updated the following finding types to help identify and prioritize issues related to CVE-2021-44228 and CVE-
2021-45046: Backdoor:EC2/C& CActivity.B; Backdoor:EC2/C&CActivity.BIDNS; Behavior:EC2/NetworkPortUnusual.

December
22,2021

Finding Changes

Update to GuardDuty SLR

Added data source information for each finding type.

Retired 13 finding types.

UnauthorizedAccess:IAMUser/InstanceCredentialExhltration has been changed to
UnauthorizedAccess:IAMUser/InstanceCredentialExfiltration.OutsideAWS. This improved version of the finding learns the typical
locations your credentials are used from to reduce findings from traffic routed through on premise networks.
UnauthorizedAccess:IAMUser/InstanceCredentialExfiltration.OutsideAWS

The GuardDuty SLR has been updated with new actions to improve finding accuracy.

Finding descriptions now contain information on which data source GuardDuty uses to generate that finding.

13 findings have been retired to be replaced with new AnomalousBehavoir findings. Persistence:IAMUser/NetworkPermissions,
Persistence:IAMUser/ResourcePermissions, Persistence:lAMUser/UserPermissions,
PrivilegeEscalation:IAMUser/AdministrativePermissions, Recon:IAMUser/NetworkPermissions, Recon:lIAMUser/ResourcePermissions,

The following table describes important changes in each release of the GuardDuty User Guide.

September
7,2021

August 3,
2021

May 10,
2021

March 12,
2021
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Document history for Amazon GuardDuty

PDF | RSS

Change Description Date

Added Kubernetes protection content for GuardDuty GuardDuty can now generate findings for your Amazon EKS resources through the monitoring of Kubernetes audit logs. To learn how to January 25,
configure this feature see Kubernetes protection in Amazon GuardDuty. For a list of findings GuardDuty can generate for Amazon EKS 2022
resources, see Kubernetes findings. New remediation guidance has been added to support remediating these findings in the Kubernetes
finding remediation guide.

Added 1 new finding A new finding UnauthorizedAccess:IAMUser/InstanceCredentialExfiltration.InsideAWS has been added. This finding informs you when January 20,
yousinstansa-srodentialsareassassed-byan-AWSassountoutsidoyountNSanvisonmoent 2022

Updated the finding types to help identify issues related Amazon GuardDuty has updated the following finding types to help identify and prioritize issues related to CVE-2021-44228 and CVE- December
to log4j 2021-45046: Backdoor:EC2/C& CActivity.B; Backdoor:EC2/C&CActivity.BIDNS; Behavior:EC2/NetworkPortUnusual. 22,2021

Finding Changes UnauthorizedAccess:IAMUser/InstanceCredentialexfiltration has been changed to September
UnauthorizedAccess:IAMUser/InstanceCredentialExfiltration.OutsideAWS. This improved version of the finding learns the typical 7,2021
locations your credentials are used from to reduce findings from traffic routed through on premise networks.
UnauthorizedAccess:IAMUser/InstanceCredentialExfiltration.OutsideAWS

Update to GuardDuty SLR The GuardDuty SLR has been updated with new actions to improve finding accuracy. August 3,
2021

Added data source information for each finding type. Finding descriptions now contain information on which data source GuardDuty uses to generate that finding. May 10,
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Amazon GuardDuty
AUIN—=THAI2 M

Amazon GuardDuty
EBETHhIU b

Amazon GuardDuty
AUIN—=THhD k2

Amazon GuardDuty
AUN=THhOU L3

Accounts C

Member accounts

Member accounts share their findings with you. Members must first accept your invitation. Learn more

Viewing: All: 8 v -+ Add accounts

Account ID Email Status

not-specified@amazon.com Enabled
Enabled
Enabled
Enabled
Invited (12 hours ago)
Invited (5 days ago)
not-specified@amazon.com Enabled

supervpc-test@amazon.com Enabled

Date Invited

11-19-2018 16:00:00

11-18-2018 17:15:30

11-25-2018 21:27:07

11-20-2018 18:35:11

11-25-2018 13:45:28

11-21-2018 13:57:42

11-19-2018 16:00:00

11-20-2018 13:26:53

=ty L CEatR

Date Updated

11-19-2018 16:00:00
11-18-2018 19:29:27
11-25-2018 22:35:08
11-20-2018 18:35:45
11-25-2018 13:45:28
11-21-2018 13:57:42
11-19-2018 16:00:00

11-20-2018 17:19:23
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FEARE CHEE D GuardDuty #&ZR45 1
® UnauthorizedAccess:IAMUser/InstanceCredentialExfiltration
® UnauthorizedAccess:IAMUser/TorlPCaller
® CryptoCurrency:EC2/BitcoinTool.B!DNS
® CryptoCurrency:EC2/BitcoinTool.B
® Recon:EC2/PortProbeEMRUnNprotectedPort
® UnauthorizedAccess:EC2/TorClient
® UnauthorizedAccess:EC2/TorRelay
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(1] EHFAFDT 1 LT —DTFiE(1)

GuardDuty 1>V —)L
#x+: 59 /59 @ €D @

80 Suppress Findings | fRILfESRDFeEN & E RS Rl (C

jj'j/ I\yﬁb\%mén5o

REE»T —EBDOA>>7 > NEAEC
HIHCEDEEICTAILY—T B,

L V=R

[%1]] UnauthorizedAccess:EC2/TorlPCaller Instance: i-99999999
[#1] Trojan:EC2/BlackholeTraffic Instance: i-99999999

[%1] Recon:EC2/Portscan Instance: i-99999999




(] 1EZASKHFD T 1 IV —DT5iE(2)

GuardDuty 1>V —)L
fER C w=x+:59 /59 © € @

Suppress Findings

REEHT«ILY | BB —HAT

1)L DEN ; i 1

Y 71 DED MRS T (Finding type)ZiEiR
&% 1D

§4

EE S A

)V —=A

B IAM AV RY Y XTO7 74V ID Instance: i-99999999
A IAI A D

[%1] . » Instance: i-99999999
AVRI VAL A=Y ID

[#I11 IPve 7 KL X Instance: i-99999999
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Suppress Findings

REFAEHTIVY | BEITZ—HAT

JA4ILAF—UIEWVMRZRST A T%
Y BRmYA T ABDUT ERI 7200w 0

nauthorizedAccess:|IAMUs
BR b ‘ yy—2

R BA
[B1] 1 -

[%1] Trojan:EC2/BlackholeTraffic Instance: i-99999999

er Instance: i-99999999

[%1] Recon:EC2/Portscan Instance: i-99999999
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GuardDuty 1>V —)L
o we zrt:1/59 © E @

8 Suppress Findings

REEHAT«IY | BB T—NHAT

® ®F|EHY A 7: UnauthorizedAccess:IAMUser/InstanceCredenti... ) B
Y RE / fmE X

1)L DEN _
T4 IV —UTeARZRST A T DHRREND
RREY17 )y -2 R... Vv ho...

A  [#] UnauthorizedAccess:IAMUser/InstanceCred... GeneratedFindingUserName: Generate: 2HH]




(1] E8HFAFDT 1 LT —DT5iE(5)

GuardDuty 1>V —)L

; oo J =7+:7/59 © E @
RRFEDTFICTRENTWVWB Z END B,

8 Suppress Findings | REETHT1ILY | BB 7—HA T

® BRI Y A 7: UnauthorizedAccess:IAMUser/InstanceCredenti... @’

® R4 4 7: UnauthorizedAccess:IAMUser/TorlPCaller ®) || @ ¥4  7: CryptoCurrency:EC2/BitcoinTool.BIDNS (%)
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