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Get started with Inspector

Free 15-day trial for accounts new to Inspector

Get Started
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Inspector X

Enable Inspector #=

Enable Inspector

Delegated administrator

Delegate permissions to manage Inspector for this organization

Switch to Inspector Classic [4

The delegated administrator is granted all of the permissions required to administer Inspector for your organization. When you choose a delegated administrator, Inspector is enabled for that account.

Delegated administrator account ID

When you enable Inspector, you grant Inspector permissions to discover, classify, and protect sensitive data in AWS on your behalf and to generate findings about potential security issues. This will enable Inspector for your account only.

Enable Inspector

aws
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Cancel Save

ECR container scanning

Disable

All scanning

EC2 scanning
ECR container scanning
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Inspector Settings Account management

Account management m=

Manage your accounts, and review the coverage of your instances and repositories.

Accounts Instances Repositories

v Auto-enable scanning for new member accounts

@ Automatically enable Inspector for all new member accounts

EC2 scanning ECR container scanning
Scan all EC2 instances for vulnerabilities Scan container images for vulnerabilities
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Summary =

Viewing data from all accounts

Environment coverage
Your accounts, instances, and repositories that are enabled with Inspector.

Instances Repositories

0% 1700%

0/ 2 instances 1/ 1 repository

(G]am

Critical/g 42X

Critical findings

All active critical findings in your environment.

ECR container EC2 instance Network reachability

3 1 Critical OCritical OCritical

697 total findings 0 total findings 1 total finding

Risk based remediations
Vulnerabilities impacting the most instances and images.

Package name Critical
libwebp 10
libwebp-dev 9
handlebars 4
node-sass 2
libexif-dev 2

URDDEWHESSIE

Top5

View all vulnerabilities

ECR repositories with most critical findings
Elastic container registry (ECR) repositories with the most critical findings.

AWS account Critical
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Repository name

inspector-test

All

697
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https://aws.amazon.com/jp/about-aws/whats-new/2021/11/aws-chatbot-management-resources-slack/
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Tutorial: Using AWS Chatbot to run an AWS Lambda function remotely

PDF | RsS

In this tutorial you use AWS Chatbot to run a Lambda function remotely and check the status of the Lambda function using Amazon CloudWatch. A Lambda
function is a self contained block of organized resuable code that you write. Lambda functions are useful because they are run without provisioning or managing
servers. Additionally, they are only invoked when needed based on your specifications. There are steps at the end of this tutorial to delete the resources you
created.
Topics

« Prerequisites

« Step 1: Create a Lambda function

« Step 2: Create an SNS topic

« Step 3: Configure a CloudWatch alarm

« Step 4: Configure a Slack client for AWS Chatbot

« Step 5: Invoke a Lambda function from Slack

« Step 6: Test the CloudWatch alarm

« Step 7: Clean up resources

Prerequisites
This tutorial assumes that you have some familiarity with the Lambda, AWS Chatbot, and CloudWatch consoles.
For more information, see the following topics:

« Getting started with AWS Lambda in the AWS Lambda Developer Guide.
« Setting up AWS Chatbot in the AWS Chatbot Administrator Guide.
« Getting Set Up with CloudWatch in the Amazon CloudWatch User Guide.

The AWS Region that you select while setting up these consoles should be the same Region you specify in your Slack channel when your first AWS Command Line
Interface (AWS CLI) command in Step 5: Invoke a Lambda function from Slack.

https://docs.aws.amazon.com/ja_jp/chatbot/latest/adminguide/chatbot-run-lambda-function-remotely-tutorial.html
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https://docs.aws.amazon.com/IAM/latest/UserGuide/access policies boundaries.html
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