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Hello,

This is a friendly warning that your Amazon ANS S3 bucket settings are wrong.

Anyone can write to this bucket.

Please fix this before a bad guy finds it.
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Most critical failures

s RO DR
Rule Service Categories
— 53 Bucket Public 'READ' Access 53 Security
Account | Demo

SELTORN FAILURE |

Failure introduced: 3 months ago
Message: Bucket ds-account-
Account:  Demo
Region: us-east-1
Link to resource:

allows public ‘READ" access.

ds-account-

|- AWS Config Enabled Config Security

|- CloudTrail Enabled CloudTrail Security

|- EBS Encrypted EBS Security

|- 53 Bucket Default Encryption 53 Security

| EBS Violumes Attached To Stopped EC2 EBS Cost Optimisation, Operational
Instances Excellence

| e i - - ClovdConformit ., _

{E1-TTEAND
Risk level | Co IJ \/0
Very High m - --------------------
Ermmermrs | @Resolve

=099

- Suppress
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Risk level: Very High (not tolerated) |J Xg l//\”/

Rule ID: S3-001

Ensure that your AWS S3 buckets content cannot be publicly listed in order to protect
against unauthorized access. An S3 hucket that grants READ (LIST) access to everyone

can allow anonymous users to list the objects within the bucket. Malicious users can IJ X OO)E% EH

exploit the information acquired through the listing process to find objects with

N misconfigured ACL permissions and access these compromised objects.

RS

This rule can help you with the following compliance standards:

@ReSOI\Ie Security Payment Card Industry Data Security Standard (PCI DSS), Ea g- 5 :I > j = /]/ X

%7 U “J7 General Data Protection Regulation (GDPR)
APRA
MAS
National Institute of Standards and Technology (NIST)

Thie riilla fan haln van wark with the AWS Wall-Architartad Frameawnrk

Remediation / Resolution

To remove public READ access from your 53 buckets, you need 1o perform the following:

2*@ 0)'1 157'5%75:1%21

Using AWS Console Using AWS CLI

20 © 20 @IBEEE
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Automated hybrid cloud workload protection in
Japan via API calls to Trend Micro's cloud security
platform. Created with real data by Trend Micro
threat researcher and artist Jindrich Karasek.
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