dWS

AmazonS3 X1l T«
RR TS50 F 4 RZHBR
TIVUDzTH—ERD v\ UERE

Senior Partner Solutions Architect
Takanori Ohba

2021 Sep 16

© 2021, Amazon Web Services, Inc. or its Affiliates.



Who am | ?

xig = (AA)N S U)

» Senior Partner Solutions Architect
@Amazon Web Services Japan K.K.
(Joined 2015/12)

Background

>AWS O HJ)L bL—F—@AWS] K.K.
>Web b —EXDA> TSI )
>ERIS T RS —(CTCTFOZHAILER—

¥R AWS H—EX
»AWS Well-Architected Tool
»AWS Systems Manager
»AWS Service Catalog Well-Architected Lead

© 2021, Amazon Web Services, Inc. or its Affiliates. aWS




ABOI—ILERNRE

e O—)JL

* Amazon S3 DXL T ARRAMNTSVT4RE
EEﬁL‘FLzs s —C%éc‘:')' A5 &

» BEXNRA

e« AmazonS3 Dt F* 1) T WKIZIKHENTILNS A

+ AWS H—E X (AWS IAME) 03
HfESNTWDSA

© 2021, Amazon Web Services, Inc. or its Affiliates.

= =

AIEE. BT OWT

dWS



AHORNE

e Amazon S3 IZT—A2 MM nNsL—

« AmMazonS3 Zzt X a7 ITERAT AHICH->DTHDERER
e AmazonS3NEFX1VTAEFDRAMITISIVT 4R

« &

mazon Web Services, Inc. or its Affiliates.



Amazon S3ICT—A2 MM S

S

=

dWS

© 2020, Amazon Web Services, Inc. or its Affiliates.



Amazon S3 & [&

Amazon Simple Storage Service (S3) (&, 1 —Oh>F—5%
Zx(C. BEFHIER<. T—59FFNEEER. T35 REFKD
AT ORANL—2TT,

PUT

—_—
E_

GET

S35 API

© 2021, Amazon Web Services, Inc. or its Affiliates. aWS



Amazon S3 D45

1 77AImxAK5TB ET
B LA

99.999999999%
ZZ{ih 7‘&1 kL—

NeE

21

A% 1GB / #9 3 [«

Z# S5 JILTRE LI-14HE

© 2021, Amazon

Web Services,

— IB=ITIRTF LA LVE

d—HM, H—I\EH.
RAID O FO—5ZFZH5WLEMNLLN

Inc. or

its Affiliates.

- Lap,

" He

IE{R AR £0X° RAID,

%20219F98 https://aws.amazon.com/jp/s3/pricing/

RRU—S3VICBITBIRIHT—RMH,

US$0.025/GB

dWS


https://aws.amazon.com/jp/s3/pricing/

Amazon S3ICT—A2A DB NEH—V

| - 25 N
Al ihiasied lllll
FRIFIRIE F—=AHAN—R
\—
'\

O UNE loT

L::
S3 Glacier .

F—AR:E yagiin Gg@
v N —h4T g A

| B

. EGEBEIERE

© 2021, Amazon Web Services, Inc. or its Affiliates. aWS




Amazon S3ND1—RXR 5 —AD 7148

TF—HARE - BT
E
H—)\ ‘
S3NT vy bk
INYT T TS

e J\WOFPvVTICKBER
« FT—AHAT
« b—)\X1JL—>3>

© 2021, Amazon Web Services, Inc. or its Affiliates.

AV 8
DA | | BT e FE

>

JTT

=4

. P HHERE
. MR - ToT

. HPC -

BRERALIE

ERT—5

WebHY—EXD
a>57>9A2J0—R

<:FDN:>

Web
H—)\

Eﬂ

SEEEY1
- PETA
« ECH1

&

It
7%

dWS



Amazon S3Z X1 7ITERAT S
[CH->THEAREFE

dWS

© 2020, Amazon Web Services, Inc. or its Affiliates.



AWSDt X1 T4 5%t
X2 YT i AWS B3 RELEIR

XU T4I120T HMmATIRE
« X2V T A EMHKROKRE

X TABEERTA FA—/ N — DG
c AWSEtXal)Taot23—
» https://aws.amazon.com/jp/security/

BHEOE =F 5L IS
« AWSOVTSATF7 VR
» https://aws.amazon.com/jp/compliance/

© 2021, Amazon Web Services, Inc. or its Affiliates.



https://aws.amazon.com/jp/security/
https://aws.amazon.com/jp/compliance/

EEXBETI

BEHOT—Y

TSYRIA—=L, PIVT—33, IDEPIELAER

HEER

739 RAOEFIVUTA

(CXITRE ‘
SECU RI???‘I\T'TH E ARV=FAIIIART A FRY NI =D ET7AT O A= )VAB Y

CLOUD

2\ = = Y cE
5547 MilZ— FIESHE H— N— BIRESE (1:%'}3 e o

5 — 9B S, BT (FPANS AT LT —4) 2 e
VIsozr7

AWS “ |
avE1-b ANV F—HR—2 FYNI—F29
959 KD EF1UTA

N=RO17/AWSHO-INIWAYITSANSIFv—

[CXIIEE
SECURITY ‘OF'THE
CLOUD

W — “I —

https://aws.amazon.com/jp/compliance/shared-responsibility-model/

dWS

V‘T

© 2021, Amazon Web Services, Inc. or its Affiliates.



AWSTT—HDELHERZYIR— NI B5E

s F/MEBDRAI-tEX2 )T A DRANITZTIT 4R
.« THERHFAIERNEDEY S EIET S
« REIZELT. PO ARG EEMTEST

c WHIET7 VAT AZEEITAEHICEB L THL L
« BT HAWSH—ERABNYR— T 57023 & Eh
« BHIDARVIZHEWT, HEL API B
c TNEDT VL IVETICHELRT V) EAEFRIRTE

© 2021, Amazon Web Services, Inc. or its Affiliates. aWS



AWS Well-Architected(W-A) Framework & (E?

D20 RIZBIFEVRTLES - ERODARRNTS VT4 RE

g @

IND A —T D RANE O R FOEEIE

& FTE Xl T« B8tk

AWSD V) 12— 3 TF7—FT%9 FSA)D,

10FLLEICEY . BE < DEEHA , -
HMRIEE L CE-RBDEARK 77 AWS Well-Architected
Framework

5% FRBLDEE_— -

ThER 7 Transformation &
Well-Architected Framework &
AWSDSAML B FIELY — ="

© 2021, Amazon Web Services, Inc. or its Affiliates.

.....



W-A Framework EffJIER & RX TSV T4 R

RAT—20RILY —ETHRIRDHB =,

s O ﬁ

X2l Fq E581%E

n:b\uﬂt *ﬁn__l- ént (/ \5 | G- Cl:_j:)\ == %

7\
S

NIF+—I DR
B

(sec1.)(sec2.) - (skcio)  RTeCHMEENES |
A

|

__SEC1: D—/0—RER2(CEATBICE. ESTNELNTIH?

~—

O
O

O

PRI NeERALTO—o0—- DD
AWS 770> bOTEF1 T o 2RI D

%bmt$1U?4ﬂ—Ezt
HeEEZ EHAN (CEHM D KUOEET D

© 2021, Amazon Web Services, Inc. or its Affiliates.

dWS




W-A Framework %2 1) 57 1 D& H

2—oitEh = ID 7 ONA Z—%FIFL .
IDZ = F b—1% 3 > with SAML _Bwaaﬂlr%iiﬁé{ﬁﬁﬁ—; 6

ﬁ eRy R \W. ud (- A JE 19

AWS Well-Architected Security &

SAMLE® Aws  OTREOLT

Y442 VF Rl A UL LES
Lo

AR b7 T8 R D ENTT

TSI AWS TADAY v Y—R
FRIVDzTH—ER Do\ kAR ~
= AWS Well-Architected

Partner Solutions Architect X1} S oY
2021/06/03
10f96 > CJ

6. BB ZHIAT %

BERESEZATHE-\x2 )T 1D 718H

SEC 1. D—20— REZ2IC
EHTICIE. ED3TNELNTTH?

ISR Bl 2 4/ )\

« ShEA S FI AR REE
Y—EXER/NRICHNZ,
WENREL TS/

SEC6. I Ea—F1JUV-%
EDEDICRBUTUVETH?

SEC 2. 1—Y— 1D &I 21D (3
EDESICHBLESENTULL SH?
s RERADaVKR—RU B
(TRTHI—=o0—F) %

N 2DFP O CAFo]E | SEC 8. REFOT—9%
&2
o7

-
G
EDLDICERITNEELNTULELEDIN? EDELSICRBELTVETH?

SEC 4. LHaUF 1R NE '
EDESICRIL. BELTVETH ?

s WBRHREBYSD
IRYRA L FEBRENG
BRENETIRRMETILE
#iET S

SEC 5. Ry D —DOVY - %
EDELDICRBELEITH?

aws

~—

aws

—

© 2021, Amazon Web Services, Inc. or its Affiliates.

dWS


https://www.slideshare.net/AmazonWebServicesJapan/aws-wellarchitected-security

W-A Framework : X2 T 14 1ERA ALY

RAAL>

1 TFa1VFTrOEL

3 1R

6 127> At

AWS Well-Architected JL—AD—20 - L1 YUF 1 DO

© 2021, Amazon Web Services, Inc. or its Affiliates.

NS
AWS 7ZHDO> heD—o0O— RE(CHTD
mATEERE ATF
a1 TJ0OEXR. TR, &izB#1t
IAM (C K BimIEr )7 o1z A il
IS TJ— KRR —
/] \IER
O OIS - S8
BEb =N/=B iR

;II7\J I\'j guﬂn-l_ (tOX/T_/E ﬁ)
DDoS X1k

T —ASDEESAL
KMS ZfE> e+ —DEE

A >25 > bOFEE. @B, MILOEENE
DevSecOps

dWS


https://docs.aws.amazon.com/ja_jp/wellarchitected/latest/security-pillar/welcome.html

Amazon S3DLXx 1) T4 &
TDOARRETSD T4 R

dWS

© 2020, Amazon Web Services, Inc. or its Affiliates.



BESNDHFEERE

IAMIZ K 5@ )75 4E R & IH
. _ VPC= — 7 D IEfE
RFER SRR D BT Block?ijlﬁcI:7 Acczss %
a5k
IAMIZ K 5@ )75 4E R & IH
T OFES F—AOEERFI VY
IN—< 3 =% | Object Lock
B (= & 2 HIE K/I\F;\Eez:eTezbl Object Lock
SIEER 0D HR 1S AWS CloudTrail IZ& % 05 H5
1—H—TFHOLTILZEE Amazon Macie 0 F|FE

© 2021, Amazon Web Services, Inc. or its Affiliates. aWS




BESNDFEERE

R

S

(A PR OL

IAMIC X S E Y L 1EREHE

VPCHw kT —49 DIEEE
Block Public Access
g1k

Inc. or its Affiliates.

dWS




AET7 I ARZEHS

dWS

© 2021, Amazon Web Services, Inc. or its Affiliates.



IAM L—H5— /7O X X—IFHEFLLGL

¢ |IAM A—H—[E—AIZ—2

e git YRR, T7A4ILEEY—ER, T7A4ILY—N\—7 EIZEMZL
o git [CEMN TULVELIDIE git-secrets TF T vV 9 5
» ST IZEMN TV LA IEMacie THEZERIHE

« A —JL¥ Slack TEY HELY

© 2021, Amazon Web Services, Inc. or its Affiliates. aWS



7O AX—TITGE L IAMAO—)LEEH

AWS IREBENTOD 7V 2R IETTRTIAMO—)L CEHEA[HE
IAM1—H—D7 9 AXAXT—HIWELHS—X

1. FAFEEFD AWSCLI/SDKIZXKBT7 R

AEBRELEHARREET7THADO D et RBREIZIZTZ V&

Xng-%% TLGW, ARRRE—RHNGET I LA XT—ZEB
FAT S

2. %ﬁBﬁ—/\—/%iﬂﬂ— EXMSDAWS )Y —RADT IR
%/.\BEIZ%?& L. EEARIIC T—avd 5

« REGTVEAXF—MEonTUWEULDNERRIC

|A|V| n..,\TI: b7|'\ FfCFT VY e




EC2 [Z(Z 1AM O—JL ZEFI

EC2 DX D78 AWS H—EXI(CH LT AWS EIFIERZ {59 D1z Dit#E A,
IAM 1 —5 —DFREBIRD KX D/REDZ OS/ 7T VT—2 a3 AIICHFEE2mENRL. RIS
ROTWA NI XD ZEiREIgE. IAM O—J)LICKBDEREALEHRIG AWS i E#H(CO—>—>3>,

IAM 1—Y5—FH

— E?E\Efl:'l'%ﬁlﬁ% EC2 NICHF
JO03L4 jr ©3, ZIFEHROR }

EC2 L7 Ot AF—DEENESS
Sasl|B¥R(F STS(Security Token Service) THRK
BEINY(CEREEIBEROO—7T—>3 > M7 D

~N i

- O— T—/EI FD

<O |

EC2 tO77 T U4 —> 3> [CR{EERE~R @,
BEX3CECELTLD IAM O—J)LFA

AWS SDK KU AWS CLI B 7R— b

IAM 11— -U_ O)u b\DE|ﬁ$E%91\ﬁB(L
RMAWVWULCUEDODURDZERSED

— (1AM O—)LIC K BHERE
JOU3 A EC2 EICEAMICRE =N
BEDTRRL TR,
O—>—>3>%((3B&T

1AM Rola -ﬁ) Cgf\c) } Metadata ]
&3

© 2021, Amazon Web Services, Inc. or its Affiliates. aWS


http://docs.aws.amazon.com/ja_jp/IAM/latest/UserGuide/roles-resourcebasedpolicies-compare.html

IAM 7R 1) ¥ —IIR/IMERR Z {15

AWS 77HO> bOtF1 VT ZmEaEB(C. IAM kY S —%ZERIN (CHEED
L. EZHY>D %X

[ 7O T7 R)\NAMH—] ZFHU., RUS—(ICHWT. BRI 3 2ICDH. HERR
&/ |\SEOIEREMNMIS TN TL\D C & =ER

«  [RUZ—] @ [RUZ—DERIRR] ZH2 0. RSN TS I1I—HJ)L—
J\ _)I/%EEEL:\

«  [7OTCXRER] T, &/IMERNZHER

7 RER RY > —DERRR RYY—DON—-Yay FIORRT RINLH—

RUS—BE | () JSON | FORZRER =~ RUYV—OREERRE  RUY—DN—Y3Y | PUERP R

! "Version": "201: ' RUS—EE | {}JSON
" ment" :
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Access Advisor &
Service Last Accessed Data
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« RERADOY—EXRICEIT STV ERHFAZHIRLEY, ﬁwmﬁ%na VEF DAY —FJIL—TICHERL
° 7 jj r7 :/ I\ O)t# 1 |) 7__ A %E&% W AWS v Services v  Edit Private Tomomi Takada v Global v Support *

Dashboard IAM > Users > Admin
‘ + Summary

User ARN: arn:aws:iam::912412960343:user/Admin
e Has Password: Yes
Groups Groups (for this user): 0
Users Path:

Creation Time: 2016-08-23 19:46 UTC+0900
Roles

Policies
dentity Providers Groups Permissions Security Credentia Access Advisor
Account Settings Access advisor shows the service permissions gran ervices were last accessed. You can use this information to revise your policies

Learn more
Credential Report

Note: recent activity usually appears within 4 hours. Access Advisor tracking began on Oct 1, 2015 Learn more

Encryption Keys

Filter: No filter » Showing 76 results
Service Name % Policies Granting Permissions Last Accessed ~
Amazon CloudWatch AdministratorAccess 17 days ago

© 2021, Amazon Web Services, Inc. or its Affiliates.
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https://docs.aws.amazon.com/ja_jp/IAM/latest/UserGuide/access_policies_access-advisor.html

Service Last Accessed Data @ Fl| FH {51
A—H—X, JIL—7T, O—)LICEZON=ERTHRINLTWEWEDZEZHER

AWS Directory Service AdministratorAccess 19 days ago
Elastic Load Balancing AdministratorAccess 19 days ago
AWS Key Management Service AdministratorAccess 19 days ago
AWS Billing AdministratorAccess 24 days ago
AWS loT AdministratorAccess Not accessed in the tracking period
Amazon API| Gateway AdministratorAccess Not accessed in the tracking period
AWS Certificate Manager AdministratorAccess Not accessed in the tracking period
AWS Database Migration Service AdministratorAccess Not accessed in the tracking period
Amazon Storage Gateway AdministratorAccess Not accessed in the tracking period

« TAMMRUS—DFIBKREFIBUTWBI T+ 7 DAl

Access by Entities
Policy Document Attached Entities Policy Versions Access Advisor
Access advisor shows the service permissions granted to this user and when those services were last accessed. You can use this information to revise your polick Service Name AWS |demity and Access Managemem
Learn more
Note: recent activity usually appears within 4 hours. Access Advisor tracking began on Oct 1, 2015 Learn more Policy AdministratorAccess
Filter: No filter v Showing 76 results Name - .Iype - Last accessed «
e N
Service Name % Access by Entities ! g
lambda_basic_execution Role 2016-09-18 10:00-11:00 UTC+0900
AWS Identity and Access Management lambda_basic_execution and 1 more
P —— Admin User 2016-08-31 19:00-20:00 UTC+0900
it e i Platform User Not accessed in the tracking period
Amazon S3 lambda_basic_execution and 1 more Today
CFnGenerator Role Not accessed in the tracking period
o ~ W= = —
RS — T HT 7ot
IAM/RU S —ZFE L TLD DN TERIZ(CT

AUTZDOHRWDONES (CB!I BT EE
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I~

—/

U7
) f

iS5
iS5
AWS H—EX

—

i
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PN wato—momy BT U E- (2 A S== €& | Eorattigmr - (T % 0 | @8 | FOETALT O | BA BR B o - %’J\f
HwTh—F F. TAvh r BE P £UE r. 254 ) 1" BE
G6 - S |l na
A B C D E F G H
1 |user arn user_creation_time password_ password_last_used password_last_changed password_next_rotation mfa_active access
2 |<root_account> arn:aws:iam::123456789012:root 2014-10-02T11:12:58+00:00 not_supp(2015-05-14T02:17:24+00:00 not_supported not_supported TRUE
3 |adfstest arn:aws:iam::123456789012:user/adfstest 2015-05-07T09:12:18+00:00 FALSE N/A N/A N/A FALSE
4 |admin-test arn:aws:iam::123456789012:user/admin-test 2015-04-14T706:34:15+00:00 FALSE 2015-04-14T06:37:11+00:00 N/A N/A TRUE
5 |cloudberry arn:aws:iam::123456789012:user/cloudberry 2014-11-25T02:42:20+00:00 FALSE N/A N/A N/A FALSE
6 |isengard arn:aws:iam::123456789012:user/isengard 2015-03-12T04:41:26+00:00 FALSE N/A N/A |N/A | FaLsE
7 kkk arn:aws:iam::123456789012:user/kkk 2014-11-207T05:24:30+00:00 FALSE N/A N/A N/A FALSE
8 restiam arn:aws:iam::123456789012:user/restiam 2015-03-27T13:57:45+00:00 TRUE  2015-03-27T14:26:53+00:00 2015-03-27T13:58:30+00:00 N/A FALSE
9 takizawa arn:aws:iam::123456789012:user/takizawa 2015-04-23T06:47:03+00:00 TRUE  2015-04-23T07:04:46+00:00 2015-04-23T06:48:52+00:00 N/A TRUE
0 |yol arn:aws:iam::123456789012:user/yol 2014-10-06T05:13:42+00:00 TRUE  2015-05-08T06:24:40+00:00 2014-11-14T02:37:24+00:00 N/A TRUE
11 |yolprivate arn:aws:iam::123456789012:user/yolprivate 2015-01-06T13:17:42+00:00 FALSE N/A N/A N/A FALSE
12 |yolt arn:aws:iam::123456789012:user/testing/yolt 2015-05-07T00:51:17+00:00 TRUE  2015-05-07T00:59:42+00:00 2015-05-07T00:52:21+00:00 N/A TRUE
3 yoicht arn:aws:iam::123456789012:user/yoicht 2014-10-10T11:10:53+00:00 TRUE  2014-11-13T05:28:03+00:00 2014-11-13T05:27:19+00:00 N/A FALSE
na
status_reports_2015-05-14T06-25 ) 4
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git-secrets Z{E>ZOLFT >3 v I EH
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$ git secrets --register-aws

$ git add git-secret.py

$ git commit -m "This is a test commit for git-secret"
git-secret.py:1:AWSAccessKeyld = "AKIAIOSFODNN1EXAMPLE"
git-secret.py:2:AWSSecretKey = "wJalrXUtnFEMI/KTMDENG/bPxRfiCYEXAMPLEKEY"

[ERROR] Matched one or more prohibited patterns

» BIfFLARS NUDRFv >
$ git secrets --scan
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Amazon S3 Block Public Access
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Amazon S3 Block Public Access (ft=)
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Access Analyzer for Amazon S3

TOEAR)—Z@EFL,. TORBENERILE=HDT

HbdETTERT HT-HDHEE

IAM Access AnalyzerZ RX—X [ZEEINTE Y. I

9 5 & Access Analyzer for S3ABEEIMIZa > Y —ILIC

%E?TT é ?h. é Access Analyzer for S3

/\°7° ') ‘y777txﬁlﬁ‘é7ﬁilﬁ"7“/ M. BT ho Uk

Asia Pacific (Si -southeast-1) ¥
Access analyzer for S.7> sia Pacific (Singapore) (ap-southeast-1)
‘— v
— ‘ \ — The buckets listed below are configured to allow access by anyone using the intemet or authenticated AWS users, including AWS users outside of your organization. AWS recommends that you restrict access immediately. Review each bucket to
~ / \ verify the access. View detailed findings on the IAM console [. When a bucket policy or ACL is added or modified, Access analyzer generates and updates findings based on the change within 30 minutes. Findings related to account-level Block
/ \ public access settings may not be generated or updated for up to 6 hours after you change the settings. Learn more [4
—
N 3 buckets are configured to allow access to anyone on the internet or any other AWS users. Review this risky configuration immediately
Explore other Regions to identify other buckets in your account that may also be at risk.

>
\ A I V ~ ™~ \ S A Buckets with public access (3)
J d~ / h\ (o) d~ e T Do e T e e

‘ M Download report

Status: All v 1 ®
—
~ 2o M2 ~
| \ ? ' Bucket name v Discovered by Access Analyzer v Shared through v status v Access level v
n b bdemobucket a few seconds ago Access control list Active List, Read

S g
) E ~ — g ) areinventdemobucket afew seconds ago Access control list Active Write
n \ ademobucket a few seconds ago Access control list, Bucket policy Active Write, Read, List
Buckets with access from other AWS accounts - including third party AWS accounts (1)

~ A\ 3 ‘ kN These buckets are conditionally shared with other AWS accounts. To ensure that you only grant access to the intended accounts, AWS recommends that you review access to these buckets.
I \‘
—
Status: All v 1 (o]
7]N - E

Bucket name v Discovered by Access Analyzer v Shared through v Status v Accesslevel v

FH

demobucket2019 a few seconds ago Access control list Active Write, List, Read

© 2021, Amazon Web Services, Inc. or its Affiliates. aWS
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1—H—HKY S— & Y—RKY S—DHE

IAM 1—HY—RUS—

Z DETFED L —HY—[F summitbucket ~®D

AT FOPUT BELU GET AHFRIENFET

{

}

"Version":"2012-10-17",
"Statement":[

"Sid":"Allow-write-and-read",
“Effect": "Allow",
"Action™:[
"s3:PutObject”,
"s3:GetODbject",
1,
"Resource":"arn:aws:s3:::summitbucket/*"
}
]
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AWS ZH9 2 1111111111 DO T N )LiE
BEED A Y EZEE Dsummitbucket DA T 49 FOH
FHIAA TR SNFET

Amazon S3 J\&wv fRU S —

{

{

"Version": "2012-10-17",
IIIdII: "123",
"Statement”: |

"Sid": "Allowing Read Permission”,

"Effect": "Allow",

"Principal": {"AWS":"1111111111"},

"Action": ["s3:GetObject"],

"Resource": ["arn:aws:s3:::summittbucket/*”],
"Condition": {"StringEquals":

{"s3:ExistingObjectTag/Project": "X"}}

}

]

}
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VPC Endpoint
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http://docs.aws.amazon.com/ja_jp/AmazonVPC/latest/UserGuide/vpc-endpoints.html
http://aws.typepad.com/aws_japan/2015/05/vpcendpointfors3.html
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S3 Access Points
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Bucket hostname: mycomdata.s3.us-west-1.amazonaws.com

: : Ix |
ap1 Access Point policy |* @

AP hostname: ap1-123456789012.s3-accesspoint.us-west-1.amazonaws.com
ARN: arniaws:s3:us-west-1:12345678901 2:accesspoint/ap1

5 65 =
ap2 Access Point policy E@ E

AP hostname: ap2-123456789012.s3-accesspoint.us-west-1.amazonaws.com Bucket (mycomdata)
ARN: arn:aws:s3:us-west-1:123456789012:accesspoint/ap2
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JARAT7HI2 7O ERADEES
(/N7 FRY —EIAMA—HF R & —)

‘ 7HI> RBDPrincipallc, 7H > FAD

wersion®: 2012.10.17, /WY MADF IR EHFAT BRUS—
Tjj Ij> I\ - A "\S/tea'fe?ne.nt%:O[‘I2 R
{

"Effect": "Allow",

v "Principal": { "AWS": "arn:aws:iam::AccountB:user/AccountBUserName"},
v "Action": ["s3:GetObject", "s3:PutObject", "s3:PutObjectAcl”],
X "Resource": [ "arn:aws:s3:::AccountABucketName/*" ]

IN sy kAR S — }

Vs . 7 h™ > RBOIAMA—Y—(C, 7ZH > FAD
{ INTY MO RAZSFR] T BDRUS —

A

v "Wersion": "2012-10-17",
v "Statement": [
X {
= "Effect": "Allow",
aA—4— "Principal”: { "AWS": "arn:aws:iam::AccountB:user/AccountBUserName" },

PHAO> bk -A®DS3\Ty iR 1)<, — "Action": [ "s3:GetObject", "s3:PutObject", "s3:PutObjectAcl" ],
"Resource": [ "arn:aws:s3:::AccountABucketName/*" ]
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DBARXTFTHO2 7O ADEEH (AssumeRole)

RO -ADS3)\ Ty
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PHho> kB DIAMA—Y—hKrcoO—-/)LicHUT
{ AssumeRoleddC & ZHIIT B RIS —

"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": { "AWS": "arn:aws:iam::AccountB:user/AccountBUserName" },
"Action": "sts:AssumeRole”

7Hho> FBOIAMI1—Y—([C AccountARole
[CX T BAssumeRoleZHT I BRUS—
{

"Version": "2012-10-17",
"Statement": {

"Effect": "Allow",
1—H— "Action": "sts:AssumeRole’,
A — "Resource":"arn:aws:iam::AccountA:role/AccountARole"
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