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Module 7: Dependency Vulnerability

‘When building modern applications, it is common to use different libraries, modules and, in general, different dependencies. Even if we are
including a simple dependency, we could end up with tens or even hundreds of sub-dependencies. Just take a look at this page:

= http://npm.anvaka.com/#!/view/2d/request

Asimple module used by several applications like request could end up with 80 links! If you never thought about the impact a single vulnerable
dependency can have, take a look at this story.

In this module, we will cover finding and removing publicly disclosed vulnerable dependencies. The diff tools that can he|
dependency vulnerabilties. Dapending on the programming language, below are some example tools to look into:

« npm-audit
« OWASP Dependency Check
« Snyk

« Puresec

« Twistlock

« Protego

During this workshop we will use the first one to review our code.

Dependency vulnerability with npm audit

The tooling for dependency vulnerability checking may vary for different progi ing With NodeJs, checking is now a

£% : Serverless Security Workshop -> Dependency Vulnerability Check https://github.com/aws-samples/aws-

serverless-security-workshop/tree/master/docs/07-dependency-vulnerability
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OWASP Serverless Top 10

OWASP ME&HT S H—/\—L A Web7 TU4s—> 3 > DORERE Top 10

A1:2017 Injection (sQL/NoSQL 1> Sx4 L3>k HKE)

A2:2017 Broken Authentication —n—Lzizgsra<ss0avk—ry Meshtzay
Eai—T4 VS EFLORIEONER S WE)
A3:2017 Sensitive Data Exposure Gittgs. 7 22 5—0RHRIc L3 T—42E85)

A4:2017 XML External Entities (XXE) (xML DTDO#t##%BERLTH—N—LDY Y—2R
75 RE BFE)

A5:2017 Broken Access Control (74 ex#ifionrzf>T. 74 R $#%E/ (/82T 3)
A6:2017 Security Misconfiguration

A7:2017 Cross-Site Scripting (XSS)

A8:2017 Insecure Deserialization (zectHuns U754 Xaht=4TS 5 FOETLE)
A9:2017 Using Components with Known Vulnerabilities

A10:2017 Insufficient Logging and Monitoring

H# : https://owasp.org/www-project-serverless-top-10/
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AWS Managed Rules for AWS WAF (AMR) & &

« AWS Threat Research Team (TRT)AERE UV A VT F U R EE
« OWASP Top 10 # A A U I(Zxtit & EE

- WAF Capacity Unit (WCU/&)IZEET 2D ZNLUNDEMERIIFE

Core Ruleset Based on OWASP Top 10

Admin Protection Blocks common administrative access
SQL DB Predefined SQL injection detection
Linux Linux based path traversal attempts
Known Bad Inputs Well known bad request indicators
PHP PHP specific exploits

WordPress WordPress specific exploits

Posix Posix based path traversal attempts
Windows Windows based path traversal attempts

AWS IP Reputation List Blocks IP that is known to have bot activities

Anonymous IP list VPN, proxies, Tor nodes, and hosting providers.

aws

© 2021, Amazon Web Services, Inc. or its Affiliates. All rights reserved.



API Gateway MD:EFEEETR]

Web7J' 5 v #,

ENAILT T,

[oTT /8 R

FATUOTATARANT &
BFoTHYar1—vy—EEN
I}t

SHERIP & MIEHE T AT RE

[5_51%

ID + /XX T — K + MFA
kM=oY

B

IWT =5 >

EBN—Dav4

21— 155
74 R 18

AWS |IAM

Amazon Cognito
A—H¥—T—)L

Amazon API Gateway

AWS Lambda
Lambda #—VY 54 ¥—

jjxg-L\an.\nIED :)‘77 é
SR AIRE

AWS H—E X & DHRE

© 2021, Amazon Web Services, Inc. or its Affiliates. All rights reserved.

aws

-



)

EH BT
sael * A AXDFHE LI —R T —R
A Cognito 1 —¥H— AWS IAM FZEE. Lambda #A—V 354 | IWT A=V S A4 H¥—
T— EHN—T 34 H— (WRZ LF—
VoA YY)
A—RAH5—2R « U547 KAPI | AWS JY—R % REEAK. FA4 T2 | AEREREIH—E XA
R—=Z2D7 7 IAMA—H—T7T % T4 T4 EAWSLSY | BITLEIWT AF—2
. Z?‘k??”) 75\'5 +X¥ 5 DH—ERTERIEL UL IDEHRE S
D 1—H—585 77“')75\1915&55&/\1 =WMEE HLTEAT 5
e 11— -U__MIE%HE ZE n].—t'r *&f?bt ‘/ Jbl\ X-Cnu..\
z AED R D IHE
O O A (NEBIZERDE | X (BITTHAELL
BIFRELIEETLE | D HERDOAAER)
Ly)
) BEDN)Y—ZHS | IAM R >—THaEE | O O UL—ILR—=X)
W&, IDT—)LEH#E
TRA[T 5
aX bk Cognito OF|AFE | B/E Lambda O F|RAFE | &(E
API +H— REST REST, HTTP REST, HTTP HTTP

© 2021, Amazon Web Services, Inc. or its Affiliates. All rights reserved.

aws




Amazon APl Gateway ') 7 T X &SI (]

c VOIRMDABZEZRIL T, FHEZRI-SLTWNEGEIZNVYIIT U RIZ) D
IRMEEIGUVERENTRE (F7OY I T BHNMNNRRIL—F B EIRATEEZH,
X YF4MIZETayvomEELLY)

c BB VIR MEFEELTLKBEHOLBKEEXTOVIT S

- BEED A

c URI, V9T)—R YT VIIZRAMYFT—IZDVWTHEELEZIDAEENTEYERT
& LY

e JOIRMRALAO—FMN, AYY FTHEESNTLSISONRF—IHOYHI IR FETILIC
HoTULD

© 2021, Amazon Web Services, Inc. or its Affiliates. All rights reserved. aWS



API| Gateway [Z&[+4 CORS H7R— k (1]

« Cross-Origin Resource Sharing (CORS) [dWeb 75 »vHT
RITSINDIRP VT DI ARFTY DU HTTP YO TR MEHIR
95 Web IT505FDEFXa ) T 1 HEE

- APl Gateway ® RESTAPI A4 ORAYSUDHTTP YV IR b %
ZTMBADDHENBHDIEEIZ. CORSHHR— FE2EMZTHILELNDHD

« BT BHE. APl Gateway DRI HTTP L XK XA~ & [Z Access-Control-Allow-Origin :
<A ENTf-URL>HEIMEh B

© 2021, Amazon Web Services, Inc. or its Affiliates. All rights reserved. aWS



API Gateway (2153 (1]
HS54F7 FEEBREYR—
API Gateway &) UV T X FZ{EBFD TLSEERRZEIC K 85 E .

HDH—EXIZ) TR FZFiEDHEIZ, API Gateway » 5 TLSEEEHZE %

EIETHMEEEYR— LTS P —
HRK

TLSSFRRZE TLSSEBRZ /

. (P—EX® (API spar
WebH—EX TINA R) Gateway) AL A . .
N J o | > INYD TR
s N WebH—/\—
. TLS TLS
IoT 7/N 1 R
L ) Amazon API Gateway

aws

© 2021, Amazon Web Services, Inc. or its Affiliates. All rights reserved. . =)



API Gateway 754 RX— + API

- API Gateway [T/ >4 —T 1 —X
VPC TV FRA 2 FEERL T
Amazon VPC ™o DHT7 U R
HESHELOIZT S

« VPC 5 API Gateway D@E(&
Amazon *y kDO —0 %F@EY .
A7 =3y FZIFHG L

aws
AWS Cloud /

- B
@

VPC TV RiRA > b

HhRE<— VPC

v

)

Amazon API Gateway

API Gateway #—E X VPC

https://docs.aws.amazon.com/ja_jp/apigateway/latest/developerguide/apigateway-private-apis.html

© 2021, Amazon Web Services, Inc. or its Affiliates. All rights reserved.

aws

-




Lambda L 1 ¥ —

e Lambda LA ¥V —IXBGZICa— FOEXEFEFA[REIZT S84EE, L1 YV—
CLT7Z7y7JO—FKFLTWAO—KFIZEeTORE#EHIN SSERFE

IERAFIEM. BARFIZIECSRAOD Y ORAFIZAEIZERY ESH S
c TAVARATLIZKDTELEEHEEZTEIL b O TiRH

Without Lambda layers

Function 1 Function 2

Business logic Business logic

aws

© 2021, Amazon Web Services, Inc. or its Affiliates. All rights reserved. . =



Lambda BISIRZ F TS5 45 F 4 R

+ X4 OVMOBFRAERBEILT 5700 A
J—)ILEREZ—FIZEAD /‘“géﬁ
 BEL Sy — T4 RERIMET B mport sys /
« VPC H7— F D= MENIIE e e
O—I)LFRA—FRIZTERYFENDS import pymysg|

c AWSOSAT7 U ROT—EAR—RI 54T %

Lambda/ny RS MR I—FHTA v R A U R{LF B | Mds_host="rds-instance"
db_name = rds_config.db_name

s FETHNIL. /tmph 5 DEFRAIAH. try:
% :3 ﬁﬂ %Jﬂj H. é eXcept:conn = pymysql.connect(
e h X /5( Aa _~//5( ’f Lz & %)*E%ﬁ'lft%ﬁ(f%) logger.error("ERROR:

def handler(event, context):

T:&)(:AWS'U'#{)_ ~D = 9/51 ’f L\%{EFHd—é i{th conn.cursor() as cur:

N mEozAEIR
TEh3

aws

© 2021, Amazon Web Services, Inc. or its Affiliates. All rights reserved. . =)



— Ly hEY—XO— F[Zi#

&HIAFE 7L LY

¢ T—AR—APY—ERITEHRT HHDID+ /IXRT—FFENL—I Ly b

« =Ly MEIY—RO—FIZEBOHRAFLLY,
AWS Secrets Manager > AWS Systems Manager /A5 A —2 X b7 ZF AT 5

ZY AN

Lambda IRIEZ T

=1 L THMT

« Amazon RDS , RDS Proxy %> Aurora TIX IAM B2EETo—2 Ly FEL T

e i R R -1

Lambda IRIFZE#

AWS Secrets Manager

AWS SystemsManager
INGA—BR AT

EAPIDHTRED

o—5 Ly FOBEEL O O O
KMS [Z & 38551 O O O
=Ly kD O

O—F—< 3 U Hhs

BEEIA—FKMALDOEUHL ©) O O
aX bk Lambda IZ&FEND | RETHL—I Ly FOH i

© 2021, Amazon Web Services, Inc. or its Affiliates. All rights reserved.

aws




A—JLIEDBA VX B VXX

IAM DB E2:iF %{# >1= Amazon RDS, Amazon Aurora ~ME#E
DBaA—H—¢&

& DB
- TvEVY a—H—
IvEVTIRTLS = AWS IAM
DBz A
1S A WL h—o V% pr—
@a'oé WL h—b Y I:I_)l/ {io’CSSLéﬁ _

Amazon Aurora

Lambda
#* BEER—H % ST
B28 ﬁorssu;.%ﬁ L_AL"_I\./I_"DB Ritr R
|ﬁ§| = o
Amazon RDS

AWS
Lambda @
Lambda E#Ico—L % =
e A2 oo
aA—H—
Amazon Aurora :

https://docs.aws.amazon.com/ja jp/AmazonRDS/latest/AuroraUserGuide/UsingWithRDS.IAMDBAuth.html

Amazon RDS : https://aws.amazon.com/jp/premiumsupport/knowledge-center/users-connect-rds-iam/
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/UsingWithRDS.IAMDBAuth.html

© 2021, Amazon Web Services, Inc. or its Affiliates. All rights reserved. aWS.’



https://docs.aws.amazon.com/ja_jp/AmazonRDS/latest/AuroraUserGuide/UsingWithRDS.IAMDBAuth.html
https://aws.amazon.com/jp/premiumsupport/knowledge-center/users-connect-rds-iam/
https://docs.aws.amazon.com/AmazonRDS/latest/UserGuide/UsingWithRDS.IAMDBAuth.html

AWS Secrets Manager [2&%5L—9 Ly FOEE

AWS 1)y —X
Lambdafg%k R
~ I:
B sns
5]

11

DB FR:EIE
D IEN

x AWS Lambda s
AWS ZRELIEHR o Lo 7 P
v (—BRIER HETHES
V oA fdtl:l__?_
oy

IAM B—)L. EBEfE$R & Secrets Manager O#AEHE T,
TIVr—a v EEL ERERE S URERO O —T — 3 UxHAEE FI AR AR

© 2021, Amazon Web Services, Inc. or its Affiliates. All rights reserved. . >



AWS DY —/IN\— L ABEEY—E X

aYvEa—+k

&

e
AWS Lambda AWS Fargate

T—3ALT

e S5

Amazon Simple Amazon Aurora Amazon DynamoDB
Storage Service

AT L—>3Y

(1) G (&)

Amazon AP| Gateway Amazon Simple Amazon Simple AWS Step Functions AWS AppSync

Queue Service Notification Service

© 2021, Amazon Web Services, Inc. or its Affiliates. All rights reserved.

aws

\-—-/_7



T—RLANV—DtFX 1) T HE
T—3EH REBIESIE F—RINY Ty T/

Loy — 3y
A% Amazon Macie

@39_ AWS KMS E Amazon S3
¢ N1 KBS A

. . A= = . MFAFU—F
T—43 7 O—EH 73472 oA MRS . HORY—VavLTY

F—av
AWS X-Ray ety icdiR=

[]</>D Amazon AP| Gateway Amazon DynamoDB
—s s © AUTRURNRYOTYT
= « HTTPS ###i: « KAV UBEALLYRE
k=9 FA4€E—3 > @ ] zw—A
e AWS Certificate Manager
. EHER = J
« AWST—4 vy T + ARBLEAALAVAD E@g Amazon RDS
© 2021, Amazon Web Services, Inc. or its Affiliates. All rights reserved. aWS

-



DynamoDB Mg &1k

e DynamoDB [ZREFEINDIETHDI—H—T—42 (L. AWSKMS #
FALTHESIEEND

« BEI(ZIE AWS FRECMK, AWSTY #— KCMK, B R A2 T —
<Y 3— FCMK % &R AT

« Z1lE DynamoDB DRERFDESIETH Y. DynamoDB H 5
RYHEShi=T—2 DBEFOBSIEIITLSZE > THlE
Bt dWELNHD

aws

© 2021, Amazon Web Services, Inc. or its Affiliates. All rights reserved.



TFATUOTAET IO EBRAEEBLANY—D

TXalT+4
11— -H- ’b*j- E\Zo)nrb\nIE& I:Ilb\_.l-

[]‘/’D Amazon API| Gateway

ATEFEDEREE. F27]
« IAM
« Lambda hRE LA —YVSAH—

« Amazon Cognito L—H—F— /LA —

T4 HF—
© WTA—=VSA4—
| _@l Amazon Cognito

« IR—TFaA—HY—FasLY LI,
SNEIdPED Tz T L— 3 /
° —EO)JWT k— 7 AN AWS i nl..n 'Iﬁ#&

© 2021, Amazon Web Services, Inc. or its Affiliates. All rights reserved.

Y—EXFED 7T 7+ X H{H

AWS ldentity and Access

Management

IAM 1) oL DFERR
R/IMERDRE
7 U AFF AR R D&

aws

-



H—N—LRARIEIZETS

XY brI—0 X1 T4

- Lambda, API Gateway G EDH—NLADY—ERD Ry FT—2
T AT—3 Yy (EREED) (X AWS HBEE

« Lambda 7V £ XIZ(X. &9 AWS DERELEHRMAVE (FIV/EAXF—3H LKL,
STS' J:é H#nunftlﬁ*&)

« API Gateway 782 FZIEUMIBIZEE SN SN T, Amazon Cognito 7 ED
REY—EXREDAEDLE. AWS WAF O & O HHEERIH., FELET7 KLANMLGD
O IRMEBLGEDY—ERZHAEHOES I ENHESIND

s LEETKRERELGT IV RAZEET 55E(21E. Amazon CloudFront4e
AWS Shield AdvancedIZ & 5 KIRIEDDOSHEFEINRMNHIE NS

« HEH—EXMEDBEIEIZSSL/TLSZFEAT 5

© 2021, Amazon Web Services, Inc. or its Affiliates. All rights reserved.

aws



2 RIT—9F7HREE : VPC T KikA4 > FDER

VPC TV RRA DV MEFIFHTAZET, A3 —3y FEEABALGL
TOEANAMEEIZEHEY ., H5ED VPC OAIZT O ERZHIRT 5 Z EMNTEE

« API Gateway
« {8 —TJ1—RAVPC IV RKRAY MEHRTT 54 R— MAPI #i2#tATHE

« Lambda
e £ B —TJ1—AVPCITUKRKRAY MERTT7 Y EXA[HE

« DynamoDB. S3
« VPC TV RiRA > MERATT7 7 £ RATHE

aws

© 2021, Amazon Web Services, Inc. or its Affiliates. All rights reserved.



Lambda & VPC (& L L\E#EsbE

aws
~

AWS Cloud S AWS Cloud

AWS Lambda Service VPC Customer owned VPC AWS Lambda Service VPC Customer owned VPC

ﬁ
5\\_1 PC to VPC Elastic network

NAT interfaces

®®®® AN

itk &Y Lambda IF VPCRY Y —XRIZENI ZE>TC7 YV RARELE >f=NI—ILFRAE2— DY
[ZEFT LWLENIAMERL SN, O— )L KR EZ— FOBEEIAMIMN-T=Y . ENIRADIP7Z KLAMEE SN B
BENH 1=,

HLWETITIE, 2y FT—5 - A2 —T1x—R(F Lambda EFEBIETHEINS -, LHEF
BIANDEEDS, IP7P RLADBEENELL LS

https://aws.amazon.com/jp/blogs/news/announcing-improved-vpc-networking-for-aws-lambda-
functions/

© 2021, Amazon Web Services, Inc. or its Affiliates. All rights reserved. . >


https://aws.amazon.com/jp/blogs/news/announcing-improved-vpc-networking-for-aws-lambda-functions/

VATLBEEBLANY—DEFX) T4

OxX>45¢ERL—X ARYOR AVTSATURFTVY

i@ AWS Config

&

Dﬂ Amazon API Gateway Dﬂ Amazon API Gateway
</> </>

. CloudWatch * k4o R
- T7OtROY CloudWatch A k)4 X

- EfTRY HME=2ULY
AWS Lambda
5‘\\_‘ AWS Lambda Amazon CloudWatch
CloudWatch Logs CloudWatch # k14 X Events
CloudWatch X S X
n¥m:E 9 I) J7
+  CloudWatch Logs M5
(\3 AWS X-Ray DALY R |_n|
. HY—K/S\—F14—Y—JL
) o d M AWS Budgets
Datadlog%

aws

\-—-/-7

© 2021, Amazon Web Services, Inc. or its Affiliates. All rights reserved.



AP| Gateway, Lambda @A X >4, BE&E

* API Gateway
« CloudWatch Logs IZEITRAJ &7V A0 FH hmlEE
« 7HEZRO45 X, CLF, JSON, XML ,CSV h 5= & :Z IR AT EE

* Lambda
 Lambda ES#DME U L I&. CloudWatch Logs [ZEE8k SN 5

e CloudWatch Logs~DIZEDH AKX TIEH . BDELRBHROAET Y
RO THALEZWMEE(ZIEX, Lambda B O F TR F#EETHT
ATy aXETHILENDHD

aws

© 2021, Amazon Web Services, Inc. or its Affiliates. All rights reserved.



DynamoDB @A 45, BE&

 CloudTrall
- DynamoDB DEBRDT—JIILIRIEMNEREZRIND

« DynamoDB D7 A TLLARNIILDEE (Epk. BH. HIFR)
* DynamoDB R k) =LA R FEH AT H EATEE
« ZHIZDUVTIX, DynamoDB R ) —LALIZHEEFNLZ LD T,
TIU—avflcndazHNd 5tAEa— FICHARAOCBELNH D

https://aws.amazon.com/jp/blogs/news/applying-best-practices-for-securing-sensitive-data-in-amazon-dynamodb/

aws

© 2021, Amazon Web Services, Inc. or its Affiliates. All rights reserved.



API Gateway, Lambda & AWS X-Ray & DEHE

@

AWS X-Ray #BL\5 & T, APIZIEUHE LOFNEBE L. A&

95 EHAEE

avg. 35ms

267 tmin
Clients

xray/test
AWS::ApiGateway::Stage

avg. 12ms
534 t/min

aws-serverless-repository-hell...
AWS::Lambda

avg. Bms

267 t/min

aws-serverless-repository-apig...
AWS::Lambda

avg. Tms
267 tmin

aws-serverless-repository-hell...
AWS::Lambda::Function

© 2021, Amazon Web Services, Inc. or its Affiliates. All rights reserved.

Traces > Details

Timeline

Raw data

Method  Response | Duration Age [}
GET 200 38.0ms 1.8 min (2018-08-21 00:01:20 UTC)
Name Res. Duration  Status  0oms
- xray/test AWS:ApiGataway: Stage

xrayftest 200 a00ms @

Lambda 200 17.0ms

- rless-repository AJVHBKIBJABCE AWS-Lambds-Funciien

aws-serverass-repository-apigatewayauthorizerpy’ - 1.0ms -] ]
- e " JVHBKIBJABCB Ais-Lambda

‘aws-serverless-repository-apigatewayauthorizerpy 200 50ms []

- epository VHBS AWS:Lambaa:Functon
‘aws-serverless-repository-hello-worid-helloworld-€ - BOms

- rless-repository-hello-world-helloworid VHBS AWS:Lambaa

pository 200 130ms
~ Lambda AWS:Lambds (Cient Fesgorse]

xrayftest 200 17.0ms

1-5b7b5650-07d44b00db7 1df209a2c044

Sams.

1oms 16ms. 20me. 25ms E 8ma oma

Y -

ok ws-serverlsss- repository-halis-warld-helloworld-5.

KB~ it w1 ATIAZONEWS, O

G ke s s e s posary Dl el elc-B,

aws

!




F7AA A MDEF2Y) T4

N—Tayvarviko—)L aO—FKORE

%} CodeCommit CodePipeline
L « EFaUT4
« JY—RAR—RRYI— Oy rO—JL
IAM K1) o— . H—RSR—Fq—
Y=
Protego
Snyk
Twistlock
PureSec

Lambda

« Lambda LA ¥—

© 2021, Amazon Web Services, Inc. or its Affiliates. All rights reserved.

T7A4 - RA+STO—

/ANy CodeDeploy

« Blue-greenT 704
e HhAFYFTNY—XR

X-Ray

aws

-



CI/CD #¥HR—F+t95 AWS H—EX

AWS CodeCommit AWS CodeBuild AWS CodeBuild + AWS CodeDeploy AWS X-Ray
' Y—FKNN—TF14—Y—)L '

aws

-

© 2021, Amazon Web Services, Inc. or its Affiliates. All rights reserved.



CodePipeline #ZFH®D T 1) /\1)

Beta
1. \j—Z:I— I‘\\I)?'_::/\\ I‘ U (::_ PE: E v I‘ CreateChangeSet (i ]
2. CodeBuild TTR MENYT—D VT EFELT :"’"’“'“““‘F‘”mﬂ”"”
3. CodePipeline& Y CloudFormation 749 3 U % Dot

1§ - —CAWS SAM 7__ :/ 70 l/_ I\ ': J: %) Z 9 Y 7 ;E ExecuteChangeSet (i ]
1IEE‘Z :FJ L/ < ‘i%%ﬁ? é AWS CloudFormation
1_703/3 . %Et WV I‘é*”ﬁﬁ?é ® Succeeded 5 days ago

4, RT—IULRIRIZERA DT, 7IVT—2 3y _
éq_x I\ L/\ 1 ‘s/ I\ D_)LE%J-E%[EJJ:T%) IntegrationTests (i ]

AWS Lambda

T av: FERERBZEFRATS © Succsedod 5 days ago

Details

CodeCommitRepo: Increa..

aws

-

© 2021, Amazon Web Services, Inc. or its Affiliates. All rights reserved.



FEDH

Y—IN—LRT7—FTI9Fv—%HHTS5_ET, EEEFETILDOH
ERREEE D ZE AWS BIEIZT S5 ENBELIDT, X2 T 4D
BETHOERIMZHIBRIRE

ﬂ—A—ux T—XTIOFv—I2BWTlE, ZIVr— a4 v—,
2#IZIAM, T—421R%E. OJ 88, 7704 AV MEEIZEBLT
t$lIJ74an+ gé ETT’);&?'J\E%

Well-Architected DEAREIESIE LA S, HEBMOEEAEL-

. RFEEDF v I ELENTIZ, Ia—FDOTH A U0OEEICEL TIE.
OWASP OHA KEFxzvo 95

© 2021, Amazon Web Services, Inc. or its Affiliates. All rights reserved. aWS



dWs$s

HYMNEITTWERLE



