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« AWS does not offer binding price quotes. AWS pricing is publicly available and is
subject to change in accordance with the AWS Customer Agreement available at
http://aws.amazon.com/agreement/. Any pricing information included in this
document is provided only as an estimate of usage charges for AWS services based on
certain information that you have provided. Monthly charges will be based on your
actual use of AWS services, and may vary from the estimates provided.
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Control sets (12)

Controls grouped by control set

Data source

» Requirement 1: Install and maintain a firewall configuration to protect cardholder data

» Requirement 2: Do not use vendor-supplied defaults for system passwords and other security parameters

v Requireme|

th

3.1.2 Bxami
amount ant
cardholder

printed on the front of the card or the signature panel c . Standard

¥ Requirement 3: Protect stored cardholder data

3.1 Keep cardholder data storage to a minimum by implementing data retention and disposal policies, procedures and processes that include at least the following for all
cardholder data (CHD) storage: « Limiting data storage amount and retention time to that which is required for legal, regulatory, and/or business requirements « Specific retention
requirements for cardholder data « Processes for secure deletion of data when no longer needed « A quarterly process for identifying and securely deleting stored cardholder data
that exceeds defined retention.

3.1.a Examine the data retention and disposal policies, procedures and processes to verify they include the following for all cardholder data (CHD) storage: « Limiting data storage
amount and retention time to that which is required for legal, regulatory, and/or business requirements. « Specific requirements for retention of cardholder data (for example,
cardholder data needs to be held for X period for Y business reasons). « Processes for secure deletion of cardholder data when no longer needed for legal, regulatory, or business
reasons. « A quarterly process for identifying and securely deleting stored cardholder data that exceeds defined retention requirements.

3.1.b Interview personnel to verify that: « All locations of stored cardholder data are included in the data retention and disposal processes. « Either a quarterly automatic or
manual process is in place to identify and securely delete stored cardholder data. « The quarterly automatic or manual process is performed for all locations of cardholder data.

3.1.c For a sample of system components that store cardholder data: « Examine files and system records to verify that the data stored does not exceed the requirements defined
in the data retention policy « Observe the deletion mechanism to verify data is deleted securely.

debugging, error)

Standard

Standard

Standard

Standard

Manual

Manual
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AWS Audit Manager Framework library FedRAMP Moderate Baseline by Allgress

FedRAMP Moderate Baseline by Allgress (Read only) Customize framework |

Framework details

Framework name Control sets
FedRAMP Moderate Baseline by Allgress 325

Compliance type Controls
FedRAMP 1211

Description Control sources

The Federal Risk and Authorization Management Program (FedRAMP) is a US government-wide program 3
that provides Cloud Service Providers (CSPs) a standardized approach to security assessment,

authorization, and continuous monitoring for their products and services and in doing so, provides

assurance to federal agencies regarding the compliance of the CSPs controls related to their cloud offering.

Lists the moderate impact level controls within the FedRAMP Moderate Security Controls Baseline
document for CSPs that will handle government data that is not publicly available by Allgress.

76 automated controls 376fE(ZEEH > bO—)L. Audit Managerh*BEN (CEEERZUNET D,
3 manlcontot ¥%2835@(EFE > bO—ILIRDT. 1—H—RITEEH% Amazon
e ee S3 #2HT Audit Manager(C7wJO— RITINENHD




EEORN EETDIEE

AWS Audit Manager {1&

AWS Audit Manager {8 EZ%

AWS Audit Manager 7—3F+7 0 F v /)\H—>

s IERE. FIER!

U7 Bl Hlif#Y

IN— b F—tREDIHREE

Eal))

CAAS)

V"



RIVFFPHD > MRIE D AWS Audit Manager
AWS Organizations IRIEMDIHS. Audit Manager ($EHMTIZEIRODT7H D>
THEITLU, JE/IEF > RZRET DI MMIHET DT ENVAIEE

283 . https://docs.aws.amazon.com/ja_jp/audit-
@ manager/latest/userguide/setting-up.html#enabling-orgs

400 AWS Organizations

Audit Manager® ST HI>
= = - SHIDEITIE. CDOF LT b ETITHN,
___ EETNOCN A FhHYS RO DT AT
““‘ (CHEEaEN3
A )\—=T7HI> ~

AEE/ TES >R

A)\=THI> bk
AZ)\=TFHIT> bk

CAAS)

\_/‘7



NEBEEEADET I 3BV —FFIF v I\F—>1
11— —ffld AWS Organizations DA > )\—=77H1T> bzIAWH U,
BBV DO MEUTHRET D

N2

a00  AwS Organizations

Audit Manager® BIE7HO> b
AL—2 l

—— ZETHD 8

AR/ TEF>X

CAAS)

\/‘7



NEBEBADETI RSO —FTIFv I\F—2> 2

J1—HY—AITEBADS A RICKD Audit Manager TEHliZZEITU.
{ER SNIELEER/Evidence &, Lk— A AIENTLVS S3/\0 v
DTV O AERZ BEEANICSZD

——————————————————————————————————————————————————————————————————————————————————————————————————————————————————————————

A—T—@I7ZHI> . EEAMTHIN |
S LA— R | '

ﬁ iR -
~ | SFfE Lh— b&E
— 2 m— ﬂ SO R -CHeR

AWS Audit Manager HH)\ v ~




EEORN EETDIEE

AWS Audit Manager {1&

AWS Audit Manager {8 EZ%

AWS Audit Manager 7—3F+7 0 F v /)\H—>

s IERE. FIER!

U7 Bl Hlif#Y

IN— b F—tREDIHREE

Eal))

CAAS)

V"



Audit Manager O#JHAIEZY PV D 1

AWS Audit Manager Set up AWS Audit Manager

Set up AWS Audit Manager

Set up AWS Audit Manager

To get started, select your data encryption preferences. For multiple account support, enable AWS Organizations.

For an optimal AWS Audit Manager experience, enable AWS Security Hub [Z and AWS Config [/ to assess security checks and generate evidence.

Permissions

AWS Audit Manager uses a service-linked role to connect to data sources on your behalf, and no action is required by default. To learn more about the type of permissions

available in AWS Audit Manager, view How AWS Audit Manager works with IAM [4.

Data encryption

Yaur data ic ancruntad hv dafault with a kav that AWS awne and manaaac far vau Ta chonsa a diffarant kev_customize vaur ancruntion sattinas

Customize encryption settings (advanced)
To use the default key, disable this option

Choose an AWS KMS key
This key will be used for encryption instead of the default key.

Q ate an AWS KMS key [4

AWS Organizations - optional

For AWS Audit Manager to support multiple accounts in your organization, choose a delegated administrator for your AWS Organization. Learn more [

Delegated administrator account ID

Audit Managerd>—4 (&

I AL hTHES{EENSHN
KMSODOCMKTHEES{EL UTIZWLNEE(C
(F. FTvOZLT. CMKZIEE
93
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Data encryption

Your data is encrypted by default with a key that AWS owns and manages for you. To choose a different key, customize your encryption settings.

Customize encryption settings (advanced)
To use the default key, disable this option

Choose an AWS KMS key
This key will be used for encryption instead of the default key.

Q Create an AWS KMS key

AWS Organizations - optional

For AWS Audit Manager to support multiple accounts in your organization, choose a delegated administrator for your AWS Organization. Learn more [4

Delegated administrator account ID

AWS Organizations IRIEDH

BICE. HETDIEEEDT S

D> K ID ZIEEI D

Allow AWS Audit Manager to access AWS Config and generate evidence from AWS Config rules. Enabling AWS Config incurs charges. AW S CO n fl g _b Secu rlty H u b

& BEEnTLRLE,
AWS Config ¥ Security Hub

Security Hub - optional b\ 5 0)::IEE’)]‘”Y$D\H:'I§ET<J: k/ \@_C \

BMET DT ENHER
Allow AWS Audit Manager to access Security Hub and generate evidence from security findings. Enabling Security Hub incurs charges. X 5 [ 0

Enable on Security Hub [4

AWS Config - optional

Complete setup
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et Specify assessment details

Specify assessment details
Step 2 Assessment details

Assessment name
PCIDSS Test Assess
Maximum of 300 characters.

Assessment description - optional
Describe the assessment in your own words.

Maximum 1000 characters.

Assessment reports destination info

Amazon S3 bucket
Select the Amazon S3 bucket in which your assessment reports will be stored

sate

Create new bucket [4

Frameworks (1/14) info

Select a standard or custom framework to with your audit preparation for this assessment.

Q pec X | 1match

Standard
PCIDSS V3.2.1

The Payment Card Industry Data
Security Standard (PCI DSS) v3.2.1 is
an information security standard for
entities that store, process, and/or
transmit cardholder data.

9D IL—LD—D&EDI

S, 72 AA > bR,
A, LR—bZH9 3 S3
Ty SOIEEZITD
IJL—LD—D%&F—J—R
THRREL. BEID

Z T (& PCI DSS V3.2.1

ZIRELTLD
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Assessment reports destination info

Amazon S3 bucket
Select the Amazon S3 bucket in which your assessment reports will be stored.

satst

Create new bucket [

Frameworks (1/14) info

Select a standard or custom framework to assist with your audit preparation for this assessment.

Q pc X | 1match

Standard
PCI DSS V3.2.1

The Payment Card Industry Data
Security Standard (PCI DSS) v3.2.1is
an information security standard for
entities that store, process, and/or
transmit cardholder data.

152 automated controls
513 manual controls

S/ 7 AA S NMCERDI T
o 5 TE I HE

Specify up to a total of 50 key-value pairs as tagging for this col N eXt %}ﬁ L/ T ; O)Xj—_ \\J j (: ﬁ{}

No tags to display

Add new tag

You can add up to 50 tags.
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i/ 7T AAS bOWRETRD AWS LI NID ZIBEIT D

AWS Audit Manager

Specify AWS accounts in scope i

tep
Specify assessmen t details

Step 2 AWS accounts (1/1)
Specify AWS accounts in
scope Q

CAAS)

V"



) ]
>

Audit Manager M@t I S IL—LD—DJ%Z&{EDIC
sHilli/ 7 2 AA > FOERFIIE 4

AWS Audit Manager Assessments Create assessment

S Specify AWS services in scope

Specify assessment details

Choose the AWS services to include in the scope of the assessment. AWS Audit Manager will help you audit the usage of

Step2 resources from the selected services.

Specify AWS accounts in scope
AWS services (0/155)

Step 3

Specify AWS services in scope Q

Step 4 AWS service Category Description

Amazon Elastic Compute Cloud (Amazon
EC2) is a web service that provides
resizable computing capacity—literally,
servers in Amazon's data centers—that
you use to build and host your software
systems.

w
| MR ET D, AWS B—E
Amazon Simple Storage Service Storage Amazon Simple E:F1 AN

Amazon Elastic Compute Cloud Compute

S3) is storage fo

RZERT D

NoSQL databasq
and predictable i
seamless scalability.

Amazon DynamoDB Database

Amazon Relational Database Service
Amazon Relational Database Database (Amazon RDS) is a web service that makes
Service it easier to set up, operate, and scale a

relational database in the cloud.

With AWS Lambda, you can run code
without provisioning or managing server:

AWS Lambda Compute You pay only for the compute time that
you consume—there’s no charge when
your code isn't running.

Amazon Virtual Private Cloud (Amazon
Networking and VPC) enables you to launch Amazon Web
content delivery Services (AWS) resources into a virtual
network that you've defined.

Amazon Virtual Private Cloud

Amazon Lightsail helps developers get
Amazon Lightsail Compute started using AWS to build websites or
web applications.

\/‘7
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AWS Audit Manager Assessments Create assessment

step 1 Specify AWS services in scope

Specify assessment details
Choose the AWS services to include in the scope of the assessment. AWS Audit Manager will help you audit the usage of
s resources from the selected services.
tep 2
Specify AWS accounts in scope

AWS services (8/155)

Step 3
Specify AWS services in scope Q

Step 4 e AWS service Category Description

Amazon Elastic Compute Cloud (Amazon
EC2) is a web service that provides
resizable computing capacity—literally,
servers in Amazon's data centers—that
you use to build and host your software
systems.

Amazon Elastic Compute Cloud Compute

Amazon Simple Storage Service (Amaz

Ar Simple St S St
mazon s SR s s e S3) is storage for the internef

‘Amazon DynamoDB is a fully managed
NoSQL database service that provides fast
and predictable performance with
seamless scalability.

Amazon DynamoDB Database

Amazon Relational Database Service
Amazon Relational Database (Amazon RDS) is a web service that makes
N Database N )
Service it easier to set up, operate, and scale a

relational database in the cloud.

With AWS Lambda, you can run code
without provisioning or managing servel

AWS Lambda Compute You pay only for the compute time that
you consume—there's no charge when
your code isn't running.

Amazon Virtual Private Cloud (Amazon
Networking and VPC) enables you to launch Amazon Web
content delivery Services (AWS) resources into a virtual
network that you've defined.

Amazon Virtual Private Cloud

Amazon Lightsail helps developers get
Amazon Lightsail Compute started using AWS to build websites or

web applications. aWS
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Audit owners (1/19)
Step4
Specify audit owners Q

Step 5 B  Auditowner
sharingtestuser
Adi
AWSReservedSSO_AWSAdministratorAccess_ba939f78161d8d7a
AWSReservedSSO_AWSPowerUserAccess_6a1c12c2569f3b8c
AWSReservedSSO_AWSReadOnlyAccess_0b67b4350167ef41
AWSReservedSSO_AWSServiceCatalogAdminFullAccess_111959eaab969551
AWSReservedSSO_AWSServiceCatalogEndUserAccess_7018ae31476b5a83
AwsSecurityAudit
AwsSecurityNacundaAudit
cfn-lint-referee-plugin-DO-NOT-DELETE
GatedGardenAudit

GatedGardenlnternalAudit

ResourceConfigurationCollector-DO-NOT-DELETE

ShadowTrooperRole

AWS account ¥

1AM type
User
Role
Role
Role
Role
Role
Role
Role
Role

Role

Audit A—F—Z1EET D.
Organizations &R DIZS(F.
AI)\=THI> D 11—
H—&EO—-)LhERERE LT
TRENDDTF TV IZLT

V"



) ]
>

Audit Manager MRt B3I L —LD—D%Z{ED I
Sl 7 2 AX > FOVERFIE 7

AWS services (10) info

AWS service Category

AWS Security Hub Security, identity, and compliance
AWS Config Management and governance
AWS Identity and Access Management Security, identity, and compliance
AWS CloudTrail Management and governance
‘Amazon Virtual Private Cloud Networking and content delivery
Amazon DynamoDB Database

AWS Lambda Compute

. : —_— — i »
Amazon Relational Database Service Database \ W }b L_/ 77_ W AN j:)
BATYITEEUZAS

‘Amazon Simple Storage Service Storage —
RRSND

Amazon Elastic Compute Cloud Compute

%52 L T Create Assessment
Step 4: Choose audit owners %}qﬂ g‘ t{%ﬁ éﬂ%
Audit owners (1) e T RAA N/ FHMDEITEE B
Audit owner AWS account b\‘tﬁ i 5

Admin

Automatic evidence collection
When you create the assessment, AWS Audit Manager automatically starts collecting evidence from the
selected AWS accounts and services. Please wait up to 24 hours to view collected evidence.

adWs
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o JIHR—ZA ROV —)L D Assessments ZiEIRI B & IREVERRSNT
WD/ 7 AR>S RO—EHNFRREND

AWS Audit Manager Assessmen ts

Assessments i

Access all your past and current assessments. You can select an assessmen

o review the evidence collected and generate an ass

Assessments (1)

1 ©

v Compliance type v Date created v Last updated v

CIS Controls 2020%12H11H 3:13 UTC 2020£12H11H 3:13 UTC
. ATF—4 A& Active & Inactive D2
> g o
TCAX PEEERIDE | Active HEFIMTEATHNTL)

CAAS)

V"
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AWS Audit Manager Assessments Sample Assessment 1

Sample Assessment 1 i

Assessment details

Name Assessment report selection

Sample Assessment 1 1

Description Total evidence

- 9821

Compliance type Assessment reports destination
CIS Controls s3:/)

AWS accounts
1

AWS services
13

Audit owners
2

)

Edit | l Delete | | Update assessment status ¥

Assessment status
© Active

Date created
20204128110 3:13 UTC

Last updated
20204128118 3:13 UTC

Controls Assessment report selection AWS accounts AWS services

Control status summary info

Audit owners

Tags Changelog

The control status specifies if AWS Audit Manager is actively collecting evidence for that control. It also indicates the evidence review status for active controls.

R < 1> N O—LBIDRRA R RSN S,

43

Control sets (16) }52:[)] LJ t L \5

Q

Controls grouped by control set
» Applications - Identify (2)

¥ Applications - Protect (4)

3.4 - Deploy Automated Operating System Patch Management Tools

3.5 - Deploy Automated Software Patch Management Tools

Control status

® Active
® Active
@ Under review

@ Under review

Delegated to

EvidenceZU0 1A _E (S8 > TOWNUISEEERDUREN

Total evidence Added to assessment report

303

278

0
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AWS Audit Manager Assessments Sample Assessment 1 5.1 - Establish Secure Configurations

5.1 - Establish Secure Configurations i

Control details ﬁ_ﬁaj/\o_ )0):‘ \/ I\ D —) b%l’i—%}R
i oy U7zl (i _EEfRA)

Control description
5.1 Maintain documented security configuration standards for all authorized operating systems and software.

Testing information

AWS Config Rule(s):
AUTOSCALING_GROUP_ELB_HEALTHCHECK_REQUIRED
S3_BUCKET_REPLICATION_ENABLED

IAM_ROOT_ACCESS_KEY_CHECK

Learn more at: https://docs.aws.amazon.com/config/latest/developerguide/managed-rules-by-aws-config.html

Action plan

Update control status info

Change the control status to indicate the status of its review. Controls marked as inactive will no longer collect evidence,

Control status
@ Under review
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Evidence folders (86) info Upload manual evidence

Choose any folder to open it and manage the evidence that was gathered on that day. _ﬁll]ﬁll]/\o— §0):| \/ l\ |:| _) L%L}R L/ E@E
(B FEPHH)

Evidence folder Compliance check Total evidence : 0) j \/ '\ D _) I/T (3: Conﬁg (: A: D tEE

e Qo PROUREL TN TNB DT, HE S
s PMESNTWNS

2021-03-04

Q

2021-03-03

2021-03-02

2021-03-01

2021-02-28

2021-02-27

2021-02-26

2021-02-25

2021-02-24

2021-02-23

2021-02-22

2021-02-21

2021-02-20

2021-02-19




AWS Audit Manager Assessments

2021-03-06 o

Summary

Evidence folder details

Date
202143H6H 0:00 UTC

Control name

5.1 - Establish Secure Configurations

Sample Assessment 1 5.1 - Establish Secure Configurations

Added to assessment report
0

Total evidence
3

Resources
3

2021-03-06

Configuration data
0

Manual
0

BINR—ORMZIEIR UCRICRRSND
[ENE]

CDOHI(E. 3EIOEHEUE N THhNTULSD
(AWS Config ETOF T v IOH3MEtwY

NZIRD TWLBTEsD)

Compliance check status
© 0issues found

Evidence (3) info

Q

Time
03:22:18 UTC
20:22:23 UTC

08:22:18 UTC

Evidence by type v Compliance check
Compliance check © Compliant
Compliance check

Compliance check

Upload manual evidence

Data source

AWS CloudTrail

AWS CloudTrail

AWS CloudTrail

Event name Resources Assessment report selection

PutEvaluations

PutEvaluations

PutEvaluations
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03:22:18 UTC 1o

HIN— OB 7Z#EIR T D ERRSNDE
Evidence detail E

oste anc time SN - COOEIEMUNE U ISR —EEH /RS

20214386H 3:22 UTC config.amazonaws.com Compliance check —_ 7_ N
(CTRD

Evidence folder name Event name Compliance check| <~ . AN et
- d
e -  _—(D1> hO—)LTIE Config A5 —~UR

s e N 52U TVBDT, JSON ELTRELTE
77579 ND HAEREREE N BDOH T T

Attributes

: ncund

Attributes (3)

Attribute name Value
ConfigRuleArn arn:aws:config:ap-northeast-1:16434846495 1:config-rule/config-rule-ptOsop
configRuleName iam-root-access-key-check

managedRuleldentifier IAM_ROOT_ACCESS_KEY_CHECK

Resources included (1)

ARN JSON

View JSON

CAAS)
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/ 1

!

\

F—5Y—REE
CloudTrail

F—5Y—RWE
Security Hub

F—HY—2R
(@e]plile

=Jur==>

a2 AE

F—5Y—REE
API Call snapshots

\

!

!

/

> bO—JLhEizSsnign - tisa

7oA TSE™ETD (AT>3>)

HEBLU CTIRIEFT D

ZH4 . https://docs.aws.amazon.com/ja_jp/audit-
manager/latest/userguide/customize-control-from- dws

scratch.html
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AWS Audit Manager Control library

Control library

The Control library is the central place for browsing standard controls provided by AWS and managing your custom controls. You can create new custom controls from scratch, or
customize standard controls by specifying which data to collect as evidence from your data sources. Visit the Framework library to add controls to a framework and begin assessing your
AWS service usage.

Standard controls Custom controls

Standard controls (758+) | AU d It M a n a g e r>( : j_ - O)

The search functionality displ 00 . Click through the table pagination to

| Control Library — Create Custom Control 'C
HDARAS LTS bO—)UERLEIHE (CAD

Control name Data source

1.0.1 - CloudTrail Instance Events AWS CloudTrail
1.0.2 - CloudTrail Volume Events AWS CloudTrail
2.2.0 - List Principals and Policies AWS API calls
2.2.1 - Describe Networks AWS API calls
3.0.0 - Account Summary Manual
CM-8.a.2 Information System Component Inventory Manual
CM-8.a.3 Information System Component Inventory Manual
CM-8.a.4.2 Information System Component Inventory Manual

CM-8.b.2 Information System Component Inventory Manual

CM-8(1).1 Information System Component Inventory | Updates During Installations /

Removals AWS Config

CM-8(3).a.2 Information System Component Inventory | Automated Unauthorized

AWS Confi
Component Detection 9

CM-8(3).b.2 Information System Component Inventory | Automated Unauthorized

. AWS API calls
Component Detection

adWs
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Specify control details

Provide control and tagging details to help you identify this control in Control library.
Control details

Control name
Enter a unique name for your control.

CustomControlforinternalAudit1
Maximum 300 characters. (30 given)
Control description - optional
Describe the purpose of the custom control,

This is the custom control for internal audit.

Maximum 1000 characters. (46 given)

Testing information - optional info

Description
Provide detailed instructions describing the testing information for this control.

Maximum 1000 characters. (0 given)
Tags - optional
Specify up to a total of 50 key-value pairs as tagging for this control.

No tags to display

Add new tag

You can add up to 50 tags.

Cancel

adWs
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AWS Config #5—%
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Config Rules Z3&R L T
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Configure data sources for this control i

You can define up to 10 data sources that map to your AWS service usage. AWS Audit Manager uses these sources to collect
evidence such as resource configuration, logs, events, control findings, and rule checks.

Collapse all Expand all

v Data source 1

Select an evidence collection method
Specify the type of evidence that AWS Audit Manager will collect for your resources from AWS services. If you need help with this step, we
recommend that you choose Manual evidence for now and you can edit the custom control after you check with a subject matter expert.

© Automated evidence
Evidence that will be collected automatically by AWS Audit Manager.

Manual evidence
Evidence that you will upload manually.

Select an evidence type by mapping to a data source
Specify the type of evidence that AWS Audit Manager will collect for your resources from AWS services.

User a logs from AWS CloudTrail
Collect evidence generated by AWS CloudTrail logs for the user activity on your resources.

Compliance checks for security findings from AWS Security Hub

O Oy R S S e D Sty e oSyt AW STesoaees

Compliance checks for resource configurations from AWS Config
Collect evidence generated by AWS Config rules for your AWS resources.

Configuration snapshots from AWS API calls

Collect a daily, weekly, or monthly snapshot of evidence from AWS services for details about the
configuration of your AWS resources.

Specify an AWS Config rule
Find the full details for each rule in the Managed Rules [} page of the AWS Config user guide.

ALB_WAF_ENABLED
Troubleshooting description - optional
Provide detailed instructions on the actions to take if no evidence is collected from this data source.

Check if AWS WAF exists with ALB.

Maximum 1000 characters. (34 given)

Add data source

CAAS)
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CloudTrail 257 —45Y —
ATEHTE LTI
CloudTrail Keyword(&—
BDF—"—RZANT
BDEIYVFIFTDH—
J—R (A2 h3a) A
FREND

Edit control data source

You can define up to 10 data sources that map to your AWS service usage. AWS Audit Manager uses these sources to collect

Collapse all

evidence such as resource configuration, logs, events, control findings, and rule checks.

v Data source 1

Select an evidence collection method
Specify the type of evidence that AWS Audit Manager will collect for your resources from AWS services. If you need help)
recommend that you choose Manual evidence for now and you can edit the custom control after you check with a subje(
© Automated evidence

Evidence that will be collected automatically by AWS Audit Manager.

Manual evidence
Evidence that you will upload manually.

Select an evidence type by mapping to a data source
Specify the type of evidence that AWS Audit Manager will collect for your resources from AWS Ser\'ies.
© User activity logs from AWS CloudTrail

Collect evidence generated by AWS CloudTrail logs for the user activity on your resougges.

Compliance checks for security findings from AWS Security Hub
Collect evidence generated by AWS Security Hub security checks for your AW resources.

Compliance checks for resource configurations from AWS Coirig
Collect evidence generated by AWS Config rules for your AWS resqufices.

Configuration snapshots from AWS API calls
Collect a daily, weekly, or monthly snapshot of evidence fgm AWS services for details about the
configuration of your AWS resources.

Specify an AWS CloudTrail keyword
Find the full details on the Viewing Events withCloudTrail Event History [} page of the AWS CloudTrail user guid .

v

Troubleshooting description - optional
Provide detailed instructions on the actions to take if no evidence is collected from this data source.

Maximum 1000 characters. (0 given)

kms_CancelKeyDeletion
kms_ConnectCustomKeyStore
kms_CreateAlias
kms_CreateCustomKeyStore
kms_CreateGrant
kms_CreateKey
kms_DeleteAlias
kms_DeleteCustomKeyStore

kms_DeletelmportedKeyMaterial
| user guide.

\/‘7
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API J—)LZ2F7—5Y—
AICHEELIET—XR

AWS API &7z#ERU 18

EID
F—FY—XIC
CloudTrail Zi8E U5
aEmEVE. API O—
JUISERE RS TES IR
DD API NS — (TR
SNTWBZ&ETHDB,
CloudTrail #5—4%Y —
X(CFTBIHEICIE.
CIoudTraiI (CHIRT D1
R MG —>2ReTHE
TEHED

v Data source 1

Select an evidence collection method

Specify the type of evidence that AWS Audit Manager will collect for your resources from AWS services. If you need help with this step, we
recommend that you choose Manual evidence for now and you can edit the custom control after you check with a subject matter expert.

© Automated evidence
Evidence that will be collected automatically by AWS Audit Manager.

Manual evidence
Evidence that you will upload manually.

Select an evidence type by mapping to a data source

Specify the type of evidence that AWS Audit Manager will collect for your resources from AWS services

User activity logs from AWS CloudTrail

Collect evidence generated by AWS CloudTrail logs for the user activity on your resources.

Compliance checks for security findings from AWS Security Hub
Collect evidence generated by AWS Security Hub security checks for your AWS resources.

Compliance checks for resource configurations from AWS Config
Collect evidence generated by AWS Config rules for your AWS resources.

Configuration snapshots from AWS API calls
Collect a daily, weekly, or monthly snapshot of evidence from AWS services for details about the
configuration of your AWS resources.

Specify an AWS API to collect configuration snapshot for a specific AWS service
Refer to the specific AWS service's API guide for more details.

kms_ListKeys

Troubleshooting description - optional
Provide detailed instructions on the actions to take if no evidence is collected from this data source

Maximum 1000 characters. (0 given)

Custom control frequency
Specify the desired frequency for evidence generation.

O Daily
Weekly
Monthly

Add data source

You can add up to 9 more data sources.

Cancel

Previous m

adWs
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Configure data sources for this control i

- —_
Sec u rl ty H u b % T — g You can define up to 10 data sources that map to your AWS service usage. AWS Audit Manager uses these sources to collect

evidence such as resource configuration, logs, events, control findings, and rule checks.

V—=XCLIZo—X [cotapsea ] [ e |
Security Hub @JL—)L 7= e
EIRUTIEET D

Select an evidence collection method
Specify the type of evidence that AWS Audit Manager will collect for your resources from AWS services. If you need help with this step, we
recommend that you choose Manual evidence for now and you can edit the custom control after you check with a subject matter expert.
© Automated evidence

Evidence that will be collected automatically by AWS Audit Manager

Manual evidence
Evidence that you will upload manually.

Select an evidence type by mapping to a data source
Specify the type of evidence that AWS Audit Manager will collect for your resources from AWS services.

User activity logs from AWS CloudTrail

ol e o L e Lo L o b ooty oo oo

© Compliance checks for security findings from AWS Security Hub
Collect evidence generated by AWS Security Hub security checks for your AWS resources.

Compliance checks for resource configurations from AWS Config
Collect evidence generated by AWS Config rules for your AWS resources.

Configuration snapshots from AWS API calls
Collect a daily, weekly, or monthly snapshot of evidence from AWS services for details about the
configuration of your AWS resources.

Specify an AWS Security Hub rule
Find the full details for each CIS and PCI DSS check in the Security standards and controls [ page of the AWS Security Hub [er guide.

1.1 v
Troubleshooting description - optional

Provide detailed instructions on the actions to take if no evidence is collected from this data source.

Check who used root use

Maximum 1000 characters. (26 given)

Add data source

You can add up to 9 more data sources.

Cancel Previous ‘ m

CAAS)
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Review and create i

F—AY - 10EFET BT rrae

1 D> hO—-)LICTE Control details
ErJde

5—“ — 9N — A %35 )THE 93 CustomControlforinternalAudit]
CREBENFrNS |

This is the custom control for internal audit.

Testing information

Description

Tags (1)
Key Value

purpose internalaudit

Step 2: Configure data sources for this control

Data source (1)

Name v Data source v Attribute

Data source 1 AWS Config ALB_WAF_ENABLED

v

Frequency

CAAS)
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ANEZ2 L C. Create
custom control /R > %
I EERRN T T I D

Testing information

Description

Tags (1)
Key Value

purpose internalaudit

Step 2: Configure data sources for this control

Data source (1)

Name Data source Attribute

Data source 1 AWS Config ALB_WAF_ENABLED

Step 3: Define action plan

Action plan

Title
Enable AWS WAF and attached to ALB

Action plan instructions

Cancel

Edit

Frequency

Create custom control

CAAS)
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©

created CustomC 1

Add your new control to a custom framework so that you can create an assessment and begin collecting evidence.

AWS Audit Manager Control library CustomControlforinternalAudit1

Summary

Control name Control sources
CustomControlforinternalAudit1 1

Control type
Custom

Control details Tags

Control details

Control name

CustomControlforinternalAudit1

Control description

This is the custom control for internal audit.

Testing information

Description

Data sources (1)

Name Data source v Attribute

Add control to framework X

Edit Delete ‘ Customize existing control ‘

Created by

Date created
202143840 8:16 UTC

Last updated
202143H4H 8:16 UTC

Frequency

adWs
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AWS Audit Manager Framework library

Disclaimer

DRI LITL—LDT—DDIERK 1

AWS Audit Manager is designed to assist in collecting evidence that is relevant for verifying compliance with certain compliance frameworks and regulations, but it does not assess
your compliance itself. The evidence collected through AWS Audit Manager therefore may not include all information about your AWS usage needed for audits. AWS Audit Manager is

not a substitute for legal counsel or compliance experts.

Framework library i

The Framework library is the central place for browsing standard frameworks and managing custom frameworks. You can create new frameworks from scratch, or customize and modify an
existing framework per your needs. Visit the Control library to define custom controls to use in your frameworks.

Standard frameworks Custom frameworks

Standard frameworks (14)

Q

Framework name

AWS Audit Manager Sample Framework

AWS Control Tower Guardrails

AWS License Manager

AWS Operational Best Practices

CIS Benchmark for CIS Amazon Web Services Foun...
CIS Benchmark for CIS Amazon Web Services Fou
CIS Controls v7.11G1

FedRAMP Moderate Baseline by Allgress

Compliance type Control sets

AWS Audit Manager Sample Framework
AWS Control Tower Guardrails

AWS License Manager

AWS Operational Best Practices

cIs

cls

CIS Controls

FedRAMP

Create custom framework v

1 ©

Controls

adWs
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Create new framework

Specify framework details .

Provide details to help you find this framework in the Framework library.
Framework detail

Framework name

CustomFrameworkforinternalAudit

Maximum 300 characters. (31 given)

Compliance type - optional
Enter the compliance standard that your framework support:

InternalAl

Maximum 100 characters. (13 given)

Description - optional
Provide a detailed description of the purpose of this framework.

Maximum 1000 characters. (0 given)
Tags - optional
Specify up to a total of 50 key-value pairs as tagging for this control.

No tags to display

Add new tag

You can add up to 50 tags.

adWs
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Specify the controls in the control sets

Specify which controls you want to add to your framework and how you want to organize them. The control sets that
you specify will determine how AWS Audit Manager collects evidence for this assessment.

Collapse all Expand all

v AuthenticationCheck

Specify a control set name

Control set name Add to control set

AuthenticationCheck

Maximum 300 characters.

Are you sure you want to add 1 custom control to the control set
AuthenticationCheck?

Add a new control to the control set

Select control type Cancel Add to control set
Specify whether you want to add a standard or custom control to the control set.

Custom controls

Available custom controls (1/2)

Select and filter the list of existing custom controls to select and add to this control set.

Q

-} Control name Tags AL Date Last
g source created updated A&

View AWS 202141812 20211812
Config B uTC HuTC

Encryption at rest

AWS 20214374 202143R4

CustomControlforinternalAud Config B uTC B utc

Review the selected controls in the control set

adWs
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Maximum 300 characters.

Add a new control to the control set

Select control type
Specify whether you want to add a standard or custom control to the control set.

Custom controls

Available custom controls (1/2) Add to control set

Select and filter the list of existing custom controls to select and add to this control set.

Q

Data Date Last
2 Control name Tags
source created v updated A

202141812 202141812

Ei ti t rest
ncryption at resi B uTC B uTC

20214384 20214384

ControlforinternalA
B uTC

Review the selected controls in the control set

Selected controls (1)

You can add up to 25 standard or custom controls to this control set.

Control name

CustomControlforinternalAudit1

‘ Add control set

You can add 9 more control sets.

Cancel Previous m

adWs
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Create new framework

Review and create i

Step 1: Specify framework details

Framework detail

Framework name
CustomFrameworkforinternalAudit

Compliance type
InternalAudit

Description

Tags (0)

Key Value
No tags
Step 2: Select controls to add to control set

Selected controls (2)

Controls grouped by control set Data source

CustomControlforinternalAudit1 Custom AWS Config

Cancel Previous Create custom framework

CAAS)
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9 & Amazon S3 J\ow M5 T 7 A )LZ)7v T0O— RHEESD

16.11 - Lock Workstation Sessions After Inactivity

Control details

Control name
16.11 - Lock Workstation Sessions After Inactivity

Control description
16.11 Automatically lock workstation sessions after a standard period of inactivity.

g information
Search policies with Allow *.* and note all Principals who have this policy attached. Search Cloudtrail for all actions from those principals as well s root_account

Action plan

Update control status info

Change the control status to indicate the status of its review. Controls marked as inactive will no longer collect evident

Control status
@ Under re

Evidence folders Data source Comments Changelog

Evidence folders (0) info Upload manual evidence
Choose any folder to open it and manage the evidence that was gathered on that day. -

Q

Evidence folder Compliance check Total evidence Assessment report selection

No collected evidence for this control

adWs
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AWS Audit Manager Assessments Sample Assessment 1 16.11 - Lock Workstation Sessions After Inactivity Upload manual evidence

Upload manual evidence

You can upload manual evidence from any Amazon S3 [4 bucket by specifying the S3 URI of the evidence. You can find and copy the S3 URI from the Amazon S3 console, and paste the URI here to upload the evidence.

Upload from Amazon S3

Specify S3 URI

Q, s3://mysamplebuckets/prefix/object

Cancel Upload

CAAS)
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Summary for Assessment Report: AssessmentReport2 - Evidence: 7b51e8de-915c-4110-8d86-fa9e6d052614
Control: 13.1 - Maintain an Inventory of Sensitive Information

nce De

Assessment Details  Evidence Folder: 2020-12-11

© 1607674679000_ 0e3. pdf Control: 2.2 - £
_— Auth

Assessment Report Name: AssessmentReport2 Control: 2.2 - Ensure Software is Supported by Vendor e

Report Creation Date: Mar 8, 2021 at 10:25:34 AM GMT Event AWS A_)
Assessment Name: Sample Assessment 1 « Evidence Folder 2031 0225 :z::: 1l‘flanr1ne >

Assessment Start Date: Dec 11, 2020 at 3:13:05 AM GMT 4054 9e4d023.pdf AWS A_b1
Assessment Description ° 16142 > X AWS Organization: -

AWS Accounts In Scope: TN 16142209 mSESn:"\"/ifg SW
AWS Services In Scope: Amazon CloudWatch, AWS AppConfig, Amazon AP| Gateway, AWS 16142544”1000 ) )
Amplify, AWS Security Hub, AWS Config, AWS Identity and Access Management, AWS 000,

CloudTrail, Amazon Virtual Private Cloud, AWS Lambda, Amazon Relational Database Service, 1(13;i(1)3118

Amazon Simple Storage Service, Amazon Elastic Compute Cloud —=

Framework Name: CIS Controls v7.1 I1G1

Controls: 2 7614249559000_2c90953058.pdlf

Total Evidence: 75 1614238787000_2259468408.pdf

sleForCon

configRulelnputParameters: *{}
\agedRuleldentifier:
ANAGEDINSTANCI

Resources Included

ARN: - Value:
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AWS YHR— X > Y —)L®D Audit Manger — Assessment — L
R— RZEEDTZ0L) Assessment ZiEIR 9 D

Assessment report selection AWS accounts

Control status summary info
The control stat: pecifies if AWS Audit Man: is actively collecting evidence for that control. It also indicates the evidence review

Total controls Reviewed

43 1

Control sets (16)

Q

Controls grouped by control set

2.1 - Maintain Inventory of Authorized Software
2.2 - Ensure Software is Supported by Vendor
» Applications - Protect (4)

> ~hO-=-)Lzy botEo 3
e3> bO—)L =9

> Devices - Protect (4)

b Devices - Respond (1)

AWS services

Audit owners Tags Changelog

Under review
42

Control status Delegated to
DA

© Reviewed

@ Under re

© Active

© Active

or active controls.

Inactive
0

Total evidence Added to assessment report

SIEIRL. LR—

CAAS)
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EC2_MANAGEDINSTANCE_ASSOCIATION_COMPLIANCE_STATUS_CHECK

EC2_INSTANCE_MANAGED_BY_SSM

Learn more at: https://docs.aws.amazon.com/config/latest/developerguide/managed-rules-by-aws-config.html

Action plan

Update control status info

Change the cc atus to indica

SEER D A LS — &R U
Add To assessment report /N5 > %19
HERBEEAAHDDT

Add to assessment report

Are you sure you want to add the evidence folder, 2021-02-25, to the assessment

report?
Cancel Add to assessment report

Add TO assessment re po rt /—I—QQ >%?$ a_ al evidence ‘ Add to assessment report

Evidence folder

2021-03-03

2021.02.26

2021-02-17

2021-02-09

2021-02-07

Compliance check Total evidense Assessment report selection

@ 0issues

A 13 issues

@ 0issues

A 2issues

CAAS)
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TETAA> ROBEE T, Assessment report selection 5 7 ZiER L.

A/(CEHD Generate assessment report NF > & #H T & Lk— MHOVERR S
n 5 AWS Audit Manager > Assessments > Sample Assessment 1

Sample Assessment 1 i Delete Update assessment status ¥ ‘

Assessment details
Name Assessment report selection AWS accounts Assessment status
Sample Assessment 1 75 1 © Active

Description Total evidence AWS services Date created

- 9998 13 20205128118 3:13

Compliance type Assessment reports destination Audit owners Last updated

CIS Controls s3://satstak-macie-test [4 2 20204128118 3:13

Controls Assessment report selection AWS accounts AWS services Audit owners Tags Changelog

Assessment report selection (3) info

Q 1 ©

Evidence folder Selected evidence Control name

2021-02-26 20 2.2 - Ensure Software is Supported by Vendor
2021-02-25 54 2.2 - Ensure Software is Supported by Vendor

2020-12-11 13.1 - Maintain an Inventory of Sensitive Information

adWs
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Generate assessment report

Provide a name and description to generate an assessment report.

Assessment report name

AssessmentReport2|

Use an underscore (_) or hyphen (-) to separate words. Spaces are not allowed. Maximum of 300
characters.

Description
Provide a description for this assessment report.

Maximum 1000 characters. (0 given)

Assessment report details

Assessment name l//—l—i_ ho)%ﬁ_ﬁ &EHHH %ljj LJ\
Sample Assessment 1 RE NS Amazon S3 )\ NEFEZRL T
Assessment report selecton Generate assessment report /R5 > =19

75

Assessment reports destination

s3:// st [

Cancel Generate assessment report

adWs
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Audit Manager — Assessment reports DX _ 1 — XK DIERGEHD L 7R— b

ZIEIRLUCAY D> O— RI B ENTIEE

AWS Audit Manager

Assessment reports

Access your generated assessment reports passed from launched assessments needed for your compliance framework.

Assessment reports (1/4)

Q

Assessment report

samplereport2

Assessment_report_2

samplereport1

Assessment reports

Status

@© Generated

@© Generated

@ Generated

Assessment

Sample Assessmen

Sample Assessment 1

Sample Assessment 1

Sample Assessment 1

Date created

02143H8H
U

202143H1H 0:37 UTC

20214F2H11H 22:48
uTC

20204128140 4:24
uTC

1 @

Author Description

This is Report No2.

this is just sample

CAAS)
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« Lik—KEzZIPD7AILELTADO>O—RanNsd

« ZIP J7AI)LDOHRI(CE, Lik— I —D PDF &&Z:EHFD PDF J 7
1L L O KRUDHRICAD TULET

« digest.txt (& ZDZIP T 7 A ILDOHFRDE T 71 ILD)\wv = 2B AD T
LWET (sha-384)

e ~ XEEAR Y1 X L]
v [ ce5887f3d9-Assessment <H 19:26 --  7#LY
AssessmentReportSummary.pdf $H 10:25 21 KB PDF&%8
v 8 d9e18-22EnsureSoftwar <H 19:26 --  7ALY
> B 2021-02-25 <H 19:26 -~  7ALY
> B 2021-02-26 <H 19:26 -~ T7AILY
B digest.txt <H 10:25 17 KB  #E7+.
v B f177b-131Maintainanin <H 19:26 --  T7#AILY
> BN 2020-12-11 <H 19:26 -~  T7#ALY
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BT D&, Audit Manager (& SNS (CBRIZR(E T

- > bhO-JLtzy b &G EEA —F -1 —Y — (CRE LTRSS
- J>bO-JLzy bOL E1—Z2FEENT T UITIHES

BANZIXDIEH(C(E. Audit Managerd—E XU > 270—)L(CAmazon SNS

EwO(C3 I DHERNNE
/ E-mail
ﬁ SMS
E— {EE

AWS Audit Manager Amazon simple Lambda

Notification Service
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AWS Audit Manager {1&

AWS Audit Manager {8 EZ%

AWS Audit Manager 7—3F+7 0 F v /)\H—>
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Audit Manager ODEF1VU5 1 1

REFT—45 | 1E5R 1&HnE PR iES{bsE
A5F—4 | Amazon S3 | AWSFIBDCMKTSSE-KMSTHES{taNs
DynamoDB | AWSFRTEDCMK TH —/\—H 1 REES{LENs
A>5 > | Amazon S3 | RN —NFH— ROCMKTSSE-KMSTHESAL
HE UL (F. AWSFTEDCMK TSSE-S3 TiES1E
Dynamo DB | B RANY—NF*—= RDCMK H AWS FRrEDCMK
TOSA 7> b+ REEE{EENSD (CMKDERTE (L
IEIRA]EE)
Amazon S3 | HRAANY—NFZ—= ROCMKTSSE-KMSTHES{E. B5ULK (&, AWSFIBDOCMKT
([CEBHND | SSE-S3 TSI (EiRnlsE
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~
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HFRRRFDIESAE

Audit Manager &ftidd AWS H— E X D@EEFET
TLS THES{teND

VPC I > RiR1> b
R— b~

4> —TJx—AVPC I RMRA> b~ (AWS
PrivateLink) ZH/R— kU TUL\D

EHETD AWS H—EX

Audit Manager D5 —EXU>200—)L CEHEET D

DIt X AWS H—EX(CT77 01T XT DB
CloudTrail ~\MDEEEF API 1—)L® CloudTrail ANDEEiFEE Yh—
Z 8 [/ DEL ik SBT3 bO—J)LyY hOZEZRNEB(CEEERL CTRRT

DIEEEN'H D

RESNTLIR— bDE
R

Audit Manager PMERR UTZL7K— MM EF T v OB LD
DWTHED, RIECRESASTNTUVRUVLIMER T D EN
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£—=3>0D7HhD> h&TzDAudit Manager Uy — A5 1,000 42 & (C 1.25USD
(BRU—=32)

V) — X & (. Amazon EC2 X° Amazon S3 I EDH — E 23 U TEIT I BEHMID TR
T. EC2ITEERFYVTS gy b, I—H—-DF7O5FES>« (CloudTrail) « 1> X5F>
ZRER1DDDODHI> hrand

Audit Manager D777 A X > MNEHIEERTE T D EBHETESNDD T, Audit Manager
DEEBEWREULIEUY —XDE X 30 A—4 BDUY - FHIADEST &2 D

Audit Manager D5 —43Y —X &723d. AWS Config , AWS Security Hub, AWS
CloudTrail DFARIE (L Audit Manager OFERIE & (SRIENHE

EAFI AR FARENS608[. A7z 35,0000FF TDY Y — R 5Tl (FHE

ZH3 . https://aws.amazon.com/jp/audit-manager/pricing/ WS
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o VRIS EDT DT+ TTREHE/ 7 ZRAA > bDEL 100
« PHAIZRTEDHRAY LTS SO—)LE: 500
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 Audit Manager &EH#ET 3 — EINBEETN TULVRVSEDEME

« AWS Config : AWS Config BMEZMESNTLVRLYE. AWS Config H
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« AWS Cloud Trail, AWS Config FZSEAT{ED TL\D N, Audit Manager
BEMNMTEALUREDIHARWVDH ?
- SRS, SMEPERRS EDEEMIGABERMSAC. Audit ManagerMBECRDETY

o EEBEMICHEMELUTRVNEEIIC(E. BRIFHEIDY Y 1—>3>7T3%3. GuardDuty,
Security Hub, AWS Config IR EDEAENE THHTT

* Audit Manager (& —>3> 2D —EXTIN?
* Audit Manager U—>3> 2 EDY—EXTY
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« AWS Audit Manager (JEEB/EZE. $F(CAEV ITEST > XDYREZZRIL T D
H—EX
EBZTOEDOEFEIRTBIH—EXTIERL

« AWS FdDUY—X, CloudTrail. AWS Config. Security Hub. EC2, S3,
VPCRRENSEBR ICWERIINZEENNCINEL. SEfEUTRETD

o ZLOEREEDFRNIVEROI L —AD—20, > M—I)LZH—EXD
—=3 & U Tt (PCIDSS, FedRAMP, HIPAA £5)
s PEHFRMBOIDRAILTL—ALADT—20, HhRAALATD> SO—)LOVERKERIEE
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« AWS Audit Manager 1—H5—4 -1 R
https://docs.aws.amazon.com/audit-manager/latest/userquide/what-is.html
« AWS Audit Manager APl JJ- R

https://docs.aws.amazon.com/audit-
manager/latest/APIReference/Welcome.html
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PBEZXTETRMDIETERICDULTIE
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AWS DBEARZFENDIEM [AWS &8l TIRF:E

adWws BEBYUF—LABMVADYE HH—k BAE - Favvh - OO

~—7
BE YWUai—-¥3ry H&E PFFaXrbh 2B /N—hkF+— AWS Marketplace o0t Q

AWS 75 RY—EXERERSEN Y

FPIVY 9x 7 H—EZ (AWS) RBRELISIRY—ERATSY R 74—LT PIRADIAT—LERREYR— FTR0EBHEH, F—IR—2AZA MY, LT ZOMZBEEES
BEERULET. SEREAELY—EAERRL. SELSLEFCHARAVWEEREY. FhoxFRATALHLEIDAXRERE,. BEI YTy VESHCRHELTED T, (BHr
kiEEK, AWS Webinar TERALEERS LAY FIV FESF—BHEEBBLTVET. )

H—ERBIEHE »

AWS Webinar &3 » AWS F0E T »

https://amzn.to/JPArchive
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AWS Well-Architected {EBII%THHS

818" W-AfRE bl Fz il ¢S " 2 R
« AWSDY VI —5327—FFD B(SA)IC
XIRI EZ BT D Z L EaHE

~
2‘3'G AWS Well-Architected

o HRAHREIANS FSHYA DS oo

N/ $
= !

(https://aws.amazon.com/jp/about-aws/events/)
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