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"Records": [{
"eventVersion": "1.0",
"userldentity": {
"type": "IAMUser",
"principalld": "EX_PRINCIPAL_ID",
Ilarnll:
"arn:aws:iam::123456789012:user/Alice",
"accountld": "123456789012",
"accessKeyld": "EXAMPLE_KEY_ID",
"userName": "Alice"

}

LD, EChHh B

"eventTime": "2018-03-06T21:01:59Z7",
"eventSource": "ec2.amazonaws.com",
"eventName": "Stoplnstances",
"awsRegion": "us-west-2",
"sourcelPAddress": "205.251.233.176",
"userAgent": "ec2-api-tools 1.6.12.2",

ARV I TNichH

"requestParameters": {
"instancesSet": {
"items": [{
"instanceld": "i-ebeaf9e2"

}]
}

"force": false

}
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"responseElements": {
"IinstancesSet": {
"items": [{
"instanceld": "i-ebeaf9e2",
"currentState": {
"code'": 64,
"name": "stopping"
I
"previousState": {
"code": 16,
"name": "running" Ws

}
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S aws cloudtrail lookup-events --lookup-attributes AttributeKey=<attribute>AttributeValue=<string>
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$ aws cloudtrail lookup-events --start-time <t/imestamp>--end-time <timestamp>
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S aws cloudtrail lookup-events --cli-input-json file://LookupEvents.txt

ARV RSAVDANIILTZEIET S IEERRE B+ —
S aws cloudtrail lookup-events help « AccessKeyld -+ ReadOnly
« Eventld « ResourceName
« EventName - ResourceType
« EventSource -« Username

AWS CLI 2B L T CloudTrail 1 N> FERTRT S

AWS CloudTrail lookupEvents
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ANV MREE (50+) s

ZHNODER v | Q, false

Athena T—7ILZ{ER

Event history shows you the last 90 days of management events.

X 30m 1h 3h

ARV NZEYOVO—RK v

12h Custom

FEIHOWNINRAZIA X LI=T—TILEERT BICIE -

FE/N—T 43 0EEZFEAL T CloudTrail TAthena AT DTF—TJILEERT S

https://docs.aws.amazon.com/ja jp/athena/latest/ug/cloudtrail-logs.html
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https://docs.aws.amazon.com/ja_jp/athena/latest/ug/cloudtrail-logs.html

Amazon Athena &{Ef

< i}
F—FYV—RX F—FY—REEHT B @ HLwrsTv1 + SQLY—C
< SELECT useridentity.username, sourceipaddress, eventtime, additionaleventdata - — .
AwsDataCatalog Y FROM cloudtrail_logs o T ) &S5RI
1 WHERE eventname = 'ConsoleLogin' ol
T—INR—R - and eventtime >= '2021-01-01T00:00:00Z'
and eventtime < '2021-01-18T00:00:00Z";|
default v
Tk Ea—=D:F 48 Y 30T .. = i .
- = vEDOEl | BRIERITRE | R | (RORE: 418, XF v LT —5:14.68 MB) JTYDTA—Y b | | Clear
T — 1 T—7ILD s
F=7L () 7 trk 7 L) DEFTICIE Ctrl + Enter. A— k> —KkICI3 Ctrl + Space & Athena engine version 1  Release versions (&'
v cloudtrail_logs : ERLET
eventversion (string)
useridentity (struct<type:string,principalld: s(-“-_l- %'HH FIEﬁ W O)
eventtime (string) SN ) » S
eventsource (string) R — e / }l/ [ 7 /r e %
; W —
svaninamedising) | | ) REELE TR LA
awsregion (string) ~ username ¥ sourceipaddress ¥ eventtime ¥ additionaleventdata ~
sourceipaddress (string) 1 203.0.113.1 2021-01-17T15:28:47Z {"MobileVersion":"No","MFAUsed":"No"}
useragent (string)
errorcode (string) 2 203.0.113.1 2021-01-17T15:27:58Z {"MobileVersion":"No","MFAUsed":"No"}
errormessage (string) 3 alice 203.0.113.1 2021-01-17T19:30:15Z {"LoginTo":"https://console.aws.amazon.com/console/home?state=hashArgs%23&isauthcode
requestparameters (string) : :
_ 4 203.0.113.1 2021-01-17T23:25:51Z {"MobileVersion":"No","MFAUsed":"No"}
responseelements (string)
additionaleventdata (string)
, ; - e B \\ =X =
recuestid (sring) T—7IILDERIFWVW D TH A HE

© 2021, Amazon Web Services, Inc. or its Affiliates.
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Amazon Elasticsearch Service

« RESTful #8i&ZR /2L > > VElasticsearch® 7)Y % — R —E X
« KFEEHLNDOEETIX MPIERD

BWHEZERLTT 7
¢« AVRFVALAML—UDHFFICEMIRX MHFEE

« Kibanalc K2 FIEAIE (A THF—NEUTFTr) ZHER—
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Amazon Elasticsearch Service }&{Efl

BRBERMEF. T IILE) D TXRGDIERE

— e i
— a° Discover

New _Save Open Share Inspect

o @

[B) v

KQL v ~ 7 months ago - now C Refresh

@ eventSource: s3.amazonaws.com X  eventName: PutObject X = NOT sourcelPAddress: delivery.logs.amazonaws.com X  NOT sourcelPAddress: cloudtrail.amazonaws.com X  NOT sourcelPAddress: athena.amazonaws.com X + Add filte

log-aws-cloudtrail-*

CHANGE INDEX PATT.09;aws-cloudtrail-*

Q

log-*

log-aws-*

log-aws-cloudfront-*
v log-aws-cloudtrail-*

log-aws-elb-*

log-aws-guardduty-*

ra 1 -

t event.action

f

— _
[ eventingested

t event.module

BEOJ D

t user_agent.original

TRy DT aE

@ source.ip

42 hits
06/22 09:28:31 - 01/18 09:28:31  Auto v

Amazon S3MDPutObject T X2 D5
FIE DS %= [R5 L L 726

2020-07-01 2020-08-01 2020-09-01 2020-10-01 2020-11-01 2020-12-01 2021-01-01

@timestamp per day

- _source

6 15:34:14  eyentSource: s3.amazonaws.com eventName: PutObject eventVersion: 1.88 userIdentity.type: IAMUser userIdentity.principalld: AIDARS2N3XG6JBPO467NK
userIdentity.arn: arn:aws:iam::1234567890812:user/blackbelt-admin userIdentity.accountId: 123456789812 userIdentity.accessKeyId: AKIAIOSFODNN7EXAMPLE
userIdentity.userName: blackbelt-admin eventTime: @1/16 15:34:14 awsRegion: ap-northeast-1 sourceIPAddress: 203.6.113.1 userAgent: [aws-sdk-nodejs/2.864.8
darwin/v14.15.3 aws-cdk/1.80.0 callback] requestParameters.bucketName: cdktoolkit-stagingbucket-11a3yvxzo31lfb requestParameters.Host: cdktoolkit-stagingbucket-
11a3yvxzo31fb.s3.ap-northeast-1.amazonaws.com requestParameters.key: cdk/aes-siem/c5025e997989e7d5fde9cff440ec1492b16b08febdfb7c89eced57827bcc1decb.yml responseElements.x-

ocument View surrounding documents  View single document

@id bc1cadfB8-6835-42f8-921a-886c1aef2c34

t @log_s3bucket aes-siem-132778412988-1og

40



Amazon CloudWatch Logs Insights

Amazon CloudWatch LogsRD T — 2 ZIMBED I T E8ZZBVW TR TET 51>
RS T4 7RIV —EZX

. F—ZOO— RPENHTE :
Y= N—LR/TNTE—T R/ERES @/
Amazon
_ CloudWatch Logs
A RAFE Insights
~
—
OJJI—7% X1 SR EAfE 7= T—3%
EIRT 5 IEEI D JI1) 93
© 2021, Amazon Web Services, Inc. or its Affiliates. aWS
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Amazon CloudWatch Logs Insights 1&{E®)

®OOJ 7 IL—T%ZFER

CloudWatch CloudWatch Logs Logs Insights (*E %& \:,E% j:R E-I-) @ ,H\:H Fﬁﬁ % \:,ﬁ% j:R

v 2020-05-01 (00:00:00) > 2021-01-18 (23:59:59)

|

2UP aws-cloudtrail-logs-123456789012 X

1 filter eventName="CreateUser"
2 | fields awsRegion, requestParameters.userName, responseElements.user.arn

I N | e || mE

o4 GIE:-! (4 BREIVRR—KF v vy aR—RIiCEm )

1010—BLELI—RORRQ EZ RS LEERT

22,685 L 11— K (34.3 MB) H' 4.2s @ 5,341 records/s (8.1 MB/s) TRF v EIhF U

§§ YEREABIARD 1 —1 —

58 6 A 7R 8 A 94 10 A 1/E}ﬁ/r/\\\\/ h%*ﬁ*&b
# awsRegion requestParameters.userName responseElements.user.arn E—*ﬁl 'ft, L 7_: % {fi' 1§|J

v i us-east-1

7Z14—=ILER &

@ingestionTime 1610912812229

@log 123456789012 :aws-cloudtrail-logs-123456789012

@logStream 123456789012_CloudTrail_us-west-2

@message {"eventVersion":"1.08","userIdentity":{"type":"AssumedRole","principalId":"AROAIDPPEZS35WEXAMPLE:alice","arn":"arn:a

@timestamp 1610912812177 aWS
© 2021, Amazo awsRegion us-east-1

errorCode AccessDenied

errorMessage User: arn:aws:sts::123456789012:assumed-role/IamAdminRole/alice is not authorized to perform: iam:CreateUser on reso




BBI37 11—/ FIGAEDEHNICE >TRE S

« O VICKHKLIEER
7 — FDREZCEHD F-HFIEOEEF ZHESE L =L
e BEDI—H—XETIP7 RLANSDIRE%RE

HY D

e
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Dﬁﬂ’ﬁﬁ%kﬁﬁ’“‘héﬁﬂiﬁéﬂ’]@74 —JLE

userldentity
e eventsource
« sourcelpAddress

« userAgent
« eventName

* requestParameters

« responseElements
« errorCode
« errorMessage

. orits Affiliates.
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UserldentityE &

e VOITRAMZIToRETI I NILDOFELE(Type) R INIEREEBHRZ RS
 O—JLZFRALETI)IONILZFETDICIE. SHICEMNTEROERIANE

UserldentityZ3= DA

"userldentity": {
e nlﬁ‘zlUSZrI"D,AJ45Q7YFFAREXAM PLE AliCE(IAM:L_-IjS_)
"principalld”: " " o 3 = S
"arn": "arn:aws:iam::123456789012:user/Alice", DERFTHS - EHHD
"accountld": "123456789012",

"accessKeyld": "7,
"userName": "Alice”}

CloudTrail userldentity %
dws

© 2021, Amazon Web Services, Inc. or its Affiliates. 44


https://docs.aws.amazon.com/ja_jp/awscloudtrail/latest/userguide/cloudtrail-event-reference-user-identity.html

O—IZFBLETIONLVERETS (7—2X1)

KIE DM T TIIRoleSessionNamefEAO—ILZFB LT O NILZRT
o NWXRIUXIDFOAVY—IZAWEXTvFO—-)L

¢ AWSUY—=XIZT7ZRyFINFIAMO—=)L Bl : 1 >RE2>7OT71)L)

« RoleSessionNamelc 77U >IN EZSHBEDICEBEINI-SAML/WebID 757 L —>3>
« ConditionlZ T“sts:RoleSessionName”(Z“S{aws:username}’ DIERE %z 5&HI L 7zIAMO — JL(3%)
« FDftRoleSessionNamelZ 71) > N)LZZ & TAssumeRoledI N7 —X

R

JUIoNILEFSELEZVWO=IILAETLIEARY R COENSO—)LEFELT-
"userldentity": { =) >SN EFEER

"type": "AssumedRole",
"principalld": "AROAXXXXXXXEXAMPLE: RoleSessionName ",

"arn": "arn:aws:sts::123456789012:assumed-role/role-name/RoleSessionName ",
"accountld": " 123456789012",

"accessKeyld": "ASIAXXXXXXXEXAMPLE
XIAM O— )Lz AL TEITSNZT7 V230 %#HBE9 5 1D ZHEICHE

© 2021, Amazon Web Services, Inc. or its Affiliates. aWS
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https://aws.amazon.com/jp/about-aws/whats-new/2020/04/now-easily-identify-the-identity-responsible-for-the-actions-performed-using-iam-roles/

O—IZFBLETIONLVERETS (7—2X2)

W< DD DHETHE R BE.

fc 21X, g BAssumeRoler R k% 4FE L UserldentityER = FEER T

TN ESELEEVWO=-ILAEGTLEAIRY

"userldentity": { X—ENE R LR
"type": "AssumedRole",

principalld": "AROAIDPPEZS35WEXAMPLE:MySessionName",

"arn": "arn:awglts::123456789012:assumed-role/RoleToBeAssumed/MySessionName",
..account'd 3 AssumeRole-r N>
accessKeyI Y

"userldentity": {
"type": "IAMUser",
"principalld": "AIDAAAAAAAAAAAAAAAAAA",
"arn": "arn:aws:iam::123456789012 :user/Alice",
OIS BID%E IE § "userName": "Alice”},
eventName": "AssumeRole",
ccountld" "responseElements": {
"userName": "R "assumedRoleUser": {
"assumedRoleI

"sessionls er":{

)

K—ERE R A
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—BEORMNFEIL > KFUA. ARN

IAM DA 1—H—, JI)L—7. O—Jl. R)>— A2 XAFATAT7AINGE =
ERRTREE. FVY—XICIFRDEKE SO LG—EDEFHEIDHETENS

IAM—% —DO—E DA F5 IAMO—JLDO—E DR F5
AIDAJQABLZS4A3QDU576Q AROAIDPPEZS35WEXAMPLE

TL 74 0 RAXLFIEIY —REA T%=RT

Z< DBE. “Alice”’D &S5 TL Y RIUZE ARNEBWTERIRIEESH _EU);EJZ
AMFIIATDEL DT — ZL%MT%%@Rb%—ELﬁﬁﬁé K%T EX 93

e IAMIA—H—-%ZBIRALTVWERT—XICEIT3. BIRRRIO A—H—  BIERE
D1—H— RE

—REDERIF

dWs$s
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https://docs.aws.amazon.com/ja_jp/IAM/latest/UserGuide/reference_identifiers.html

errorMessage/errorCodeE3%

e JIUTITRAMIWIT—%IRITIBEICFDFHEZ L/
e H—EXRICE-oTHATE 71— ILROERINELS

» REUDT s —ILRELTUHRETZ/NZ—
 responseElements D—afE L TIRET /N7 —
- errorMessage/errorCodeFELBWVWARY MIU T X MIKIILTWS
MERAEBICED 7 IV EAF—DIEN TS — &% > 1Bl

"eventName": "CreateAccessKey",
"errorCode": "AccessDenied",
"errorMessage": "User: arn:aws:iam::123456789012:user/alice is not authorized to perform:
lam:CreateAccessKey on resource: user alice",

© 2021, Amazon Web Services, Inc. or its Affiliates.
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E=-2V>2J. BRBMDATYTT7vT

© 2021, Amazon Web Services, Inc. or its Affiliates.
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E=AYVG. EBEBEAMICAWSNhS—E X8
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BZRRF DY — E R 0EEE REARER T — E X PiEE

2

Amazon AWS CloudTrail Amazon CloudWatch Amazon
GuardDuty Insights Logs Elasticsearch
\ Service .
A A

@l

H—EXZENELT HDHT HBRE=2) T ANZXLD

BEMIZCEZ=S2U 2D AT T UREKHIDBLE
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Amazon GuardDuty & (&

c EXaVTADEEISBREZEMT HAWSY RX—I FH—EX

- EE uﬂ)%%IPJ SLX ERRE. BRFELEOMEEBHI TV VX%
ERH L TEBRZ 585

. IDS/IPS@&:'C*%L_#J‘%’ELL\AWSOD773'7/ e NT Y FDIRE 9 S

ZEOES 2Y—-2 Findings

adWs ‘ Threat intel,
— ML/AI

Flow logs Anomaly
Detection

MEDIUM
1UVRARAVREE =) DNS Logs .
Amazon ’
GuardDuty

-—-’

M

THAIDEINT Y MRE kel CloudTrail Event

dWS
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AWS CloudTrail Insights

BEARY FZBEFRICOIT L TEEDEEDONR—X 51 &L, APId—)L

I~
L—FDEBLH/INT—>2%KH Runinsntaces API®D
d—J)LL—FEE%

Insights (7) % C ARYIEYYYO—-R v o
= ) s 'lﬁ L/EEE;E,\ L/ TL_1§IJ
B Insights 757 &%
30m 1h 3h 12h Custom 1 {e}
IRV M AR hBIRIZ ARV Y =R API J—)LL—hD... 2020-12-23 (08:18:30) > 2020-12-23 (11:18:30) &
10 1
Terminatelnstances December 23, 2020, 10:10:00 ... ec2.amazonaws.com 300% 1 %
e
PutEvaluations December 23, 2020, 09:50:00 ... config.amazonaws.com 120% 1 H 8
Runinstances December 23, 2020, 09:48:00 ... ec2.amazonaws.com 500% 1 ‘g‘
T 6
<
ARV (10) 8 @© BRUKAVTA MR MEHIBT 3R hOBERT | 1AY M EFI¥O-F v | S
4
ARV N v  Q Runinstances X 1 %
=~
i
ARV & ARV SRS 1—H—% ARV RV =R YYy—294147 @ 2
To)
Runinstances December 23, 2020, 09:48:24 ... Bob ec2amazonawscom AWS::EC2::VPC, AWS::EC
Runinstances December 23, 2020, 09:48:22 ... Bob g_c_Z_._a_r_qq;g_r]@yg._cgrn AWS:EC2::VPC, AWS::EC 0
08:30 09:00 09:30 10:00 10:30 11:00
Runinstances December 23, 2020, 09:48:22 ... Bob g_c_Z_:a_r_r]qgt_Jﬁr@ws_‘_c_qr_r] AWS::EC2::VPC, AWS:EC2: Dec 23’ 2020
Runinstances December 23, 2020, 09:48:22 ... Bob g_c_Z_A_a_r_r]a_gp_n_qw_s_._c_qr_r] AWS:EC2:VPC, AWS::EC2:
© 2021, Amazon Web ec2.amazonaws.com_Runlnstances
Runlinstances December 23, 2020, 09:48:22 ... Bob ec2.amazonaws.com AWS:EC2:VPC, AWS:EC2: 5 3

Runinstances December 23, 2020, 09:48:22 ... Bob ec2.amazonaws.com AWS::EC2::VPC, AWS::EC2:



Amazon CloudWatch Logs & (&

TFEDNDIL—X fB. ELEINFZ—2ZRDF31HICO0TZ)T7ILEZALT
EZ R VT TBEIR—TU R —E R

CloudWatch > Log Groups > PostgreSQL1 > PostgreSQL-Logs

Expand all @ Row Text c & @
“LOG” all 30s 5m 1h 6h 1d 1w custom
Time (UTC +01:00) Message
» 16:17:43 2019-05-17 ::: @ >LOG: database system was shut down at 2019-05-17 16:17:42 EST
» 16:17:43 2019-05-17 ::: @ >LOG: MultiXact member wraparound protections are now enabled
» 16:17:43 2019-05-17 ::: @ >LOG: database system is ready to accept connections
v 16:17:43 2019-05-17 :: [unknown] : [unknown] @ [unknown] >LOG: connection received : host=12:--

2019-05-17 :: [unknown] : [unknown] @ [unknown] >LOG: connection received : host = 120.154.68.29 port = 56329

© 2021, Amazon Web Services, Inc. or its Affiliates.
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Amazon CloudWatch Logsic &k 3 E=4 1) > 5 fil

X—LBRIDS A ARY A 1=
RELICrERET3

f

G

Amazon SNS
E X—)L@%

© 2021, Amazon Web Services, Inc. or its Affiliates.
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CloudWatch LogsicOJ % X5
% &SI CloudTrail 5% EJ 3
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CloudTrail
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CloudWatch Logs TB3LDICT1ILR2ZER
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Amazon CloudWatch Logsic &P E=R2 U VI NR—2

Dl

JI— 7 HDOY FTOIRIE

IAM/ ) —DHIBR., &

° Iltypell:ll Rootll

CloudTraili B ZEH
 StoplLogging
 DeleteTrail
 UpdateTrail

DeleteGroupPolicy
« DeleteRole
« DeleteRolePolicy
« DeleteUserPolicy
*  PutGroupPolicy
« PutRolePolicy
 PutUserPolicy

A ARIZVADE
 Runlnstances
« Createlnstances
 Launchinstances
« Terminatelnstances

lc

B, &T

?““1’E0)9&E$( I5—
Unauthorized*

 errorCode

* AccessDenied

 Failed authentication

*‘J FO—OBREE

© 2021, Amazon Web Services, Inc. or its Affiliates.

AttachinternetGateway
« AssociateRouteTable
* CreateRoute
* DeleteCustomerGateway
« DeletelnternetGateway
« DeleteRoute
* DeleteRouteTable
« DeleteDhcpOptions

DisassociateRouteTable
CreateNetworkAcl
CreateNetworkAclEntry
DeleteNetworkAcl
DeleteNetworkAclEntry
ReplaceNetworkAclEntry
ReplaceNetworkAclAssociation

dWs$s
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SIEM on Amazon Elasticsearch Service (Amazon ES)

e AWSH—EXOOJDRIfR{bLYtXxa )Ttz ITBZIZTF>TL—F
e F70O-1IZAWS CloudFormation Z BUL\#209 TR T

« SOWNHROOT%E SINTY MIITVRR—bTBEITT, EREEOOT I
9 3BT (EBREADE v 2ah—RICK B ER{IEDAIRE

(o) (& aesadmin

7

CloudTrail - Userldentity.arn

userldentity.arn: Descending Count
CloudTrail - AWS Account(Bar) e 1 2321 arn:aws:sts::945¢ 175:assumed-role/MyAdminForEC2/i-052272ad09476559a 1747174
@945 S Unauthorized API arn:aws:sts:1953 34:assumed-role/MySplunkRole_nakajiaklog/splunk_ta_aws 1409327
® 1953 4 C
; : : alls - Count . i "
o 2000000 $ e . - . arn:aws:sts::592€ 05:assumed-role/MySplunkRole_nakajiaklab01/splunk_ta_aws 786565
E ® 592¢ 5 Loggoﬁjar:lted Root Login - Count L : i
3 oS = ® 796¢ n arn:aws:sts:945¢ 175:assumed-role/MySplunkRole_nakajiak/splunk_ta_aws 769275
- 9l ¥ arn:aws:sts::7964 i71:assumed-role/MySplunkRoleForEC2/i-018064183f9064bb0 326588
CloudTrail -Source Countries CloudTrail - Source IP CloudTrail - Source Countries(Geo)

® United States

Source Count
- ® Japan o
52.3% 135 2760483
@ South Korea e
52.27 2 1747174
@ Ireland

u ASIA
Gabore 3421 25 374331
© Singapore SG Changed - NACL Changed - Network Gateway Route Table VPC Changed - S3 Bucket
@ Brazil 1817¢ 35 55876 S Count Count Changed - Count Changed - Count Count Changed - Count
5419 229 27980 o
CloudTrail - Source AS 13.23 54 25542
® AMAZON:02 1323 38 23972
@ So-net Entertainmen CloudTrail - Event Name(Pie) CloudTrail - Event Name(Area)
18187 5 22097
@ AMAZON-AES g = 436 ® DescribeConfigRu... @ DescribeConfigRu..
181 1 =
= =5 @ ListFindings @ ListFindings
5421 76 20823 ““ <~ b 9 65500 9
OCEANIA ‘ RN @ PutObject . @ PutObject
> X c
7 p 3 Ale
Exoort: Raw & Formatted & WA ® GetObject S . @ AssumeRole
1 @ AssumeRole 200000 @ Decrypt
@ Decrypt @ GetObject
@ HeadObject ° 2020-05-01 00:00 020-05-05 00:00 2020-05-09 00:00 @ HoadObject

© 2021, Amazon Web Services, Inc. or its Affiliates.
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Key Takeaways

FINR—RTA2 LT IOJDERECEBRMOBERME] h5H S

« IANRTDHAWSY — 3> TAWS CloudTrail DEEFFD BRI
«  Amazon GuradDuty® Bz

i TAWS CloudTraill TOEXa )T DRI N TS 0F57 4 X1 ZHDIAD

SHIC THRE. EZ2U 27, BRELE] ORFGHIREZED S
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AWS CloudTrail X a V5Tt DRA TS99 7 1 Ak

EHAP L U—Tib TN zAmazon S3/\Tw kAD

« AWSKMSTEEINI-*—%Z2FHLEY—/\—A0D
9771 )% REFET 3Amazon S3/N v kT MFA Delete Z#BICcd 3
G774 Z2REFTBAMazon SAINT Y FTHA TSIV MDA THAUILE

IH%ZEI D

7 ECEx
=1t

G774 I % REFT D Amazon S3INT Y FADR/NEDEIET 7 X EIE

« AWS CloudTrailNiFteT7 7t X (] : AWSCloudTrailFullAccess7 ) —) #

SUN|e
Hx AWS CloudTrail TOEF a2V T DRI SS9 FT1 R

© 2021, Amazon Web Services, Inc. or its Affiliates.
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https://docs.aws.amazon.com/ja_jp/awscloudtrail/latest/userguide/best-practices-security.html
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Q&A

CBFEANDEEIE
AWS Japan Blog 'https://aws.amazon.com/jp/blogs/news/| =T
®wHEB/BELE I,

BlZzRITF52eHTETET !
- ETAALEBRIG. FEBICLHIRZIAEFCA | Qe i,

. A2%0OO—R<wv AICET 28I @ Bz A7 e
BEZTEEFRADTITETIL @Sendz 77

Twitter /\w> a2 J3UTZ= CHFHBLIEIL
#awsblackbelt
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