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AWS Security Hub Overview
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Problem statements

Large volume of 
alerts, and the 

need to priorit ize 

and take act ion 

3

Dozens of security 
tools with 

dif ferent data 

formats

2
Many compliance 
requirements, and 

not  enough t ime 

to build the 
checks

1

Too many 

security alerts

Too many 

security alert 

formats

Backlog of 

compliance 

requirements

Lack of an 
integrated view of 

security and 

compliance across 
accounts

4

Lack of an 

integrated view
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AWS Security Hub overview
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Rollout plans and pricing
Supported Regions (18)

• Asia Pacific (Hong Kong)
• Asia Pacific (Mumbai)
• Asia Pacific (Seoul)
• Asia Pacific (Singapore)
• Asia Pacific (Sydney)
• Asia Pacific (Tokyo)
• Canada (Central)
• EU (Frankfurt
• EU (Ireland)
• EU (London)
• EU (Paris)
• EU (Stockholm)
• Middle East (Bahrain)
• South America (Sao Paulo)
• US East (N. Virginia)
• US East (Ohio)
• US West (N. California)
• US West (Oregon)

30-day 
free trial
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Partner integrations (41 total external partners)

Firewalls

Vulnerability

MSSP

Endpoint

Compliance

Other

“Taking Action”

AWS 

Security 

Hub 

Amazon 

CloudWatch 

Events

Event 

(event-

based)

Forwarding findings into AWS Security Hub
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Setup and multi-account
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Insights
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Standards
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PCI DSS 3.2.1 History
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AWS SAS ProServe Team

AWS Security Assurance Services, LLC 

✓ Who we are:
• A PCI DSS Qualified Security Assessor Company (QSAC)

• A wholly owned subsidiary of AWS, positioned as a GSP in the 
Security & Infrastructure (SRC) group. 

• PCI Qualified Security Assessors (QSA’s) certified by the PCI SSC

• Launched in July 2018, QSAC in October 2018

• 12 experienced PCI QSA’s across the US

https://w.amazon.com/bin/view/AWS/Teams/Proserve/SRC/SAS/
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QSA Validation and Input Processes

1. Can the PCI 

requirement be 

checked 

automatically?

2. Identify 

relevant AWS 

services

3. Identify 

existing Config 

rules

4. Define 

requirements for 

new rules to be 

added later

Out of scope for 

Security Hub 

checks

No Yes
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AWS Security Hub PCI DSS User Guide structure
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Demo
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Customizable response and remediation actions

1. All findings automatically send to 
CloudWatch events, and

2. Security Hub user can select findings in the 
console and take a custom action on them. 
These findings are sent to CloudWatch 
decorated with a custom action ID

3. User creates Amazon 
CloudWatch Events rules to 
look for certain findings 
associated with a custom 
action ID or findings with 
specific characteristics.

4. The rule defines a 
target, typically a 
Lambda function, Step 
Function, or 
Automation document

5. The target could be things 
like a chat, ticketing, on-call 
management, SOAR 
platform, or custom 
remediation playbook

Automation document

AWS Step Function

Lambda function

Rule

Amazon 

CloudWatch 

Event

AWS Security Hub 

Custom 

Remediation
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Additional Resources for Remediation 

Webinars and videos:
• Taking Action on Security Hub findings (with customer use cases presented by 

Northwestern Mutual and HERE)

• Security Hub best practices

• Remediating GuardDuty and Security Hub findings

Blog posts:
• Automated response and remediation with Security Hub

• Getting started with security response automation

https://www.youtube.com/watch?v=kD6JdUAKdV8
https://pages.awscloud.com/10-Best-Practices-for-Using-AWS-Security-Hub_2019_0810-SID_OD.html
https://www.youtube.com/watch?v=nyh4imv8zuk
https://aws.amazon.com/blogs/security/automated-response-and-remediation-with-aws-security-hub
https://aws.amazon.com/blogs/security/how-get-started-security-response-automation-aws/
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Demo - CLI
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Wrap-Up
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