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Agenda

• Introduction

• How it works 

• Demo

• Service details

Presenter
Presentation Notes
Shout out to team
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Investigation challenges

Skills shortageComplexitySignal to 
noise ratio 

Costs

Presenter
Presentation Notes
Over the course of the last 2 years we talked to many customers and a consistent set of obstacles emerged.First customers love the fact we log all activities but they want help in converting that noise to more signalSecond they have told us the provisioning, parsing, developing analysts and purpose built visualizations is hard and requires constant care and feeding.Third customers are challenged with skills security analysts and they want those analysts focused on providing business knowledge to analyze security concerns Lastly customers are forced to make tradeoffs based on cost – sometimes they don’t process certain logs like VPC flow or they reduce the retention of those sourcesSo today we are introducing Detective to help democratize security investigations
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Amazon Detective

Quickly analyze, investigate, and identify the root cause of security issues

Built-in data collection Automated analysis Visual insights

Presenter
Presentation Notes
We do all the heavy lifting of provisions processing and storing logsWe take those logs and extract important records and combine them into a federated viewThen present them in an organized  time series view that power investigations and reduce mean time to respondOut of the box we keep this information for a full year so you can historically go back in time
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Amazon Detective example use cases

Alert 
triage

Incident 
investigation

Threat 
hunting

Presenter
Presentation Notes
You may be organized with tier one analysts Or you may have a small team that is responsible for all of it
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Amazon Detective example use cases

Finding investigation 

Alert 
triage

What happened just before?

Are these call failures common?

How much data was sent?

Is this traffic normal?

Presenter
Presentation Notes
Accelerate triage and avoid unnecessary escalations - from 30 minutes to less than a minute
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Incident scoping

Amazon Detective example use cases

What other principal IDs were used?

What other instances communicated with that IP?

What API calls were made from that IP?

Do the calls indicate reconnaissance? Incident 
investigation

Presenter
Presentation Notes
Improve context and surface correlated behavior - Investigations from days / weeks to hours.
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Indicator search

Amazon Detective example use cases

Did this suspicious user agent issue any 

API calls?

Did this IP address from our threat 

report communicate with any of 

EC2 instances over the last year? 
Threat 
hunting

Presenter
Presentation Notes
Simplify data collection, aggregation and pivoting - Allows analysts to be proactive / test hypotheses
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How it works
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Amazon Detective processing flow

Collects telemetry 
from AWS sources

Visualizes context 
and behavior

Process data with 
analytics 

Continuously 
aggregates data 
into graph model
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Multi-account telemetry collection

Account User 1

User 2

User 3

AWS 
CloudTrail

AccountUser 1

User 2

User 3

VPC Flow 
Logs

Account

User 1

User 2

User 3 

VPC Flow 
Logs

VPC Flow 
logs

AWS 
CloudTrail

Security Behavior Graph 

Amazon 
GuardDuty AWS 

CloudTrail

Amazon  
GuardDuty

Presenter
Presentation Notes
Approach to collection is multi-account by natureDetermine which accounts you’d like to collect telemetryAnd an account where you’d like that telemetry aggregatedFor those familiar with GuardDuty – which by the way: show of hands how many of yo…. ??So if you’re familiar with guardduty’s master / member model – it’s a similar approachNow also aligning with GD, our initial telemetry sources are VPC Flow Logs, Cloudtrail management events and GD findingsWe are collecting the telemetry data directly from CT and VPC on your behalf – there’s nothing to configure If you don’t have GD turned on everywhere, thatAs you might guess, that list of sources will continue to grow – especially as we hear from our users needAs the data streams in, we continuously blend it into the sec behavior graph
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Security Behavior Graph

Role

User

Instance

IP Address

Bucket
Finding

Finding
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Can you see the traffic flow between the IP and the instance?

Presenter
Presentation Notes
Here’s a small graph picture – imagine this it shows IP addresses, instances and users – Obviously smaller than probably anyone’s account here in the audienceBut in looking at a picture like this, could you easily spot the traffic flow between an internet IP and an instance?How much is flowing? When did it start?  Is it normal?Not so easy
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How about now?

Presenter
Presentation Notes
For each instance comm wit this iPHow much traffic, what did the pattern look like Go further back in time and see more What it’s cycle of behaviorNow for those of you who do like to explore graph – while you won’t see that visualization in our preview – please stay tuned, we have a lot more in store for you.



© 2020, Amazon Web Services, Inc. or its Affiliates. All rights reserved.

Powered by data scientists

Time series analysis Data stream analytics

Behavioral baselines Distributions

Presenter
Presentation Notes
Now let’s talk about analyticsAs security practitioners we collectively raise our skeptical eyebrows when we hear about how machine learning finds all the bad things for you as if by magicEven though we’re here in Vegas, I’m not going to tell you we’re magiciansHowever I will tell you that we have a team of data scientists that are working alongside our own sec practictioners to apply analysis techniques where they are most helpful 
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Visualized for security analysts

What happened just before?

Are these call failures common?

How much data was sent?

Is this traffic normal?
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Demo
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Amazon Detective workflow integration

Investigate 
resource

Investigate 
finding

Investigation 
task 

SIEM / Alert 
Console

Orchestration / 
Ticketing System

Share URL
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Amazon Detective integrations and managed services
Technology partners Services partners
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Getting started

Simple multi-account management

30 day free trial and cost estimator

2 weeks of preloaded data 

Presenter
Presentation Notes
Simple enablement30 day free trial 2 weeks backfill 
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US-East Pricing 

What’s included

• Data sources

• Amazon Virtual Private 
Cloud (Amazon VPC) Flow 
Logs

• CloudTrail management 
events

• GuardDuty findings

• 1 year of Security Graph data

Price

First   1000    GB/month $2.00 / GB

Next   4000    GB/month $1.00 / GB

Next   5000    GB/month $0.50 / GB

Above 10000  GB/month $0.25 / GB

Presenter
Presentation Notes
If you generating 10 TB No content to write No analytics to trainNo visualizations to develop Available for a year
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Preview available in 5 regions

Oregon

Northern 
Virginia

Ireland

Tokyo
Ohio

General Availability (GA) in all commercial regions Q1 2020
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Learn more and sign up
aws.amazon.com/detective

23

Presenter
Presentation Notes
CTAs:Partners engageLearn more 
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Q&A
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