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Presenter
Presentation Notes
-  Hello everyone , this is your host , Neel 
-  Welcome, to the 1st IoT Tech Talk, of 2020 
-  Wish all of you a Happy and Healthy New Year 
-  Now You are here, I assume, you are connected with smart home / IoT / Voice industry, in some way 
Either you are a manufacturer, supplier, OEM , partner, or a developer who wants to build voice based solutions 
So this session, is perfect for you, as you will learn
how using AVS  &  IoT services, you can build voice controlled devices for your customers 
I really love the fact , that technology has brought us to a point, where billions of people have a voice and each voice can be heard and be acted upon
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 Alexa Voice Service (AVS) Overview
« AWS loT Overview
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 Reference Architecture
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Presenter
Presentation Notes
300 level session , basic familiarity with  AVS & AWS IOT
Incase not, we will start with a quick refresher 

For AVS – you will learn , how microcontrollers with < 1 MB of RAM can run Alexa
For IoT -  you will learn , how to build , manage and operate all these V devices securely at scale 

Real world design patterns – help understand - use Alexa & IoT services – in conjunction
Reference Architecture 
Demo 
Share resources - help you - build the next cool product

Sounds Exciting , lets get rolling 



Alexa Voice Service (AVS)


Presenter
Presentation Notes
-  Voice has fundamentally changed , the way people interact with tech
-   AVS is the brain of any voice product, that has Alexa built-in 
like the Echo family or 3P products from Bose , LG , Sonos , Vizio 
- My mom - not tech savvy - turn on lights / tv/ lock doors with alexa now
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Presentation Notes
If you use Alexa in some form , you might know
2 categories of Alexa devices 
Alexa built in and Works with Alexa 
She is curious why she cant talk to the lights directly and have to go a echo to do all this stuff 
That’s a valid question , to understand that , lets see what capabilities are there on the device and AVS 






Alexa Voice Service
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Presentation Notes
- So what’s that magic 

When you say Alexa *
Wake word engine , gets triggered, speech gets captured via microphone , user utterance is send to AVS 
Speech platform acts as the orchestrator for the requests (events) and responses (directives)
-  Speech platform uses ASR to convert the audio waveforms into text
-  Speech platform  then uses NLU to infer the intent of user utterance 
-  Once the intent is understood, respective Skills are invoked 
And the directive is converted from text to speech , streamed back to device as audio wave, played through speaker 

As you can see , we have simplified the interaction model between the device and Alexa voice service 
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Presenter
Presentation Notes
Lets talk about the device side, which as a developer you should be familiar with 
Device has to run a C++ device sdk 
user utterance -> Audio signal processor -> Shared data stream 
Shared data stream – temporary buffer that pulls in audio data and discarding it
Wake word engine – constantly examines if the data stream has the Alexa trigger word in it 
Audio Input processor – sends audio data to cloud , after the trigger word is invoked 
ACL – Persistent downstream channel to send the events to Alexa and receive directives 
ADSL -  Sequences the directives received from the cloud
Capability Agents – Different capabilities at the same time, like playing music & reminder 
AFML – controls which capability agent may use the media player , interrupt handling and prioritizing interactions
Finally the response is played back through the speaker 



Why isn’t every smart-home device an Alexa Built-in device?

**On-device Resource Limitations

“*High Production Cost

“*High Complexity
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Presentation Notes
-     But coming back to my mom’s question, why do you need the echo device to turn on the light ? 
-     Why cant you talk to the light directly ? 

Smart home devices like bulbs are built with low-cost microcontrollers (MCUs) 
limited compute and memory (upto 1 MB)
Current AVS device sdk > 50 mb memory running Linux

-      Leads to high engineering bill of materials (eBOM) cost & higher MSRP for the product
Alexa is evolving , so we keep on adding features and capabilities 
Engineering Skillsets to build  and maintain these devices 
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Presenter
Presentation Notes
So what can be done to solve these problems 
Our Engineering team cracked this problem 
Offload compute and memory intensive operations from the device sdk to cloud
Keeping the low latency , great customer experience 
Called AVS for AWS IoT (AIA)
Offloaded 
Wake word engine 
Audio Input processor 


Alexa Voice Service

A 5
Alexa Device Event : : Directive

AIS to AVS : AVS to AIS

Amazon Managed 3 &
AWS loT Core AWS loT Alexa IOT
MQTT Service (AlS) LEGEND

Amazon Provided
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Benefits


Presenter
Presentation Notes
-   Lets look into the benefits in more details



Reduce cost, simplify integration

Tap to talk

-~

Client software

o« AWS IOT SDK (MQTT)

e Lightweight media player tor
OPUS playback

« Audio buffering

* Login/authentication

~

Far-field voice pickup

-~

Algorithms

e Wake word
e Audio frontend — 2+ mics
e Beam forming
* Noise suppression
e Acoustic echo cancellation

.

~

v

dWs$s

\—/‘7


Presenter
Presentation Notes
We are trying to help you to reduce*
Alexa experience 
Push to talk , all you do is connect to AWS IoT Core 
Implement OPUS , open source library
Audio Buffering 
LWA 

Far field, play music or talk over music 
Audio Algorithms , wake word
So what kind of hardware you need for either of this products 

Both of these use cases can be supported on mcu


Reduce hardware footprint

AVS for AWS loT AVS Device SDK

Interaction Model

Touch or Voice initiated

Touch or Voice initiated

ARM M7 or equivalent

Processor ARM M4 + AFE DSP ARM Cortex 'A' Class
T1MB for ARM M7
el 500KB for M4 + AFE DSP Sl
Target OS FreeRTOS Linux

Connectivity

MQTT over Wi-Fi

HTTP/2 over Wi-Fi

# of Microphones

2+

2+

Speaker

Optimized for speech playback

Optimized for speech and
music playback
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Reduce Device Hardware Footprint
Touch initiated – ARM M4 with 500 KB RAM 
Far-field voice initiated (ARM M7 with 1 MB RAM or ARM M4 + External DSP) 
Runs on FreeRTOS and works over MQTT 
Smaller devices like switches, lights , thermostats can have built-in alexa

Larger devices - Wireless speakers – great speaker experience -  AVS Device SDK
Runs a linux grade os – and supports http/2
Toda’s discussion, we will focus on AVS for AWS IoT 



And many others

1 persistent network connection

1 codec on device

1 single speaker "stream”

Authentication through AWS loT Core

Significantly less compute & memory required
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Traditional avs clients needs multiple connections for music / alarms / speech /auth ( token refreshes  )
1 codec OPUS - vs multiplecodec support like AAC , MP3 , etc 
1 speaker  stream – vs multiple for  media mixing  
Example if music is on , and alarms starts playing, which stream gets the priority  
AVS clients uses oAuth , and thus it needs hourly  token refreshes 
- This request contains
Initial LWA tokens so that AVS for AWS IoT Core validate Customer Registration
Device’s public key
AWS IoT Core information corresponding to the device

- The response contains
Server’s public key
Device’s newly provisioned ”topic root” so that it can talk to AVS for AWS IoT Core
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& iDevices

%

Problem

iDevices was looking to expand their smart home
portfolio to include a product with onboard voice services.
In-house engineers and designers developed Instinct™, a
smart light switch with Alexa built-in. With the backend
infrastructure and industrial design complete, the team
needed to choose a cloud-based platform to execute and
analyze loT features.

Solution

iDevices chose AWS |oT, which serves as the cloud-based
messaging protocol to enable Alexa voice services,
lighting control, and motion sensing functionality. Instinct
allows users to invisibly integrate the power of Amazon
Alexa throughout their homes and reap the benefits of
whole-home voice control without sacrificing valuable
counter space.

Impact

Instinct is the first of many innovations driven by the
combination of iDevices' vast loT expertise, and Hubbell's
130-plus years of electrical manufacturing and
distribution experience. By employing AWS loT, iDevices
was able to accelerate time-to-market and optimize
infrastructure costs.
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Presentation Notes
I hear you , you want to see it in action 


AWS loT Services
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Presentation Notes
Recap of AVS 
How does AWS IoT services helps ? 


loT virtuous cycle

AWS loT SiteWise
AWS loT Analytics
AWS loT Events

AWS loT Things Graph

AWS loT Core

AWS loT Device Management

AWS loT Device Defender

Analytics
Services

N1 =——

Intelligence
and outcomes

Connectivity
& Control
Services

Software

Amazon FreeRTOS
AWS loT Device SDK
AWS loT Greengrass

AWS loT Device Tester
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Presenter
Presentation Notes
Once devices on the field, they can be there for many years like bulbs / switches at home
So there need to be way to deploy and manage  the lifecycle of these voice controlled devices 
Thus we have built diff services across device , control and data layer , refer to as virtuous cycle
This session is not about, diving into all of these services 
Rather we will talk about different design patterns that leverages some of these services 
Marked in amber 


Life of a Voice Controlled Thing

Data

Organize

Manage

Secure

e

Analytics
Services

@
o e

Connectivity Intelligence Device
& Control and outcomes Software
Services

Provision

Connect
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Presenter
Presentation Notes
Device layer – Provision & Connect 
Connectivity Layer – Organize , Manage, Secure 
Analytics – Telemetry , Events 



Design Patterns



o Jd

IO

Device
Software

Provision

Connect
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Presentation Notes
10 mins 
- start with the devices layer
- This is where you -  provision and configure your devices to connect to cloud 



Bulk provision your fleet

k| . h
-G — i —
* =
CA AWS loT Core Provisioning Alexa
template device (s)

|

Parameter file
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Choose CA (AWS / BYO)

Create thing (s) / thing group

Create certificates, keys,
policies

Attach policy to certificate /
thing group

Embed keys / certificates on

the device
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Presentation Notes
1st scenario –  you are a manufacturer - build light bulbs
-   Bulbs use X509 certificates for TLS authentication
Generate certificates using IoT CA or your own CA 
create a provisioning template - created the different resources
create a parameter file - device metadata 
Trigger the workflow - create resources like *
Certificate signed by AWS CA 

-  You take all those certificates  - emded into smart light bulbs – application logic
-  bulbs  can communicate to cloud and vice versa – mqtt







Provisioning Template

'Parameters" : {
"ThingName": { "Type" : "String" },
'SerialNumber": { "Type" : "String" },

. "Location" : { "Type" : "String",
Parameter File Defat W)

"CSR":{ "Type": "String" }

{"ThingName": "device 1", "SerialNumber" "123" "CSR" "csr1'} %R
esources": {

{'ThingName": "device2", "SerialNumber". "456" "CSR" "csr2'} 'thing' - {
"Type": "AWS:1oT: Thing",
"Properties" : {
"ThingName": {'"Ref" : "ThingName'"},
'AttributePayload" : {
‘version': 'v1',
"serialNumber" : {"Ref": "SerialNumber"}
7
"ThingTypeName" : "lightBulb-versionA',
"ThingGroups": ['v1-lightbulbs" {"Ref" : "Location"}]
}
I

‘certificate’: {  '"Type": "AWS:loT:Certificate’,  "Properties": {
"CertificateSigningReguest": {"Ref" : "CSR"}, 'Status"  "ACTIVE" b

dWs$s
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This is how they look 
Parameter file – explain
Template - explain 
advantage - AWS undifferentiated heavy lifting of managing certificate lifecycle 
certs - activate / deactivate / revoke / rotate
For customers - No PKI needed
You can use this approach for 1 crib or 1 million cribs  

- Valid for for greenfield environments 
- Easy way to update cribs 


Register voice product

O alexa voice service

ﬁ* Products Analytics Resources Support Settings

Products

Product Name Product ID Amazon ID

test test A2ZN9SSPEKSKM1

Is this device associated with one or more AWS loT Core Accounts? *

@) Yes

No

Please provide your AWS Account ID[s] (comma separated)? *

Category

Wearables

Q )

Signed in as Administrator at Sanjay Devireddy

CREATE PRODUCT

Registrations (Lifetime)

dWs$s
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Connect fleet to voice

Alexa Voice

Embedded Service

Application Code )
Device Maker's AWS

L/ Account
TLS / MQTT Alexa Messages

/ Reserved AVS : ‘ : O a \.E’Ka

Integration for

A

loT Core Topics

ﬂﬂﬂ = AVS Registration

AWS loT Core Endpoint

A

o

e —
= =R
. 2 Login with
Companion amazon

App T e O

A
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Presentation Notes
Connect your fleet to Alexa voice service 
AVS for AWS IoT has three components:
Application code running on amazon freertos 
A set of reserved MQTT topics on IoT Core to transfer audio messages between Alexa enabled devices and AVS.
On the cloud, Tasks related to media retrieval, audio decoding, audio mixing, and state management 
APIs that support receiving and sending messages over the reserved topic
Companion App to register this devices with your Amazon account 


Secure
Organize
Manage

Y

—>

~_

Connectivity
& Control
Services
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Presentation Notes
20 mins 
- So now you have connected your light bulb or fleet of bulbs to IOT Core 
- lets discuss how you securely control them


N End to End Encryption

Device A Topics

AlS Device A ($awslalexalais/.../[<clientid=>/...)

Partner AWS ® A E S - G C M

Account
MQTT

MQTT
MQTT | e Shared key

« Key is only kept by the
Device B Topics device and AVS for AWS

AIS Device B ($awslalexalais/.../<clientid=/...)

() )k MQTT loT Core
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AWS IoT Core Connections are TLS protected



5
$aws/alexa

/ais

/<envelopeVersion>

/<clientld>

Data Type Key:
JSON
Binary

Note: White indicates
that a topic should not be
directly subscribed to and
that its data format is
undefined.

Encryption and
Authentication Key:

IAM Permissions

Note: All topics are TLS-
encrypted as part of the
MQTT connection. These
are in addition to TLS.

/connection

/capabilities

/microphone

/speaker

Topic Namespace

Control Topics
/connection
/capabilities
/directive
/event

Data topics

/speaker
/microphone
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Presentation Notes
Reserved topic namespace 
Once the topic namespaces are implemented, fully functional devices 
Control topics  
Connection – Establish a session between the device and the cloud 
Capabilities – helps the device to configure the capabilities like buffer size , bitrate , format 
Events / directives – requests / response 


Data topics (blue box)
Speaker  - single codec , binary messages
Microphone – user interaction data  
Yellow boxes means all the data are encrypted through TLS 

WS IoT Core MQTT Message Broker supports two Quality of Service Levels:
QoS 0 – Delivered zero or more times, order not guaranteed
QoS 1 – At least once delivery, order not guaranteed

Ordering: AIA events and directives have a sequence number
Messages must be processed in order by both Client and Server
Requires some buffer and resequencing

Message send rate from Client is regulated at 150ms 
Minimize sequence error of packets
Reducing client side sequencing buffer requirements


https://amzn.to/35Km3kp

find my lights with firmware v1

m

‘P

loT Core

|

Device AWS loT
Registry Fleet indexing

|

@

+

ningName: 11ght* AND
ningConnectivity.connected:true AND
ningConnectivity.firmware = “v1”

+

+

Alexa
Devices

dWs$s


Presenter
Presentation Notes
As a consumer, I would like my bulbs to get smarter from time to time
As a product manufacturer, you need to 
Find switches connected with existing firmware version 
Devices gets into the registry , you can enable fleet indexing , lucene 
Talk about the query



Organize your fleet — Use Device Registry

Product Type
o
ity A

Utility Security | | Accessories

%/ SW NwW

Search
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How do you do that ? 
IOT device management - organize devices - different groups - static or dynamic 
-  monitor your switches by geo, demand or risk areas 
by type - utility , security - to gather different stats 
Search - device connectivity , shadow , meta data 



) patch my lights with firmware v2

‘P

A
\ 4
A
A 4

loT Core Device AWS loT {"9perat1on": "install",
"files": [{

"fileName": “update.bin",

"fileSource":
{"ur1":”https://somebucket.s3.amazonaws.com/update.bin”

}. 1

Registry Jobs

{
"fileName": "config.json",
"fileSource": { "url": "https://some-
bucket.s3.amazonaws.com/config.json"}
}
1}

A

Alexa
Devices
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To push the new features 
you create an OTA update, for a group of devices in the registry 
the OTA Update Manager Service creates an AWS IoT job to notify your devices that an update is available. 
On the device, firmware, you integrate the Amazon FreeRTOS Over-the-Air (OTA) Agent Library -
You application subscribed to the respective mqtt topics , receive the job document , binary blocks , reassemble them , checks the digital signature and installs it.  



Manage your fleet — Use IoT Jobs

Message Broker

<« »

I e » Code Signing

* OIA

Topics N
deviceId/jobs/notify-next -
deviceld/jobs/start-next
deviceld/jobs/start-next/accepted

\_ deviceld/jobs/jobId/update
B

https://../firmware/version/new B l —_—
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How it works under the hood
reserved mqtt topics – for communication between device and IoT core
It’s a best practice, to digitally sign and encrypt firmware prior to deploying to a single device, a group of devices, or your entire fleet
Code signing ensures that devices only run code published by trusted authors and that the code has not been altered or corrupted since it was signed.
Reduce BOM cost , manage your device 







Alexa, turn on the light

%nthe light .... ]
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Presentation Notes
-  So my mom can directly talk to the switch 
The speech utterances will go to AVS , the respective skill gets invoked
The skill updates the IoT shadow (a.k.a state) of the device to turn on the lights 



D%:ommand & Control - Use Device Shadow

@

[HTTP]
Publish payload -
{
’state": {
“desired” : “on"
}
}

@ Device Gateway

ol

desired state
$aws/things/light/shadow/update

el

delta state
$aws/things/light/shadow/delta

el

reported state
$aws/things/light/shadow/update

Delta payload -

{ “version” : 1, ¢ OptImIStIC LOCkIﬂg
“timestamp” : 1234567

’state": “on”
1 LLLLL

O

e |Low to Medium TPS
/ v'  Status Metrics

v Metadata
Response payload -
{
“desired” : null,
“reported” : “on”
}
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Presentation Notes
What  really happens 
Alexa skill invokes a lambda function which updates the device shadow 
That triggers the shadow service to publish a MQTT message to the desired state topics 
-  The device (switch in this case) is subscribed to the delta topic and once its gets the message 
Triggers the actuator , to turn the vibration on
And publishes the ack to the response topic 
And the affirmation is finally send back to the consumer through the skill response



Reference Architecture
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Presentation Notes
-   If you are here, you realize, that Voice has fundamentally changed , the way people interact with tech
-   Analysts say voice is THE opportunity of the decade
AVS is the brain of any connected products, that has Alexa built-in 
like the Echo family or 3P products from Bose , LG , Sonos , Vizio 
Lets have a quick refresher of AVS



Alexa built-in
devices

voice

MQTT

data

Alexa Messages

Alexa Voice Service

A
v
A

‘P

AWS loT Core Device Registry

s

loT Shadow

P
«

AWS loT Device Defender

l
(ot

Amazon SNS

@

AWS loT Device Management

&>

OTA with loT Jobs

v

Event Handler
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You will provision the NxP device with Alexa voice service and AWS IoT Core 
Once its registered , you will build the custom Alexa skill, that uses IoT shadow , to change the status of the device 
Then you will use device management to create different groups , search for diff devices , do a OTA update 
Finally you will use device defender , to remediate security violations in an automated fashion  


Pricing

* Available as Reserved Topic in AWS loT Core
« All messages to and from this reserved topic are not metered

« AWS accounts are not billed for the messages used by this feature

Extra AWS loT Core charges may apply. See pricing at
https://aws.amazon.com/iot-core/pricing

dWs$s


Presenter
Presentation Notes
- You pay for OTA and other IoT features as per standard rates 

https://aws.amazon.com/iot-core/pricing

Getting Started


Presenter
Presentation Notes
- So obvious question is , how do I get started 



Qualified Partner Hardware

NXP i.MX RT MCU Alexa Voice Service solution

* MCU-based solution qualified by Amazon

* NXP i.MX RT106A ARM Cortex-M7

* Three-mic far-field audio algorithm

« “Alexa” wake word

 Amazon FreeRTOS

* End-to-end system reference design for
creating products with Alexa built-in

http://bit.ly/35J55mA
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Quickly go to market with qualified partner hardware

http://bit.ly/35J55mA

Qualified Partner Hardware

Qualcomm QCA4020 Home Hub 100 Dev Kit for Amazon AVS

 MCU + DSP based solution qualified by Amazon

 Qualcomm QCA4020 SoC

* Conexant CX20921 voice processor with two-mic
far-field noise suppression

« "Alexa" wake word

« End-to-end system reference design for creating
products with Alexa built-in

http://bit.ly/2XXRPrH

dWs$s


http://bit.ly/2XXRPrH

Resources

 Alexa Voice Service Blog - https://amzn.to/2Du9|Cl|

» Getting Started with AVS for AWS loT Core -
https://amzn.to/34xCmkF

* AVS for AWS loT Core Spec https://amzn.to/35Km3kp

© 2020, Amazon Web Services, Inc. or its Affiliates.
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1 more thing 

https://amzn.to/2Du9jCI
https://amzn.to/34xCmkF
https://amzn.to/35Km3kp

Demo

© 2020, Amazon Web Services, Inc. or its Affiliates.
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Before we let you go, we have 1 more thing for you
Demo


Thank you!

nnnnnnnnnnnn


Presenter
Presentation Notes
Summary – 

2 different category of Alexa devices 
How you can build cost effective Alexa devices running microcontrollers using AIA 
You learned how all these Alexa devices are IoT devices , end of the day 
& you can use AWS IoT services to manage the lifecycle of your voice fleet 
You also got a peek into a reference architecture and getting started resources 

before i let you go story

Thanks for joining. 
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