aws Ni

AWS Outposts

Networking Foundations

Matt Lehwess, i

Principal Developer Advocate, AWS




AWS Outposts: Bringing AWS on-premises

Same AWS-designed Fully managed, monitored, Single pane of management
infrastructure as AWS data and operated by AWS in the cloud, the same APIs
centers as if in AWS Regions and tools as AWS Regions



AWS Outposts: Three main network components

B )

Amazon VPC Local Area Network Wide Area Network
networking (LAN) connectivity (WAN) connectivity




Amazon VPC networking



Amazon VPC networking

i

Amazon EC2

0

Amazon VPC

______________________________________________________________________________________________

TTEE® WEG

Amazon S3 _Amazon AWS Amazon Amazon
DynamoDB  Lambda sQs SNS AWS loT

The
Internet

e e e e e e e e e e e e e e ==

Availability Zone 1 Availability Zone 2

| Public subnet Public subnet
’ Instance A | | Instance B
101011/24 - 10.1.111/24
i1 Private subnet i1 Private subnet
Instance C Instance D
10.12.11/24 10.13.11/24

____________________________________________________________________________




AWS Global Accelerator

D S/ A0

0 <353
NLB

AWS PrivateLink

Service Provider VPC \t\

&>

AWS PrivateLink | ¢-~

Enabled Services AWS
e PrivateLink
Destination Target
10.1.0.0/16 Local
w
0.0.0.0/0 IGW N
S3.prefix.list VPCE-123
On-premises VGW
VPC-B PCX-123
Other Routes TGW
Destination Target
10.1.0.0/16 Local -
0.0.0.0/0 NAT-GW
S3.prefix.list VPCE-123
On-premises VGW
VPC-B PCX-123
Other Routes TGW

™

& & @

k] 752

g The

Internet
Amazon S3 C\\
\V/x@
Flow Logs Amazon
CloudWatch

Amazon S3 D;\:;ﬁggs Lambda An;azson e AN loT
N A N A
\
N * EIP-10.1.0.11 : 54.23.12.43
m _@ fﬂ EIP - 10.1.1.11 : 54.19.12.23
VPCE IGW

R I llnstanceA
E 10.10.11/24

I E}p NAT-GW

Instance C
10.1.211/24

Instance D
10.13.11/24

On premises

s

Transit GW
N Intra or
Oy Inter—@ VPC-B
d region
'VPC AWS D
. irect
Peermg Connect

On premises

VPC CIDR 10.1.0.0/16




Amazon VPC networking
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AWS Region
VPC
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Access to the same networking constructs as the AWS Region

e AWS Outposts |

On-premises
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| ocal Area Network (LAN)
connectivity



AWS Outposts — LAN access

Fiber: Single mode or multi-mode fiber
with LC connectors

Connection types: 1, 10, 40, 100 GigE

Connection number: Minimum of
two (1x per outpost device)

Customer on-premises
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VPC extended
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Physical connections
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----- » To local network
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To AWS public network

AWS Outposts — LAN networking

» To local network

- Service link VLAN subnet 1: /30 or /31 subnet
between customer device and outpost device

- Service link VLAN subnet 2: /30 or /31 subnet

between customer device and outpost device
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To AWS region
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AWS Outposts — LAN networking

- Service link subnet: Customer assigned /26 for
the service link network, needs public access
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Wide Area Network (WAN)
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AWS Outposts — WAN access

Customer on-premises
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To find out more

AWS Outposts Overview
https://aws.amazon.com/outposts/

How AWS Outposts Works
https://amzn.to/2U4TJ9E

Jeff Barr Blog — AWS Outposts Now Available!
https://go.aws/2wgATic
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