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« AWS does not offer binding price quotes. AWS pricing is publicly available and is
subject to change in accordance with the AWS Customer Agreement available at
http://aws.amazon.com/agreement/. Any pricing information included in this
document is provided only as an estimate of usage charges for AWS services based on
certain information that you have provided. Monthly charges will be based on your
actual use of AWS services, and may vary from the estimates provided.
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Available AWS service integrations

GuardDuty X Findings C
Findings
Usage

Current ¥

Settings
Lists

Accounts

What's New

Partners [4

> > B> > D> P

& Suppress Findings
Y
Finding type
Trojan:EC2/DNSDataExfiltration
Trojan:EC2/DNSDataExfiltration
Backdoor:EC2/C&CActivity.BIDNS
Trojan:EC2/DNSDataExfiltration
Backdoor:EC2/C&CActivity.BIDNS

Backdoor:EC2/C&CActivity.BIDNS

Saved rules A7/

Resource

Instance: i-0e66cf74a7dac8c5e

Instance: i-089aafb5ad40a73ac

Instance: i-089aafb5ad40a73ac

Instance: i-0d9875a25d4d751b3

Instance: i-0d9875a25d4d751b3

Instance: i-0e66cf74a7d4c8c5e

showing 110 of 110 €3 €D @

Las... ¥

an hour ago
an hour ago
an hour ago
an hour ago
an hour ago

2 hours ago

Acc...

1803412,

5091524,

5091524...

6534544...

6534544...

1803412...

Count.

20498

21859

14126

3265

14100

https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-internal-providers.html
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=1 c[x ] Usage
Findings are potential security issues discovered after Amazon Inspector runs an assessment against a specified assessment target.
Learn more.
Settings ” I ities":["High"T}
—_— =T — -+ % Filters: {"severities": igl
tF1 VT FHlC L DETOREER
Accounts Add/Edit attributes Last updated on May 29, 2020 1:56:41 PM Om ago) | & | & | &
Y Filter Viewing 1-250f 71 > »
What's New
Partners [ O Severity® v  Date ~  Finding Target T
» High 05/15/2020 ... Instance i-Occef06e4bbd36da2 is vulnerable to CV... WKSHP-Inspector... w
» High 05/15/2020 ... Instance i-Occef06e4bbd36da2 is vulnerable to CV... WKSHP-Inspector... w
»  High 05/15/2020 ... Instance i-Occef06e4bbd36da2 is vulnerable to CV... WKSHP-Inspector... W
» High 05/15/2020 ... Instance i-Occef06e4bbd36da2 is vulnerable to CV... WKSHP-Inspector... W
» High 05/15/2020 ... Instance i-Occef06e4bbd36da2 is vulnerable to CV... WKSHP-Inspector... W
Available AWS service integrations
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-internal-providers.html aWS
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Findings are potential security issues discovered after Amazon Inspector runs an assessment against a specified assessment target.
Learn more.
Settings y I ities":["High"]}
— =i —_ -+ % Filters: {"severities": igl
tF21 YT« FHlC K DETOREFER
Accounts dd/Edit attributes Last updated on May 29, 2020 1:56:41 PM Om ago) | & | & | &
Y Filter Viewing 1-250f 71 > »
2 =~ A1 =+ What's New
RS —ERBEFOIRETER
A Partners [ ® Severity® v Date ~  Finding Target T
Amazon Macie X View all findings by buckets View all findings by type
Summary
Findings Policy findings C Learn more [4
By bucket Most recent policy findings

Available AWS service integrations
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-internal-providers.html

aws

© 2020, Amazon Web Services, Inc. or its Affiliates. All rights reserved.


https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-internal-providers.html

AWS TF1 VU0 H—EX DS

BRIRK (CRAT 22 TDREFER
tF1 VT FHlC L DETOREER
RS —ERFFDOIREFER

BED7HI> bARDY ‘J—X(Zi@‘ LT, FEfn

SIOVETA a4 IRV NI Ak it Jas] Oy
BFDIRIEHER

Available AWS service integrations

2. Y—IUIRE

GuardDuty X FindingsC showing 110 of 110 €2 €D €@ |
Findings Amazon Inspector - Findings (2]
Usage
Findings are potential security issues discovered after Amazon Inspector runs an assessment against a specified assessment target.
Learn more.
Settings . i
X Filters: {"severities":["High"]}
Lists
Accounts Last updated on May 29, 2020 1:56:41 PM Om ago) | & | & | &
Y Filter Viewing 1-250f 71 > »
What's New
Partners [ Severity® v  Date v  Finding Target T
Amazon Macie X View all findings by buckets View all findings by type
IAM D> Access Analyzer
Summary
Last scan: 18 hours ago
Findings Access Analyzer e
By bucket Analyzer
PP y .
Zone of trust: Current account -
Active Archived Resolved Al
Active findings Actions v
Account ID SRSTAEMARRE
Q_ Filter active findings <D
Finding ID Resource External principal Condition Shared throu... Access le... Up¢
1AM Role AWS Accoun
46a421b... ] - Write 22¢
Admin - -
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Usage
Findings are potential security issues discovered after Amazon Inspector runs an assessment against a specified assessment target.
Learn more.
Settings . i
X Filters: {"severities":["High"]}
Lists
Accounts Last updated on May 29, 2020 1:56:41 PM Om ago) | & | & | &
Y Filter Viewing 1-250f 71 >
What's New
Partners [ Severity® v  Date ~  Finding Target T
Amazon Macie X View all findings by buckets View all findings by type
IAM D> Access Analyzer
Summary
Last scan: 18 hours ago
Findings Access Analyzer e
By bucket Analyzer
AWS Firewall Manager > Security policies v
AWS Firewall Manager policies (3) US East (N. Virginia) v | m
Q 1 @
Automati Protected N liant Actions ¥
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remediation ¥ accounts accounts
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ssh-deny-all-ip-policy Security group - audit A Disabled 9 2 301!
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Findings are potential security issues discovered after Amazon Inspector runs an assessment against a specified assessment target.
Learn more.
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Automating AWS Security Hub Alerts with AWS Control Tower lifecycle events
https://aws.amazon.com/jp/blogs/mt/automating-aws-security-hub-alerts-with-aws-control-tower-lifecycle-events/ aWS
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Enabling AWS Security Hub integration with AWS Chatbot Use AWS Fargate and Prowler to send security configuration findings about AWS services to Security

https://aws.amazon.com/bloas/security/enabling-aws-security-hub-inteqration-with-aws- I-'Iub' https://aws.amazon_.com/blogs/securltv/use—aws—farqate—prowler—send—securltv—conflquratlon—
chatbot/ findings-about-aws-services-security-hub/
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Continuous compliance monitoring with Chef InSpec and AWS Security Hub How to build a CI/CD pipeline for container vulnerability scanning with Trivy and AWS Security
https://aws.amazon.com/blogs/security/continuous-compliance-monitoring-with-chef- Hub https://aws.amazon.com/blogs/security/how-to-build-ci-cd-pipeline-container-vulnerability-
inspec-and-aws-security-hub/ scanning-trivy-and-aws-security-hub/
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1. AWS Certificate Manager 2. Amazon CloudWatch 3. AWS Lambda 4, AWS Security Hub
Private Certificate Authority

Monitoring AWS Certificate Manager Private CA with AWS Security Hub
https://aws.amazon.com/blogs/security/monitoring-aws-certificate-manager-private-ca-with-aws-security- aWS
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Findings (CZSi

Security Hub T—J7cBY(CB]R4E !

Integrating AWS CloudFormation security tests with AWS Security Hub and AWS CodeBuild reports
https://aws.amazon.com/blogs/security/integrating-aws-cloudformation-security-tests-with-aws-security-hub-and-aws-codebuild-reports/ aWS
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 AWS Foundational Security Best Practices v1.0.0
o AWSTFH1YUFT A BFIKICLKDERNICHHIERH, TFa1UTa XX K
T S07+ ATEDIBEWVAWS T HT > MUY — X Z & T D

CIS AWS Foundations Benchmark v1.2.0
« Center for Internet Security " EEZR UCEHO—BBCH UL TCFIVIZETD

PCI DSS v3.2.1
« L v hO— NBEHRZHFRT - IR - InX I I\ ESTF 1T o 124
THDPCIDSSEHDO—ER U TFITVITD
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Security Hub AWS Security Hub ANk S ZF

AWS Security Hub ANLD €

¥V BE

AWS Security Hub ZERICT D&, FF1 VT FTy HVERTT IERANSENTT. Y—ERCUZHENE0—IL (SLR) BT D
H—EAtrF1UF« FTwHEETT SOCEREENET: Amazon CloudWatch, Amazon SNS, AWS Config. AWS CloudTrail.

Security HubZB3h{b 9D &.

AWS BB 0 UF 1 DN TS 0F7 1 Av1.00 28EME - AWS %E%t:‘:l U S DR '\j’agj—_,rz
CIS AWS Foundations Benchmark v1.2.0 Z&%1E .
PCI DSS v3.2.1 2L + CIS AWS Foundations Benchmark

MNFTA)L N TERESNTWS

AWS 5

Security Hub #EBICT B & LITHSEER A K- NI 372w FTHRASENET. PClI DSSHYEHSNBAWS 7D > M
(£PCI DSSOBIMEAEE

* Amazon Inspector

* Amazon Macie

* AWS IAM POERFF 515 —
* AWS Firewall Manager

vtz Security Hub &L
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® B L L) EC2.3 PHyFENLEBS MY 1—AF RERCESLTBEELIBNFT 8/8
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® B u SSM1 EC2 A AS /A4, AWS Systems Manager TERJ 34BN BDET 7/8
® £ L L] IAM.8 BRASNTURL IAM 21— —ZHERIFER T 28BS 0ET 6/7
® 5B L KMS.2 1AM U 22 ULICIE, TATOKMS F—TESFHLILEFATD IAM A 25 MU a2 TIHRDTEA 5/77
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THCRESEIM B BETEDET

CIS AWS Foundations Benchmark v1.2.0 aws (C&3
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PCI DSS v3.2.1 Aws [C&3

e

Payment Card Industry Data Security Standard (PCI DSS) v3.2.1 (&, 71— FFiE
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Q I EEES L EQUALS CRITICAL X } I EEESAIL EQUALS HIGH X H T—I70—DARFT—HR EQUALS NEW X “ D—270—OAF—H A EQUALS NOTIFIED X X
<1 >
BHERE v I—II0—DAF—HA ¥ =it B2 A4 Bk -2 Uy—X 1D Uy—25147 ARF—HRA BHAE v
Si i PCIL.IAM.4 Hard MFA should b bled e
@ CRITICAL NEW AWS acunty, AR AN epete AwsAccount FAILED SBSRSAT
Hub fortherootuser = OASERESRle 00000 e
Security IAM.6 Hardware MFA should be enabled for 2o
@ CriTICAL NEW AWS Hub R AwsAccount FAILED SEFRIAN
Security 4.1 Ensure no security groups allow ingress o
@ HIGH NEW AWS b 6 0,0.0,0/0 15 ot z2 AwsAccount FAILED SBSRIAT
Security 4.1 Ensure no security groups allow ingress AwsEc2SecurityGro e
® HicH WEW AWS Hub from 0.0.0.0/0 to port 22 up FALED SESRAAT
Security 4.1 Ensure no security groups allow ingress AwsEc2SecurityGro an
Al FAI
®HicH L W5 ik from 0.0.0.0/0 to port 22 up FAILED SRR
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Security Hub
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UALS NOTIFIED %
x
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= D-230-0RF-SR v A ua Sf bR -
PCLIAMS Password
R ew s Security policies for 1AM users
e Hub should have strang
configurations
>
DescribeStandandsControls
New Amszon  GuardDut
© Low ¥ wwas invoked using root
credentials
s $5.5 53 buckets should
® MEDIU NEW Aws mmu o require requests to use
Secure Sacket Layer
53553 buckets should
® meDiun new Aws pecurity equire requests to use
e o require requests to u
Secure Sacket Layer
. $3.553 buckets should
* MzDIU new Avis S require requests to use
Secure Sacket Layer
- 55.5 53 buckets should
® MeDius new Aws i require requests to use
Secure Sacket Layer
- 53553 buckets should
™ courlty equire requests to use
® mepius new aws o require requests
Secure Sacket Layer
Securey $5.5 53 buckets should
i new nvis require requests to use
® M s quie reay

Secure Socket Layer

PCLIAM.8 Password policies for IAM users should have strong configurations X

BbF4-3845.9802.0Fc38d6d03bY

ara

users uses the following minimum PEI DSS

® MeDW
This AWS control h

in password. (Defauit = true)

Require 3t least ane number in password. (Default

(Default = 7 or longer)

lowing reuse. {Default = 2)

MaxPasswardAge: Number of days before password explration. (Default = 90)
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For directions on haw to fix this lssue, please consult the AWS Securlty Hub PC1 DSS documentation. [

[ n password. (Defaul = true} RequireNumbers:
true) MinimumPasswordLength; Passwerd minimum Length

s
I—H—D MFA ZERET BT

1. 1AM 32/ —)L (https://console.aws.amazon.com/iam/ [2) Z#BZ £ T .
C[A—Y-1mERUET.
. MRAZSBETZ1-—H -1 Y -£FERLET.

. [Security credentials (T4 21 U7 ZAEH)] ZiZIR L., /K(C [Assigned MFA device (E|D YT 5hiz MFA F)T
A R)] OELHS [BE] #BRLET.

5. [Manage MFA Device (MFA 5/« ZDEIB)] Y+ F— RICHE>T. CHBOREBECIECET /A A0S T=E
NYTEY,

BOW N

I—H—CMFATY bPYIEBFETIRECDOVTIE. AWS TFa U5+ JOURSED TAWS 1AM 1—H—(C%
ERTMOEFETEFT2HER] #2RULTLEE V.
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AWS Security Hub M- > ~
https://docs.aws.amazon.com/ja_jp/securityhub/latest/userguide/securityhub-insights.html
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BatchUpdateFindings API

API(Y°[BIZFDCLYM SR EFESR (Findings) D&
J+ —)L RZEFhT]

NAS =TI BMIAZIN=THIT> bD
D bOREFER T EFE]

BN

« Workflow7 «r —J)L
D—0JO— AT —FRX7%=—1EEF

« NoteJ-r—JLI
XICNBAEZELEHIT D

[API Reference] BatchUpdateFindings
https://docs.aws.amazon.com/securityhub/1.0/APIReference/API_BatchUpdateFindings.html

© 2020, Amazon Web Services, Inc. or its Affiliates. All rights reserved.

PATCH /findings/batchupdate HTTP/1.1
Content-type: application/json

{

"Confidence": number,
"Criticality": number,
"Findingldentifiers": [
{
"Id": "string",
"ProductArn": "string"
}
],
"Note": {
"Text": "string",
"UpdatedBy": "string"

"RelatedFindings": [
{
"Id": "string",
"ProductArn": "string"
}
1,
"Severity": {
"Label": "string",
"Normalized": number,
"Product": number
%
"Types": [ "string" ],
"UserDefinedFields": {
"string" : "string"
}

"Workflow": {
"Status": "string"
}
}

"VerificationState": "string",

4. IRHFER

aws
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Amazon Detective
a7 EIRSLICRE{EL . BENLtEEay

7 FEORAREETECER TS

Amazon Detective (#EE S5 7L EREETD

Amazon Detective TlZ. BENRTFIVFHMEPFAERF 77« EF7 1 ORFFREEHECHF. BEL. TEPCHETEEY. Amazon Detective (3.
AWS UY—ZHSO T —S2EEBNICREL. SRTE. BNon. FS7EREEALT. ULISNET Yy FEEELET. INELD. KofE
MOoPENLETIUTEEEREECTRET.,

Amazon GuardDuty. Amazon Macie. AWS Security Hub 72 &d AWS EFaUFrB—EX. 8&W/—r—tEFa1UFERsEALT. BEEsviat+a
UF s DMBEFELLD. BEREERMELLDTEET. INSOU—ER L. THEEFHGIBECF>— FREITRD. EEEMEERLTESD0ICE
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EHSBERELTOCACAIOERSHNET. 0B, . B8 BLUHEMHAH (ETL) W—ILEFRFHIASLAZIUT MEERLT 9228 LTHS.
EF2UFAFFUA TSR UTEEEOREERTOSEENBDET .,

Amazon Detective (3. £F1UF < F—APFBHECEEL. RROBFRHEC TR HETEILICTEIILT. COTOEAEBHRIILLET. Amazon
Detective (F. Virtual Private Cloud (VPC) Flow Logs. AWS CloudTrail. Amazon GuardDuty /2 & DERDT—5 Y —ANSEIKE D~ FESirL. U
U—2R. 3—H—. SFUGENSOEOESNMEEFAOR SN o9 39F7r TRE1 -2 HENCERT ST, CoRaEa—&®#ATEL. TAT
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7.

[AWS Black Belt Online Seminar] Amazon Detective
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Event
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Lambda Function Amazon Kinesis Amazon Simple AWS Systems
Data Streams Notification Manager
Service

Run command
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CloudWatch /X b (CKD AWS Security Hub DB EN{E
https://docs.aws.amazon.com/ja_jp/securityhub/latest/userguide/securityhub-cloudwatch-events.html aWS
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CIS AWS Foundations Benchmark

— "Ensure credentials unused for 90 days or greater are disabled”

— "Ensure access keys are rotated every 90 days or less”

— "Ensure IAM password policy requires at least one uppercase letter”
- “Ensure IAM password policy requires at least one lowercase letter”
- "Ensure IAM password policy requires at least one symbol”

— "Ensure IAM password policy requires at least one number”

— “Ensure IAM password policy requires a minimum length of 14 or greater”
— "“Ensure IAM password policy prevents password reuse”
— "Ensure IAM password policy expires passwords within 90 days or less"”
“Ensure CloudTrail log file validation is enabled”
— "Ensure the S3 bucket CloudTrail logs to is not publicly accessible”
— “Ensure CloudTrail trails are integrated with Amazon CloudWatch Logs"*
— "Ensure S3 bucket access logging is enabled on the CloudTrail S3 bucket"*
— "Ensure CloudTrail logs are encrypted at rest using AWS KMS CMKs"
— “Ensure rotation for customer created CMKs is enabled”
— “Ensure VPC flow logging is enabled in all VPCs"*

4.1 —"Ensure no security groups allow ingress from 0.0.0.0/0 to port 22"
LZ -

“Ensure no security groups allow ingress from 0.0.0.0/0 to port 3389"
— "Ensure the default security group of every VPC restricts all traffic”

AWS Security Hub(C &2 BEI5IIE SME1E

https://aws.amazon.com/jp/blogs/news/automated-response-and-remediation-with-aws-security-

20, Amazon Web Services, Inc. or its Affiliates. All rights reserved.
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https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-standards.html#securityhub-standards-checks-1.4
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-standards.html#securityhub-standards-checks-1.5
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-standards.html#securityhub-standards-checks-1.6
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-standards.html#securityhub-standards-checks-1.7
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-standards.html#securityhub-standards-checks-1.8
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-standards.html#securityhub-standards-checks-1.9
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-standards.html#securityhub-standards-checks-1.10
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-standards.html#securityhub-standards-checks-1.11
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-standards.html#securityhub-standards-checks-2.2
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-standards.html#securityhub-standards-checks-2.3
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-standards.html#securityhub-standards-checks-2.4
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-standards.html#securityhub-standards-checks-2.6
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-standards.html#securityhub-standards-checks-2.7
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-standards.html#securityhub-standards-checks-2.8
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-standards.html#securityhub-standards-checks-2.9
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-standards.html#securityhub-standards-checks-4.1
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-standards.html#securityhub-standards-checks-4.2
https://docs.aws.amazon.com/securityhub/latest/userguide/securityhub-standards.html#securityhub-standards-checks-4.3
https://aws.amazon.com/jp/blogs/news/automated-response-and-remediation-with-aws-security-hub/
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