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« AWS does not offer binding price quotes. AWS pricing is publicly available and is
subject to change in accordance with the AWS Customer Agreement available at
http://aws.amazon.com/agreement/. Any pricing information included in this
document is provided only as an estimate of usage charges for AWS services based on
certain information that you have provided. Monthly charges will be based on your
actual use of AWS services, and may vary from the estimates provided.
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Amazon EC2
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AMI (Amazon Machine Image) &
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EC2 Image Builder DHEE
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AR—R2MME TEIROR—RI B & [FRARIKR—2RI M O2TEERHDET,

EIRIZIR—FR> b
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VIRNDIIFPINYT—STRITIBDTAMZERI S RFIAS B

- J>7R—+> ~EPhases & Steps THERK B
Phases. _ name: 'build’

. Step’ii EDIZED steps:
- BFI A PRT—ERICEDITSD }

name: SampleS3Download

- Image BuilderTI& build/validate/testhME X 3 S -
Steps: timeoutSeconds: 6@
B DVFEBMIT, RITIBTISIASEER o oot
- O EDDPhasesNTIE—RICZDITD inputs:
- EMSIEREITEND - . ) '
» Step@input &outputz &t Stepdinput(cfEX D e e pet

- BRFTYITIVO23>EDa1-)LZEN. ETI—-RERY
source: 's3://sample-bucket/sampleZ.psl’
destination: 'C:\Temp\sampleZ.psl’

- YAMLTCE Nz a2 A2~
https://docs.aws.amazon.com/imagebuilder/latest/userguide/image-builder-component-manager.html
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EC2 Image Builder MDEh{E
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EC2 Image Builder /\1 2751 > TRDOAEPEIF

LEETEZESNEY—RAA—SEARIIRIALTHS

EC214 >R > AhNEE)

EC2ARAAICLEETIEEUVUEZEIN RO R—2> MO >O—RENn.,
EC2A AV ALETERLT

EC21 2RI AHWEIEUAMIDMES N, €TDEA AP > A S terminate
ERESNIZEAMIDSEC2A 2 RS > A& L)

EC2ARAAICLEETIEEUVLESTA M R—22> MY >O0—-REN.,
EC2A A ALETEITEND. TAMNEA DRI > X([Iterminate
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EC2 Image Builder 3iGEO0SEHATA—NYY b
- XJIHOS

- Amazon Linux 2

- Windows Server 2012, 2016. 2019. version 1909
- Ubuntu Server 16. 18

- Red Hat Enterprise Linux (RHEL) 7. 8
- Cent OS 7. 8%

- SUSE Linux Enterprise Server (SLES) 15

% CentOS 8(FAWS Marketplacen5/\T U w OAMIE U THIFATER L2, AWS VM
Import/Export (VMIE) Z{#H LU CZBEBMDCent0S 8 AMIZIFEIADWMENHDET,

s HAITA—Y b
- AMI
- VHDX, VMDK. OVF

aws
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EC2 Image Builder giigs&{F

A A= LSEORBICRHUT, IAMO—ILDBECIRDET,
RIERBERIAMO—ILORY S —(FATFTTY,

EC2InstanceProfileForImageBuilder (A2R—2R> MDEI REFTRX RRITICHBERIZSH)
AmazonSSMManagedInstanceCore (J\A’S5A >lE. SSM Automation [CKDEEETNB /=)

TOML > ERTHAT S Y—EXCIHUTIAMO—)LOSEENBEICIRD X,
WHERIAMO—IVIEU T 2B IEE 0,
XOJHEDCEERFENNETT (1ih)

https://docs.aws.amazon.com/imagebuilder/latest/userguide/image-builder-service-linked-role.html

EC2 Image Builder(d. ATDA>FIT—ADSFIBEIEETT
NARZ2A ROV =)L

. AWS CLI

. AWS Tools for SDK

. AWS CloudFormation
aws
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EC2 Image Builder 0O

- OY1n

(1) Amazon S3 (BEUEIER)
(2) Amazon CloudWatch Logs (TF3ig)

- CloudWatch Logs DR FU—LA%

LogGroup : "/aws/imagebuilder/<ImageName>

LogStream : <lmageVersion>/<ImageBuildVersion>["x.x.x/x"]

aws
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EC2 Image Builder 004 xcloudwatch Logsitihz@itLizi\E =

Amazon CloudWatch Logs A@oOJ AL,

T IAI BT B (CIRDOTNET,
FIELEEVWEZEIAMO—-ILA S, TRROERZRIRLET .

"Statement": [
{
"Effect": "Allow",
"Action": [
"logs:CreateLogStream",
"logs:CreatelLogGroup",
"logs:PutLogEvents"

1,
"Resource": "arn:aws:logs:*:*:log-group:/aws/imagebuilder/*"
}
]

aws
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EC2 Image Builder [O% xs3lcOf%&HALENES

Amazon S3 NOOJ Ak, ERESRENKETI,
IAMO—J)LIC TR DIERHZSE(ICHTESUTLSIEEL,

{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"s3:PutObject"
1,
"Resource": "arn:aws:s3:::bucket-name/*"
b
]
}

aws

N



LS EATHAYT Y —EXICIEUTIZHERESEDH

HIZ(EAWSHRHT D57 XA RO VR—FR> FDH(C, "ebs-volume-usage-test-linux"hHdDET,
RAI>R—R> MILTOIRTTRAMEITVWET,

(1) EBS /RU1—ALZ{FH

(2) 12RIVAICTIYF

(3) RVI—ALICFVRSYUIT 7 IVESER
(4) RVI1—-LZBTHYF

(5) RU1—-LZB7IYVF

(6) IJ7AIVHEFET D L 2GR

(7) RV1—LZFTHYFUTHIRK

LEEDIEFEZITS LT, EFTHERELT
ec2:AttachVolume, ec2:CreateTags, ec2:CreateVolume, ec2:DeleteVolume,
ec2:DescribeVolumes,ec2:DetachVolume HEEESTN/ZIAMARY S—DBBE(ICIRDET,

ebs-volume-usage- The EBS volume usage test creates an EBS volume and attaches it to Linux
test-linux| Version the instance. It creates a temporary file on the volume and detaches

1.0.1 the volume. It reattaches the volume and validates that the file
exists. It then detaches and deletes the volume. To perform this
test, an IAM policy with the following actions is required:
ec2:AttachVolume, ec2:CreateTags, ec2:CreateVolume,
ec2:DeleteVolume, ec2:DescribeVolumes, and ec2:DetachVolume.

© 2020, Amazon Web Services, Inc. or its Affiliates.
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v' EC2 Image BuillderB4&(3 ]

v AA—SONER, RTF. AT BIHICER
LIz DAWS Y — 2R EH Bl ES

{1 -
EC21 > XY > ANE
Amazon S3 / Amazon CloudWatch Logs
EBSX>wvIJ< 3w b
Amazon Inspector
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EC2 Image Builder

Step 1
Define recipe

Step 2

ARA=S)I\ALT 54 AEDIE

Step 1 :L>EDES

Step 2 :\1TS51 > DIERL
Step 3 HEMEE (AT>3>)
Step 4 :FER - ERL

adWs
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Step 1:LSEEE 1. YV—-RXAMA—S%&ER

Define recipe

A recipe specifies the activities needed to make changes to the source image. A recipe cannot be modified onc

Source image info

Image operating system (0OS) O AWSL‘EEH:'(-AM I

Image Builder supports Amazon Linux, Windows, Ubuntu, CentOS, RHEL, and SLES. .
(managed images)

- B TERR UT=AMI

Cubunte Rk

© Amazon Linux Windows Ubuntu
Amazon Linux 2 Ubuntu 16, 18 and 20

CentOS Red Hat Enterprise SUSE Linux Enterprise i%ab\s \J —14 x — D’&;EE

CentOS 7 and 8 Linux (RHEL) Server (SLES)
RHEL7 and 8 SLES 15

w2 CentOS & RedHat SuSE

aws
38 —



Step 1:L S EESE

39

Storage (Volumes)
The storage device settings for your pipeline.

¥ EBS Volume 1 (AMI Root)

Device name Snapshot - Optional

Jdev/xvda snap-081e8433c/

Size (GIiB)

8

Delete on termination

Add new EBS volume

V=AM A= #ER

Volume type

General Purp... ¥
Encryption (KMS
Alias)

Do not enable w

AL —285E
- Device name
- Snapshot
- Volume type
- Size(GiB)
- IOPS
- Encryption(KMS Alias)

aws

\/"



Step 1:LSEEE 2. EJLRIDIR—FR> MEIEE

Build components info

Create build component [/

Browse to select build components

‘ Browse build components

s AA=JICEAITBIEIRIKR—FRIDd (AIAM=ILIARETEMY T
FOI7PZEELUEED) ZIBET S

- “Create build component” TESHMICERE (YAMLEEHR) 95C&
E. "Browse build components” TH5hUSDIER=NI=ED%EH
9D EE0EE

- EHOEIN RO RKR—FR> MEIBEDHE

> R—%> MBBIRUEIEICA > X h—)LanEd,

OAR—3R> hEBIRUE& (. O R—3R2 REIARBX B EETEEE A, aws

N




Step 1:L>EEE 3. RIT9S53TAMziENK

Tests info
You can select from AWS-provided test or create custom tests to validate your images. Tests are run after a

custom image is built to validate functionality, security, performance, etc.

Create test [4

Browse to select tests

‘ Browse tests ‘

e FAPIADR—FIPd (A A—DDIRADIEHICRITENDITADN) ZEERITD

- “Create test” TEHSHRICEEZ (YAMLEER) 9B3CEE. "Browse tests”
THESMUDIERENIEEDZERT S &EE0lEE

. EBHOFTABNIKR—FR> NEISTEDHE

aws
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Step 2 I\ SA > DRk

Configure pipeline

Define the pipeline infrastructure and build schedule. O } \04 705 ‘r >®8 Efj‘\’f)\ DESC I‘i ptiOI‘l’EljJ
- IAMO—-J)lZia%E

Pipeline details

Name - EC2InstanceProfileForImageBuilder
- AmazonSSMManagedInstanceCore
Custom naming allowed. Max 70 characters. Letters, numbers, space, -, and _ allowed. Don't use previously used names. — =
ZHECIAMO—ILZRET Do

BIE (O R—R> hDOEIL REFZ NETICH
E+DIMERZFORUS —T, BEEFARS
S ABECHITD 70232 (EC2 Image
Builder(dSSMICC3E1T) =R 9 D1ERZFFT D
MU —THD,

Mrole Info

y EC2 instance: ol ges and run

e xOF>J&1TDiHE(Es3 | PutObject i E

Enhanced metadata collection

https://docs.aws.amazon.com/imagebuilder/latest/userguide/security-iam.html

aws
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Step 2 I\ SA > DRk

Build schedule

43

NATSAODRTEEEIRET D
« Manual (F&h)
. Schedule builder (H/:E/8B &RFA)
+ CRON expression (cron&E1t)

aws
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Step 2 :/\ATJSA DB - blkosGRgEEETS
- Manual (F#))

 Schedule builder (H/38/8 &%)
- CRON expression (cronZx()

Build schedule

Select the frequen which the image pipeline prod ew i s Wi es 1 customization and validation with tests in the recipe. All sched e and the minimum p nis 1 hour.

Manual O Schedule builder CRON expression
y ing "Run tically run the pipeline using a job /

Run pipeline every | Week on Monday & | 5 EE%nﬂﬁ(Li 3-573\

- 5B MEE DRIFICEITI DH
Infrastructure settings - optional V\f;nz:day Eﬁ %n E o)‘T“# (l.. % 3-573\

e T e B o T s T9 3. ESISEERT
Image Builder launches EC2 Instances in your account to customize ir Thursday dation tests. These s g5 5 E;EE 5 o EE

Friday

Instance type Info
Select one or more instance types used to customize your image. We Saturday » specific defaults if you do not provide an entry.

Sunday

EC2 default instance types[7

EEZIHUTC (BEHSEF Coordinated Universal Time) TH3Z EITEE

aws
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Step 2:/)\M1D0SA D@ - ELRoRGRMEEESS
- Manual (F&h)

« Schedule builder (H/iE/8 &BFX))
- CRON expression (cron&1\)

Build schedule

Select the frequency at which the image pipeline produces new images with the specified customization and validati vith tests in the recipe. All schedules use U

Schedule builder © CRON expressmn

Automatically run the pipeline using a job Autol m'u.l n the pi

scheduler. y ntax tha p F s the
0 run it.

-

BH AM10:00(UTC)(CitcHh
? BH PM12:15(UTC)(CHEH)
MON-FRI H-& PM6:00(UTC)ICHCEh
? BH 1H AM8:00(UTC)(C#Eh



https://docs.aws.amazon.com/imagebuilder/latest/userguide/image-builder-cron.html

Step 2 I\ SA > DRk

Infrastructure settings - optional

Image Builder launches EC2 In s in your
infrastructure details for instar at run in

Instance type Info

more instance types used to customize your ima ill ch g ults if you d t“)l/ hm{ /Zg /Z@E E T

£C2 defauts nstance typesiZ ARG DRI T ZIEE
EHISESNS TopicZisE
_Suhllifc:fl_(r::ic;u to receive notifications and alerts from EC2 Image Builder. VPC‘ SUbnet\ SGSE;EE

- NSOV a1—F+ UV RDEE

Create new SNS topic[/}

» VPC, subnet and security groups

ttings to launch your instance used to customize your image.

> Trnubleshnotlng settlngs Info

vith building your image.

aws
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= J¥ S L AR IR TRIGTE
Step 2 I\ 51 > DIERL e
VPC. subnet. SGsZig7E

ESOWSa1—F+ > RDEE

¥ VPC, subnet and security groups
Specify advanced settings to launch your instance used to customize your image.

@ We will choose service specific defaults if you do not provide an entry.

Virtual Private Cloud (VPC) Info
Select a VPC to launch your instance.

voc-07503ed30 |

Create new VPC[F]

Subnet ID Security groups
The subnet associated with the selected VPC. The security group associated with the selected VPC

subnet—OdGeaOf- (Private-a)

Create new subnet[7]

sg-03621db
launch-wizard-4 created 2020-07-13T08:57:09.043+09:00

Create new security grnupz

AR > R%&FN T Bsubnet(d1 > —Ry MEGDHAEIEE, BU < [EPrivateLinkbBMEBENTVWSIBENGD XY (k)




Step 2 I\1D 51 > DiERY

¥ Troubleshooting settings Info
Specify settings to troubleshoot issues with building your image.

Instance settings Info

Terminate instance on failure

Key pair Info

Choose a key pair, which allows you to securely connect to your instance.

Create key pair[4]

Logs

Select a location to save logs.

S3 location

s3://

48

EIRBALA>RAIAD
AR IR T RIBTE

- BXISESNS TopickisiE

- VPC. subnet., SGsZig7E

- SO a—F4>PJRDEE

Terminate instance on failure

AA—=ZDEIRBEKMUIEEZICA ORI RERNSTI

SA1—FTA P TEBRLSICTBESIE. FTYVIRYIIN

ATICRDODTWNBDCEZERBUTLSIEESLY,
(FTVvOUTWNWDEKRMEFICA AT A (THIBRESNET)

Key Pair

YERliA R AICTFOTCARTBIZHDAMazon EC2F+—N

PEEBEUVET

Logs

OJ%#4HH93S305—>3>&BEULET

aws

\/"




Step 3 :NEHNENE (AT>3>

Configure additional settings - optional

This page allows you to configure post-build activities.

Associate license configuration to AMI info
-

License Manager, to images built

o niae 1 of e ters confuration anager 7|'j:/ 3 \/ODE}JDEQET“ ’/f—.l__ 25 . &_ ( g:\
—— MFCRDET.

owpun - T RKERE AMIICERER 1T D
— (AWS Lisence Manager i&#)
. - HAAMIDERTE

- AMIDEC{EE%TE

Value - optional

Add tag

tribution settings

egion trit a ounts that can launch th

Select AWS region(s) to distribute the AMI
ult

Region Encryption

Configured in storage options

aws
49 —



Step 3 HBMERTE (AT>3>) - ST AEREAMICEHENITS
- HHOAMIDESTE
- AMIDEHERTE

Associate to AMI info

Attach 5 License Manager, to images built with Image Builder. License configurations cont
config

Associate license configuration to AMI

The unique ID of the license configuration created in AWS License Manager.

AWS License ManagerC{Epk UTc 517> AEpkz. 1YER S DAMIICES:E
FFBCEMNTEET ., AMICSA T RABEENERZI RILD T TI7HS
FNTVBEEECDAT I >EZERHIDCEICKD, SAEADEHA
K%z Lisence ManagerCIEEH CED LD ICIADET,

aws

50 —



Step 3 :HEN

Output AMI

The image that contains the 05 and preinstalled software to deploy EC2 instances.

Name Info

Enter a name for your AMI. This will be the AMI name once the pipeline is

Max 100 characters

AMI tags Info

Assign your own metadata to each resource in the form of tags. {’Fﬁﬁ@'%AMI(ZﬁI’%?%@O‘E}EE L/ ig-

Key

‘ Remove tag |

‘ Add tag ‘

51

E (AT>3) - SA > AKE/MZE AMIICBSET TS
- HHAMIDERTE
- AMIDELESTE

<Name>
YR 9 DAMIDARIZIBEELET

<AMI tags>

Value - optional

aws

\/"



Step 3 HEMERE (AT>3>) ST ABHZEAMICEER TS
- B AMIDERTE
- AMIODER(EERTE

AMI distribution settings

Select the AWS regions to distribute AMIs and AWS accounts that can launch the AMI.

Select AWS region(s) to distribute the AMI
Yourcurent region s ncluded by defautt <Select AWS region(s) to distribute the AMI>
egion encryption AMIZEY BregionZRIRLET . FHERIFETO T
AR Configured in storage %) regionli?' JAIBPTEFEENTNET,
options

<Launch permissions>

Add region {YER 9 DAMIA A—>%&Private(ZIAJILKN) ([CTBH\.
PubliclCTdha#IRLUET . PrivateDizS(E. HED
NN AVVS 7 D) > M CHERRZMS TEE T . PublicDiza(d,
default. R I X\ TDAWS1—H—hAMIIC PO XAEEICRDE T,
© Private

Public

A
52 ~—-1



Step 4 :ﬁEnﬂ.‘a\ {’Fﬁﬁ

Eaﬁ'/fé( ni_c O) }:HEODEE DIL,\

Review and create
Step 1: Image recipe

gure pipeline ; )
Recipe details

optional EC2IBBB-recipe 1.0.0

EAE T, BEETNUSFERZITVLE T,

Parent image Build components

Amazon Linux 2 x86 python-3-

Storage details

Device
name

Jdev/xvda snap-
(root) 081e8433c7be73324

Step 2: Pipeline configuration

53

linux | 1.0.2

Configure additional settings - Recipe name (default) Recipe version (default)

e |

Image OS type Parent image

Linux Amazon Linux 2 x86

Test components

ebs-volume-usage-
test-linux | 1.0.1

Delete on
termination

Enabled

Encryption
(KMS Alias)

Do not
enable

e |

aws



NATSAMERET &ERT
VERR N T T LTIZ/\A T =4 > (. [Actions]h S[Run pipeline]Zi&R9 32 &
TFEFFEITIDCENTEFET,

EC2 Image Builder © Image pipeline EC2IBBB was successfully created
Image pipeline ARN: arn:aws:imagebuilder:ap-northeast-1:3 mage-pipeline/ec2ibbb

Image pipelines
. EC2 Image Builder Image pipelines
Recipes ge ge pipeline

Components ) .
Image pipelines

Images The im: View details

Any Status Delete

Pipeline name Date created Version Status Last run

arn:aws:ir‘nag

EC2IBEB Aug 13, 2020 1:14 AM 0. ® Enabled

pipeline/ec2i

aws
54 —



A—RXAT—RX & Tips

55

- AIR—FR> FEGUINSERKRT S
- Image Builder O>R—2> bEO—DITHETS
- EC2 Image Builder T Ansible playbookZ&3®179 %
- CloudFormationZ{E>TUY—XZ/EN I S
- DY Rzt 7 HhO> MOEETHET S
- ATV ERADREIS O SAMIZIERT D
AT L ZRADFEEIS A RA—SZENT D
- 4 A—AFBFEC2% Private Subnet (C{FRT D
s ART—R NATSA> TEICRFHI/IN—>a>&FERT
- STIG dR—x> MEIEATS
- AWS Systems Manager ([C KD AMI{ERL & DEL

© 2020, Amazon Web Services, Inc. or its Affiliates.

/
N

aws
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A2IR—FR> FEGUINSERNT S

EC2 Image Builder(C(ZO>R—FR> hEVERR T DI=sHD
I« ABEEMNMASESNTULET,

EC2 Image Builder Components. Create component

Create build component / test

Specify details for build components (software to install, scripts to run, and settings to apply) or tests to run to validate images.

Component details

KMS keys - optional

Image operating system (OS)
Specify the KMS key to encrypt the component with. Only customer managed keys that have an alias are shown.

Specify the OS the component is compatible with.

Linux Image Builder service key (enabled by default) v

Compatible OS Versions
Specify the OS Version(s) that this component is compatible with.

Component name Component version

Maximum of 128 characters. Letters, numbers, spaces, -, and _ allowed Format: major.minor.patch

Change description - optional

Description - optional
Details about changes made to the specific version of the component.

Maximum of 1024 characters Maximum of 1024 characters




> h2GUINSERY D

This defines the actions for Image Builder to perform on your image. It uses the YAML format to list customizations st

Definition document info

This defines the actions for Image Builder to perform on your image. It uses the

Define document content © Use build component example
Specify content in YAML. Content can be edited inline.

Content Define document content Use build ¢
1 name: HellokWorldTestingDocument S[JDC”y content in YAML. Content can

2 | description: This is helle world testing document.
schemaVersion: 1.0

phases:
step

- name: HelloWorldStep
tion: ExecuteBash , :
ipi;. recurenes name: HelloWorldTestingDocument

commands : ) | description: This is helle world testing document.
N "Hello World! Build.” ) .
echo "Hello Horld! Build. schemaVersion: 1.0

step
- name: HelloWorldStep
action: ExecuteBash
inputs:
commands :
- echo "Hello World! Validate."

qé’"

step
- name: HelloWorldStep
action: ExecuteBash
inputs:
commands :
- echo "Hello World! Test."

phases: _

- namef test l
step':

-_name: HellolWorldStep

action: ExecuteBash

1ApUTS:
commands :

- echo "Hello World! Test."

= T W

=
Wb = @00

=]

E)L RO>R—F> REZDHI F X RO R—2R> REZEDHI
A




(B8] 7O>3>FE>a1-)
ZOMKF1 %> MATEX BERRF IS 3 SES1—LELT. NFOEDNBDET.

75525 €SI

ExecuteBinary
ExecutePowerShell

ExecuteBash

Reboot
UpdateOS
S3Upload
S3Download
SetRegistry

A FUEET

PowerShell RO UT b & ELT

BashXJUJ h&ET

AR AZHEETS

Windows&Linux®D7Py I 57— e AR =ILT D
O—AHIIF7ALIINESIAT ST MCOE—

S3AT SO MEO—-HII7ALIVICIE—
WindowsL 2 X bUF—0DEZEFETE




7oS3>€S1—IVDERH

sash ) b ERFS

name: InstallAndValidateCorretto
action: ExecuteBash
inputs:
commands:
- sudo yum install java-11-amazon-corretto-headless -y
-
function fail with_message() {
1>&2 echo $1
exit 1

b
ARCH="/usr/bin/arch’

JAVA_PATH=/usr/lib/jvm/java-11-amazon-corretto.$ARCH/bin/java
if [ -x $JAVA PATH ]; then
echo "Amazon Corretto 11 JRE is installed."
else
fail_with_message "Amazon Corretto 11 JRE is not installed. Failing."
fi

JAVAC_PATH=/usr/1ib/jvm/java-11-amazon-corretto.$ARCH/bin/javac
if [ -x $JAVAC_PATH ]; then
echo "Amazon Corretto 11 JDK is installed."
else
fail_with_message "Amazon Corretto 11 JDK is not installed. Failing."
fi
dW>S



VI RO 7DENEHRFRZITS

AWSERHDEIL FOZR—2R2 b HEERISERR) X0 VUT hatEsRolkE.
N&SEC. LW I DT 7OEN/HEBRI>R—> bR TED,

EC2 Image Builder EC2 Image Builder Components

EC2 Image Builder Components amazon-cloudwatch-agent-linux

Image pipelines compqnents ) .
R e e ol gmazon-cloudwatch-agent-linux
Components

Images

Component name o
33
esac

- name: FileExtension
action: ExecuteBash
inputs:

amazon-cloudwatch-agent-linux : CDWTWSZ

RELEASE="{{ build.OperatingSystemRelease.outputs.stdout }}’

if [ “echo "$RELEASE" | grep -E '“*(amzn|centos|rhel|sles)'” 1; then
echo 'rpm’

elif [ “echo "$RELEASE" | grep -E '*(debian|ubuntu)'™ ]; then
echo 'deb’

else
echo "The Operating System $RELEASE does not have a file extension specified. Failing build.™
exit {{ build.Fail.ocutputs.stdout }}

fi

- name: Source
action: ExecuteBash
inputs:

commandas :
- |

RELEASE="{{ build.OperatingSystemRelease.outputs.stdout }}’




Image Builder > /R—%> b2EO—HIVTHFET S

c AIR—R MNEB7US—S3> (AWSTOE:AWS Task Orchestrator and Executor )
Z{ES LT, O—HILEIBETHEIMmage Builder AYR—2%R> bOBFE - NSOV 1—F1 >0
ZIIS5CEMNTEET

- AWSTOE[FRZ > R7O>7IT VI —23 21ROT. FRDISIREULLBACTLZRRE
TEITHEETI, Fk, U>0—-RIFZFAIVBFERETI7Z7AIICROTVET (1> =)L
I REFQARE, NRZBREEDFFEATES)

[ZFE)
(1) AWSTOEZA A BM=ILT D / BEICIHEU TAWSRIERERZRE
(2) 1>AM=IUEYS>T. Image Builder A R—2> b RFIAAS MEVER
(3) R U IR—2R> NEIREET D
(4) A>R—R>MERTITD

RR—H5, LinuxTOERHIZHULET .
aWs
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Image Builder > /R—%> b2EO—HIVTHFET S

SJLr==

(1) AWSTOEZA A M—IL9 D / BE(CIEU TAWSESGEREZ 5 E

AWSTOETERDF7 —F+FTIF ¥, OSICHIBLTVET,
F—FFIOFv 0SS

386 Amazon Linux2,RHEL 8 and 7, Ubuntu 18 and 16, CentOS 7, SUSE 15

AMD64 Windows Server 2019/2016/2012 R2/version 1909
Amazon Linux2, RHEL 8 and 7, Ubuntu 18 and 16, CentOS 7, SUSE 15
ARM64 Amazon Linux2, RHEL 8 and 7, Ubuntu 18 and 16, CentOS 7, SUSE 15

AWSTOEDA D >O—RU>IIITRICEBEETNTWVET,

https://docs.aws.amazon.com/imagebuilder/latest/userguide/image-builder-component-manager.html

WECHUT. S3,CloudWatchlcO# >0 9 31 DAWSEREEBHZERELE T,
$ export AWS_ACCESS_KEY_ID=your_access_key_id
$ export AWS_SECRET_ACCESS_KEY=your_secret_access_key
XAWSEREEIBIRIZOF > J [ BIMERSREMMMTHON TLSIAMO—ILSERK I D
KEC2A A ATHERITUTCWLDiZEF. IAMO—)LDEID ZHTTOK
aWws
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https://docs.aws.amazon.com/imagebuilder/latest/userguide/image-builder-component-manager.html

Image Builder > /R—%> b2EO—HIVTHFET S

(2) 1>AP=ILUIENYS>T, Image Builder A R—2R> b RFIAS MEVERK

$ vi hello-world-1linux.yml

name: Hello World
description: This is hello world testing document for Linux.
schemaVersion: 1.0
phases:
- name: build
steps:
- name: HelloWorldStep
action: ExecuteBash
inputs:
commands :
- echo 'Hello World from the build phase.'
- name: validate
steps:
- name: HelloWorldStep
action: ExecuteBash
inputs:
commands :
- echo 'Hello World from the validate phase.'
- name: test
steps:
- name: HelloWorldStep
action: ExecuteBash
inputs:
commands :
- echo 'Hello World from the test phase.'



Image Builder J>R—%> b2&EO—DIILTHFET S

(3) 1>AP=ILUEYS>T, Image Builder AR—2R> b RFIAXD MRIRETE

$ awstoe validate --documents hello-world-linux.yml

[#55R : skIhfl]

{

"validationStatus": "success",
"message": "Document(s) [hello-world-linux.yml] is/are valid."

[#55R : NGfl]

{

"validationStatus": "failed",

"message": "validate document failed for hello-world-linux-bad.yml. Error : Parsing step
'HelloWorldStep' in phase 'build' failed. Error: line 1: cannot unmarshal string “echo 'H...  into
[]string."

}
© 2020, Amazon Web Services, Inc. or its Affiliates. aWS’
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Image Builder > /R—%> b2EO—HIVTHFET S
(4) AR—F> FERTTS
[DJ 1 —X%&18E U TELT build/test]

$ awstoe run --documents hello-world-linux.yml --phases build

[IRTDIT—RXZRT (RFIA> b24F]

$ awstoe run --documents documentName.yaml

[#55R : pRIhfl]

{
"executionId": "c264c9ac-e3a3-1lea-9704-06a88c4afo7a",

"status": "success",

"failedStepCount": 0,

"executedStepCount": 1,

"failureMessage": "",

"logUrl": "/home/ec2-user/TOE_2020-08-21 11-45-06 _UTC-0 c264c9ac-e3a3-11lea-9704-06a88c4afo7a"

}

% --trace ZESZET. L —XOJ%ZHSI0]EE aws

© 2020, Amazon Web Services, Inc. or its Affiliates.
N/
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EC2 Image Builder T Ansible playbook%Z%21379 %

Blaih S1BREEY —)L THhH S "Ansible”Z#ED>TL\3%E. Ansible playbookZEC2 Image
builder X154 >HhE5RITITBCEICELD T, AnsibleBEZEHTEZET

m Ansible playbookZ {379 31=6bDEH
- Image BuilderATAnsibleZ 2179 5155,
UE—PFTRIRKO—BDIVIRAMLETEITITS L SI(CplaybookZz () 18T IBENSHS
- hostz 127.0.0.1 (C95
- connection % local (C93
&/Z. gather_facts (& false TRIEH D FE Ao

m Ansible playbook E{TFIH#

1. AnsibleZz1 > A M=ILFBD70>3>DERK (ExecuteBash)

2. playbook®&A D >0O0—R9379>3 >0 (S3Download)
3. playbook®=4T (ExecuteBinary)

4. playbook®Hlkk (ExecuteBash)
5. EFTASICX T BRIEDELT (ExecuteBash)

. RNR—h5, playbook®DE{THIZBAWNTCHIBUET aws

N
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EC2 Image Builder T Ansible playbookZ=®2179 %

CCh5(&. playbookZz=EITIBREIL ROR—FK> bZzsdik (YAML)UTWLWEET,
FIRWMC. RFAADBCTHBITBDI YT LANILDOTOI\ G4 ZEELET,

name: 'Ansible Playbook Execution on Amazon Linux 2'
description: 'This is a sample component that demonstrates how to download and
execute an Ansible playbook against Amazon Linux 2.'
schemaVersion: 1.0
phases:
- name: build
steps:

#elF T, 1~5%ZEUTCVWEZET,
1. AnsiblezZA > A =)L B70>3 >0k (ExecuteBash)

- name: InstallAnsible
action: ExecuteBash

inputs:
commands:
- sudo amazon-linux-extras install -y ansible2
dWsS
~—"
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EC2 Image Builder T Ansible playbookZ®1379 %
2. playbook®&®4A>0O0—KR9379>3 >DERK (S3Download)

- name: DownloadPlaybook
action: S3Download
inputs:
- source: 's3://mybucket/my-playbook.yml’
destination: '/tmp/my-playbook.yml’

3. playbook®%%T (ExecuteBinary)

- name: InvokeAnsible
action: ExecuteBinary
inputs:
path: ansible-playbook
arguments:
- "{{build.DownloadPlaybook.inputs[@].destination}}’'

OR—%> NEIBZTUS—2 3 > DtEE (chain) T.
BIERD A5 W T (3 /tmp/my-playbook.ymI'hVE NS aws

N




EC2 Image Builder T Ansible playbookZ®1379 %

4. playbook®Hlk (ExecuteBash)

- name: DeletePlaybook
action: ExecuteBash
inputs:
commands:
- rm '{{build.DownloadPlaybook.inputs[@].destination}}"

5. RITABICH T DIRIEDETT (ExecuteBash)

- name: validate
steps:
- name: ValidateResponse
action: ExecuteBash
inputs:
commands:
- curl -s http://127.0.0.1 | grep "Hello world from EC2 Image
Builder and Ansible"

ChT1~5FTRESTU. Ansible playbookZ=E1T9 3 EJL RO >HR—2R> MHSERk

méﬁﬁ(i(_ -5 b https://aws.amazon.com/jp/blogs/compute/executing-ansible-playbooks-in-your-amazon-ec2-image-builder-pipeline/
6y



https://aws.amazon.com/jp/blogs/compute/executing-ansible-playbooks-in-your-amazon-ec2-image-builder-pipeline/

CloudFormationZ{#E> CTUY—XZ{E I D

AWS CloudFormation T. EC2 Image BuilderdUY—X (A>KR—2R> b LSE. N1
SA>) ZIERT D EDTIEETT,

Resource types

::ImageBuilder:
::ImageBuilder::
::ImageBuilder:
::ImageBuilder:

::ImageBuilder:

:Component

DistributionConfiguration

:Image
:ImagePipeline

:ImageRecipe

AE

A2 R—F> MDES
HHOAMI L. BLfRSEDER

A A—SDEI RICET 515k
AA—SINALT 51 > DES
A A—SLSEDESR

::ImageBuilder:

:InfrastructureConfiguration

—BFE9(CHEER T SEC2DER

https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/AWS_ImageBuilder.html

70
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https://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/AWS_ImageBuilder.html

CloudFormationZ{#E> CTUY—XZ{E I D

CloudFormation 3>7°)L

AWSTemplateFormatVersion: 2010-09-09
Resources:
ImagePipeline:
Type: 'AWS::ImageBuilder::ImagePipeline’
Properties:
Name: 'image-pipeline-Blackbelt'
Description: 'description'
ImageRecipeArn: !Ref ImageRecipe
InfrastructureConfigurationArn: !Ref InfrastructureConfiguration
ImageTestsConfiguration:
ImageTestsEnabled: false
TimeoutMinutes: 90
Schedule:
ScheduleExpression: 'cron(@ @ * * 9)'
PipelineExecutionStartCondition: 'EXPRESSION_MATCH_ONLY'
Status: 'DISABLED'
InfrastructureConfiguration:
Type: 'AWS::ImageBuilder::InfrastructureConfiguration'’
Properties:
Name: 'infrastructure-configuration-BB'
InstanceProfileName: !Ref InstanceProfile
Description: 'EC2 ImageBuilder BlackBelt'
InstanceTypes:
- 'm5.large’
SubnetId: 'subnet-9d2dddd5’
SecurityGroupIds:
- 'sg-0b6924425c099683d"
TerminateInstanceOnFailure: True

InstanceProfile:
Type: AWS::IAM::InstanceProfile
Properties:
InstanceProfileName: ImageBuilder-BB
Roles:

- EC2ImageBuilder-08

Component:
Type: 'AWS::ImageBuilder::Component’
Properties:

Name: 'component-BB'

Platform: 'Linux'

Version: "1.0.0"

Description: 'Hello Image Builder'

Data: |
name: HelloWorldTestinglLinuxDoc - InlineData
description: This is hello world testing doc
schemaVersion: 1.0

phases:
- name: build
steps:
- name: HelloWorldStep
action: ExecuteBash
inputs:
commands:
- echo "Hello World! Build."
- name: validate
steps:
- name: HelloWorldStep
action: ExecuteBash
inputs:
commands:
- echo "Hello World! Validate."
- name: test
steps:
- name: HelloWorldStep
action: ExecuteBash

inputs:
commands:
- echo "Hello World! Test."
ImageRecipe:
Type: 'AWS::ImageBuilder::ImageRecipe’
Properties:

Name: 'image-recipe-Blackbelt@8'
Version: '1.0.0'

ParentImage: arn:aws:imagebuilder:ap-northeast-1:aws:image/amazon-linux-2-

x86/2020.7.24
Components:
- ComponentArn: !Ref Component



UY—-RzttrZhI> MoEBTHRAET S

(1) EC2 Image BuilderT{ERliA A—>HBT S
- AWS EC2 Image Builder J\1 7S+ >N Ti&E
=>Z0 Step 3 (1 BHKTE (AT>3>) AMIDBLERTE

(2) AWS Resource Access Manager (AWS RAM) TUY—-X%&HH
- fIADAWS 77> RPAWS Organizations N (iS4, OU. HEDTHI> )
THETEZZEYI, GEFHIEIRIRR—)

GIE==SED)

- RAMZZEITIT DAWST A b LEREBUY—-ADIBETHDIZE (HBEESNTLWR VY —-XZHBI D EETSERRV)
- Y =ZINMESIEENTVBRIHBE(E. AWS KMSOCMKEBRRIICHET S

- AWS OrganizationsTHB 9 d3HBE(E. AWS OrganizationsdDi&KEN S5"AWS Resource Access Manager" =Bt 9 3

aWws
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DY —-Rztr7Zho> MoEBTHRET S

(2) AWS Resource Access Manager (AWS RAM) TUY—X%&#H

EC2 Image Builder DUY—X (A A= [ A A=SLSE / OR—R2B) (&
AWS Resource Access Manager Z{ED>TD7HU> MEDOREMEEETT,

Resource Access ] IO : UY— R0 Y —ZDFE DAL

Manager
X@Ji\*ﬁ_dwlf g

UY—ROFEEMER L. AWS 7> SR v b #BRIC )Y —RAD 77T RIEN

UY—R - AT
Uy=2 &

Image Builder -1 A —=>
Image Builder ¥ A—= L=

Image Builder - 7/R—=2

https://docs.aws.a mazon.com/imagebuilder/latest/userguide/image—builder—resource—sharing.htng{WS
~—



https://docs.aws.amazon.com/imagebuilder/latest/userguide/image-builder-resource-sharing.html

ATV ZRADFEIS HS5AMIZERT B

EC2 Image Builder & AWS VM Import/Export (VMIE)ZfHEAENTE D
ET. AT LUZANSDIRIEN S >« A—ZE/ERA]RE

#
VM (L1

Hypervisor

¥

EC2 Image Builderic &3
AMIDO—=ILFT o1 A=

s3
OVF

O
A —) @»

VHD

74 © 2020, Amazon Web Services, Inc. or its Affiliates. VM Im po rt aWS’



ATV ZRADFEIS A RA—S7EHT S

EC2 Image Builder & AWS VM Import/Export (VMIE)ZfEHEHED
ET. AT LUZADAREYS >4 A—6B/ERK E]EE

T-IFoA A=
(117
VM i AMINMSDEXport

Hypervisor aws ec2 export-image --image-id ami-id --disk-image-format VMDK
--s3-export-location S3Bucket=my-export-bucket,S3Prefix=exports/

OVF = '83
< e @
OVA

VHD

aws

N



1 A—SAERBEC2% Private Subnet [C{ERT D

Image Builder(FAMIZ/EDIBIE T, A A -V —XERBEC2ZERRULET . EC2(EVPCHDH—ERXED
T OCANNATH DIz, Private Subnet (CERR T DIBFE(FLUU T OMIGZEITLNE T

AWS Cloud (\@
BEEADEHILEETUVVRNWKEISSMERITRATY Y
Private subnet AWS Systems Manager (RunCommandiz &) THAAFPDI NIS—HHRE

|||||

|||||

Instance AWS EC2 Image Buider
(it EE 1] \
- NAT GatewayZ{Epk L. IL—F7404 203D
[ E 2]

- EC2%4ERK 9 B Private subnetliC. 770tz H— E XDPrivateLinkZz:%E 9 D

EC2 Image Builder(CE9 SPrivateLink: imagebuilder
Systems Manager(CB9 SPrivateLink: ssm, ssmmessages, ec2messages
+ WE (I U TS378 EDPrivate LinkZ5%i&E.

aws

N

VAS)
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HRAT—R INMDS5A4> TRICERHI/IN—>3>&FHT S

[Always build latest version option] A7 >3 >&EBUTA A—>%2/)/(—S3 BB UET,
FTRINATSA & LROIAT 5S4 TR ESNIERIHIN—>3 > DIERRA A—SZEBULET .

]IIIIIIIIIIIIl>E%? Q. Database Image Pipeline >

Recipe name

MyBasicLinuxRecipe

MyBasicLinuxRecipe

Web-Server2029-115

Web-Server2029-11S

Web-Server2029-115

Windows2019_5STIG_Low-
recipe-6ef66b4c9974

Version

Image 0S

Linux

Linux

Windows

Windows

Windows

Windows

EENEENES

Source image
arn:aws:iimagebuilder:us-east-1:aws:image/amazon-linux-2-x86/2020.1.8

arn:aws:iimagebuilder:us-east-1:aws:image/amazon-linux-2-x86,/2020.1.8

arn:aws:imagebuitdcr:us-cast-_fwindowszo‘l9-stig-low-recipc-SchBbchS?d}x‘x.x
arn:aws:imagebuitdcr:us-cast-_iwincowszo‘l9-stig-low-recipc-SCfGEMCSS?Mx‘x.x
arn:aws:imagebuitdcr:us-cast-_fwindowszo‘l9-stig-low-recipc-SchBbchS?d}x‘x.x

arn:aws:imagebuilder:us-east-1:aws:image/windows-server-2019-english-full-base-x86/2020.3.11

aws

N



o TFIVUTAEMEENA R (STIG) (& BHEIBHRS X7 LK (DISA) MMEHRS AT ALAEV T S
DI V2 RET DO UERTERETT

o SRAT L% STIG BE(CHEASEDC(E. cFRSFREF2VUT1EEZ1 A =)L,

IE. B

FUOT R NITBIRENSGDZET (STIG > TS5+ 77> AR =N /zAmazon EC2 Windows
Server AMI (&, 160 U O ELTF1 VU IHBEMNERIICHESNTULETY)

- EC2 Image Builder @ Windows STIG J>R—R> N ZESCET. STIGTHRESTNTLD
TF1 VT« REZBENCKRR (BRI REXAF> U T BIERTUT hZEEIT) S8 &

NEJRETY
STIG > R—R> bl
stig-build-windows- Applies the medium and low severity STIG Windows | BUILD
medium | Version 1.1.0 | settings to Windows instances. For more
information, see
https://docs.aws.amazon.com/imagebuilder/late
st/userguide/image-builder-stig.html.
https://docs.aws.amazon.com/imagebuilder/latest/userguide/image-builder-stig.html
dWsS
~—-1
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AWS Systems Manager ([C KD AMIYERL EDEELND (T

OSA A—SETFERAMIC/ERR I D8, AWS Systems Manager ZAW35EEHDFET ., EC2 Image Builder &
Systems Manager Automation THIHETENTVEITH, BEDEVAIFICOVWTERSFZEBEUTHEET.

EC2 Image Builder

D [ﬁ
/
: I /\\
—_— e > > (
| — _J
1. FEERBAA—SHBIR
2. AA=JCYINIT 3. AWSIRHFZMEL(E 4. AWSIEHTZAN 5. {ERAX—S%
PRBERAVAN-) EEUEZT>IL— MEITU UKREZRULTA M EEDAWSY—3>
{A—SHEFITITTB =179 (i
\. y y,

- EC2 Image Builder (314 XA—AEDBEIEINA DT SA2E2ITIA MY T TIHEITBIIVR—S RY—EXTY . RICHER
R > MTIRB DI, EC2 Image Builder(Cld, A A—S&RBFERIETHEAT IRIICIRTT SLHEIDHEFAFTNTNDS
Z&&. EDEHDIAR—F> MHBEMUHERMENTNSDZETY,

- EC2 ImageBuilder®- > 7'y h&RDY—R(FOSA A— (AMI)ICREESND =8, BHERABDEC2DAMIZES L
=W\, EWSEHDIZEAE. Systems Manager T “AWS-CreateImage” iR ERRITIT IERDHBICRDET,

- Systems Manager T{ERBEN/=AMIZEC2 Image BuilderOY—XA A—(CUT, d=IF oM A—> (BRERIE
CRBLFTTOMIBEHDTTL—MMMA—=, AMI ZOU—>2PYIUED, VI MIIPPPPITUEZRI{ELTH
¢ BNICFIATESIREICT D) (ETBINATSAOZERTIDELNTULS,
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BSOS 21—FT420EFTINVIDEITS
K< BEBMBED/ Y&, S1—F4 >IFPTO—FEAFICBROET,

NF—>

NSO —Fa 2D

HEPR(CREE

“AccessDenied : Access Denied status code : 403" > “UnauthorizedOperation” & ED
Ay - AESNTOBERIE, BURIAMARU S —HEID S TSNV ENRRTH S
T—2AN%E0\,

Caymy
OR—2R> MMERT BAPIYCUY =X (7 ORI BIERY. OF> T (S370LERRRE)
([CHBIERNEEE SN TVDIHWZERLE T,

NW IR (C R

Build fails with “status = ‘TimedOut’” > "failure message = 'Step timed out while step is

verifying the SSM Agent availability on the target instance(s)"

DAY EZ—IHRHEAESNTVDEE, NWIERES U < (FERICREEMNFEEL TV —ANH D,
Caymy

c A A=DEILRDIZHDEC2 A 2RI AMMEMENDI B I RY MM, 4> —FRwY k70

T RXHE U < (FPrivateLinkh' 5 E SN TLVDIENH D,

Private subnet®iz&(E. NATS — D1 E LUK (& Image Builder / Sysmtems Manager

/ Amazon S3 / CloudWatch®PrivateLink T> KRR > bERE(CGU TYERR T D,

- EC2InstanceProfileForImageBuilderd KU*AmazonSSMManagedInstanceCore &#!JFA

H—EX(CHI>eO—ILERAESN TS Z &=k

BEI>IR—2R>
M CEIRE

BELZOZ/IR—2R REITEFMCIS —AMHETULBERIFE. EC2 A2 RY ATV ILEZAULR:
WERRE/FFED DD SRV ENZ0N,

Gy
EC2 1> RHDAICTOLAL, OJZER. T D,
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RSITWNSaA—FTa4>20EFTI\VI&ITS
IS—EFENIREUEEZDRABFSZE CORNTRATULWL CEZHBITITHULET

(1) EC2 Image Builderhttih9 300 DR
- CloudWatch Logs
- S3
+ CloudTrail (WE(CIHUT)
- EC2 Image Builder

(2) Systems Manager Automation R{TEEDHER

(3) ELROZIR—3> MEITRICRE SNIZEC2DRE

© 2020, Amazon Web Services, Inc. or its Affiliates.
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RSO 1—FT1 207 I\VIETS
(1) EC2 Image Builderb' 93500 DH#E:R CloudWatch Logs

EC2ELOZELRS - IFETS—H
ARYU—-L=E=nd

CloudWatch CloudWatch Logs S nagebuilder/El

CloudWatch Logs - >H- b
CloudWatch Logs insights allow

LogGroup : "/aws/imagebuilder/<ImageName>
Log events LogStream : <ImageVersion>/<ImageBuildVersion>["x.x.x/x"]

Q

SALRIT

Info Stdout: dotnet-runtime-

Stdout: dotnet-runtime-3.1 x86 3.1.7-1 packages-microsoft-com-prod 29 M

: dotnet-runtime-c 7-1 pac i t-com-prod

Info Stdout: dotnet-runtime-

yl = .382+0 e t-com-prod 3.4 M

Info Stdout: dotnet-targeting-pack-3.1

Info tstandard-targeting-pack-2.1

Info Stdout: 4 2.1. M aWS

\/"



RSO 1—FT4a 20T INVIEITS
(1) EC2 Image Builderb’ih 9509 DR CloudWatch Logs

Info Step Execute_Inspector_As

Info Command execution resul in an error

Info Stderr: Unable to tag instance. Error: UnauthorizedOperation:You are not authorized to perform this operation

Info ExitCode 1

ITS—REFOH (LEAYVE—>%20Uv I35 ETERKT)

Info Stderr: Unable to tag instance. Error: UnauthorizedOperation: You are not
authorized to perform this operation. Encoded authorization failure message: sVOIiG-
31m7MTCAjskqFTvaewshgLE  (HhEg)
LkpjxMRbnNnjeHe8InSjPnlQj5urnahPKXYvul3100mx8FtmCQRWGacy41jFbvICdgwKP
ciYGec7AfnmFPCVsJUEjWoOK3CLhjpLYoe--status code: 403, request id: d4ea7bbf-
f326-4aca-9**5-8***60412266

A
84 ~—1
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RSO 1—FT1 207 I\VIETS
(1) EC2 Image Builderb’ih9 300 DR S3
¥¥(C application.log KcSITIIWVS1—F« 2D (CER

1 0__dotnet-core-runtime-linux__3.1.2_1.yml BIRUEZEI ROZR—2> FDEN
1__inspector-test-linux__1.0.1_1.yml BIRUZTA RO IR—R> DR
] application.log AWSTOE(CBI9 SdebugO?d
] chaining.json EIR/FARIZR—3> bDORTOD
] console.log RENN/RETS—0O02 (CWLERESS)
] detailedoutput.json A—TARL—23 2T
ITARTOFMBHRERRLUIZT 7 I
adWs
N



RSITNS21—FT1 20T INVIEITS
(1) EC2 Image Builderb'i 793505 DR CloudTrail

AN MY —X:ssm.amazonaws.comTJ+ )L —
SSM AutomationMETHRIBE SN TLNDB S ENHnD

T 59— J— * | SSM.amazonaws.com

A N> MR 1—Y—&

2020-08-21, 07:56:27 AM imagebuilderdeea79e5-9e00-44b7-bc72-3ece0015b299

ISRaEE: [5HE

A2 NS

"eventVersion": "1.65",
"userIdentit
"type”
"principalid”

2020-08-21, 08:09:30 AM imagebuilderdeea79e5-9e00-44b7-bc72-3ece0015b299 Describelmages
2020-08-21, 08:09:20 AM imagebuilderdeea79e5-9e00-44b7-bc72-3ece0015b299 Describelmages

2020-08-21, 08:09:16 AM imagebuilderdeea79e5-9e00-44b7-bc72-3ece0015b299 Createlmage "accesskeyTd"

fon A . ’ . S i "sessionContext":
2020-08-21, 08:08:48 AM imagebuilderdeea79e5-9e00-44b7-bc72-3ece0015b299 DescribelnstanceStatus sesf::szz"zsuer
"type":
"principalid”
“arn": "
2020-08-21, 08:08:35 AM imagebuilderdeea79e5-9e00-44b7-bc72-3ece0015b299 DescribelnstanceStatus “accountId

"userName": "AWSS iceRoleForImageBuilder

2020-08-21, 08:08:38 AM imagebuilderdeea79e5-9e00-44b7-bc72-3ece0015b299 DescribelnstanceStatus

APIDETREEZELIC. FSTINVSa1—F12D&ITS
86
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RSO 1—FT1 207 I\VIETS
(1) EC2 Image Builderb’ i h 950D 2 EC2 Image Builder

Output image Configuration Image recipe

Output images

Q

Version Date created

Aug 20, 2020 1:14 AM

87

EC2 Image Builderh* 5317 L CL\BSSMC
IS—MREENEELTVNDZENDOND

Status Reason for failure
[5SM execution 'd366feec-a1c9-4218-876e-bb53ae05a421' failed
with status = 'Failed" in state = 'TESTING' and failure message =

Failed
® ‘ Document arn:aws:imagebuilder:ap-northeast-
:255485124026:component/inspector-test-linux/1.0.1/1 failed!

SSM execution 'd366feec-a1c9-4218-876e-bb53ae05a421' failed
with status = 'Failed' in state = 'TESTING' and failure message =

'Document arn:aws:imagebuilder:ap-northeast-
1:255485124026:component/inspector-test-linux,/1.0.1/1 failed!

adWs
N



RSO 1—FT4a 20T INVIEITS
(2) Systems Manager (SSM) Automation E{TEEDHE:R

SSM execution 'd366feec-a1c9-4218-876e-bb53ae05a421' failed

. with status = 'Failed' in state = 'TESTING' and failure message =
EC2 Image Builder 0 o builder- h
DIS—Avt—kEEE(C ocument arn:aws:imagebuilder:ap-northeast-

SSM Automation MO & FER 1:255485124026:component/inspector-test-linux/1.0.1/1 failed!

AWS Systems Manager

Executions Preferences 7'—{4\/ I\

SSM AutomationT. RFI1XA> b

— “ImageBuilderTestImageDocument
BENMEDR vy~

i "BRITENTED,
EZTERBLTWS ZED DS,
Clear filters ;ﬁID&aU\yOb’C\
HFllzRTEIES (RR—D)

RFaX b AT—FR

d366feec-a1c9-4218-876e- arn:aws:ssm:ap-northeast-
bb53ae05a421 1:332908494474:document/ImageBuilderTestimageDocument
[ S ——

®@ %35

aws

\/"



RSO 1—FT4a 20T INVIEITS
(2) Systems Manager Automation RI{TEEDHER

RITAT—HR
, d366feec-a1c9-4218-876e-
PEHEHRRT—H R TATOETUERTYS

® 5% 8 bb53ae05a421

KRITUEATYT
Q

S 7~
A7y ID AFvTH 7oz 7I-\4 - I\

f7beb528-880b-4e43-addf-7ae135eb1484 WaitForlnstanceToSpinUp aws:waitForAwsResourceProperty

- — Y Al
7b7d161d-0651-451e-8273-09e0dd4c091d VerifySSMAgentBranch aws:branch ECZ Image Bu Ider (‘— $D tiﬁ
-
dc6ecOb4-e9da-46e9-ace8-0e1271487fd6 VerifySSMAgentLinux aws:runCommand ant b‘% SSM Automatlon m@
= | =1 g
46500e57-cce2-488a-92f1-87645d48b76d EndOfVerifySSMAgentBranch aws:sleep 4* 7 D _— t N ﬁﬁ%iﬂpﬁﬁvwg
71ca6f36-d0fe-4682-befc-d90e84352a9¢ RunTestsBranch aws:branch b“ﬁEEﬂt“ g 5 o

c59ae451-798e-44cd-badf-d3bcd396d4d8 RunTestsWithLogging aws:runCommand
cbe06bfa-ccda-48da-834c-d8838c246fc2 FailureHandling aws:branch
6fa7d731-1942-4c83-ab6f-020baadfb61c EndOffailureHandling aws:sleep

49787eed-3e75-496b-a70e-6a1d83e58caf - WaitBeforeDescribingInstanceAgain aws:sleep




[2%] EC2 Image BuilderTEITENTWSSSMRF1 A b
EITSINTWVWB RFI AT ME. SSM R A> b SHEERR]EE

AWS Systems Manager B AT |

BCea

Amazon HFFE Shared with me

RFI1A> B

REIAZ MEOTL T+ w2 R: Equals: Image X

eBuilderTestimageDocument

Kb o [T RS
332508494474

Automation

90

FTARTORFIAZ

Clear filters

ImageBuilderBuildimageDocument

A =Dy haE

332908494474

Automation

ImageBuilderBuildImageDocument

A A—SZEI RTBRICRITEINS.
37AFTYI OSB3 RFIATMT, LIE
DABICIBUTRITENDIRTYITHHIES
ns.

ImageBuilderTestImageDocument

AA=SZFT AT BRICERITENDS.
20RF7YIHEHB RFIATRT, LIE
DABICIBUTRITETNDIRATYITDHIES
nd.

adWs
N
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BSOS 21—FT420EFTINVIDEITS

(3) EIVROR—2> hETHICEE ETNIZEC2DHRE

BNRDEBED, A A= E)LRITBRICEC2 A1 > R AW EEFENET,
TDA 2RI RICTI1RX (SSH, RDP, ZF/z(d SSM Session Manager ) 9
BCET, ARERS > ADOTNSI O O— RI7AILDOETIRRIR EZHER T
BCENTEET,

¥ Troubleshooting settings info

Specify settings to troubleshoot issues with building your image.

StaTZ::'ﬂs::z:.;Sst;T:e on failure 7R4 > I_\ _
_ EC2 OREBEZITORICIZ.
e i alloes you o securely comnect to your nstance EIL REFICERSND A > RI 2 RADIET &
< T=6b(C. [Terminate Instance on
Failurel] A 3>0F v o= LFET,

Create key pair[7]

Logs
Select a location to save logs.
S3 location
s3:// Browse 53
N
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User data (1—YHY—5—4)

RERFIC RO T M EITZEITDOHLERE
2O TA ORI RAICTETS
e STILROUT
« cloud-init=« L5« 7

FARARE
o AMITH/\—TERUVEEFONTEELSE
- EFFICEITIDRXIUT Mochef, puppet\. HEPNS/SA—SFEUTERZET

#!/bin/bash

yum update -y

amazon-linux-extras install -y lamp-mariadb1@.2-php7.2 php7.2
yum install -y httpd mariadb-server

systemctl start httpd

systemctl enable httpd

usermod -a -G apache ec2-user

chown -R ec2-user:apache /var/www

chmod 2775 /var/www

find /var/www -type d -exec chmod 2775 {} ¥;

find /var/www -type f -exec chmod 0664 {} ¥;

echo "<?php phpinfo(); ?>" > /var/www/html/phpinfo.php

http://docs.aws.amazon.com/ja ip/AWSEC2/latest/UserGuide/user-data.html

aws

N


http://docs.aws.amazon.com/ja_jp/AWSEC2/latest/UserGuide/user-data.html

94

Launch Template (BE7>JL—k)

e EC2A>RAAFENF(CEREINZTIEH (AMIID oA > RAIRAIAT,
BEA DAY ADERECERLUTWVWDRY NJO—D%FE) =5>JL— bk
LT, AR RDEEES > T)UTDSENTED

e A—KRT—U2TPOIRY cIJU—h AFIORARAIATY
h— kN3

« PHEEONTEEZERAUED, RANTSOFTA RO TEA DRI AD
EE=EET5H(CITD

' ™y

_micro
Version 1 Version 2 - Default ) Version 3
Launch template
https://docs.aws.amazon.com/ja_jp/AWSEC?2/latest/UserGuide/ec2-launch-templates.html aws
~—")
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EC2 Image Builder H—EX I A —#H(CDWLT

UYy—X

REDI—>23>DZDTHI> NTEITTEDEFEIL R
DERAE,

5 J# )L MiE

THIOZRHED, U—=3>3852D 100 EDEIL B

REDYU—23>2D7 T2 NTYERR TE D EC2 Image
Builder J>/R—3> hDERKE.

FHAI> hHIED,

>k

U—=3>37h 1,000 EDI>R—>

EC2 Image Builder > 7/R—%> bDF—5 T+« —)L RDE
KB+ X,

16 KB

REDYU—=23>2D7HT> NTYERR TE D EC2 Image
Builder 4 X—=)\A TS5+ > D KE

FHAIZ hHIED,
A

J—=3>282D 75 DA A—)(A

WEDU—=3>20D7 D> TR CE D EC2 Image
Builder 4 X—> L EDRAE,

FHAI> hHIED,

]

U—>3>2%72h 1,000 EDA A—>L

Bi—@ EC2 Image Builder 1 A= LS EICEEMTD &
N TE3 EC2 Image Builder O>7/R—23R> bDTRAE.

AXR=HIZD, U—=2323820 20 ADIZR—R>

REDU—=3>DT7 NI b TYERRCTE D EC2 Image
Builder >S5 X NS OF v RTEDTEAEL

PRI RHEED, U—=32382D 1,000 EOEE

REDYU—=23>2D0D7HT> NTYERR TE D EC2 Image
Builder 7+ A AU E1—>3 S FEDRAE.

PRI RHEED, U—=32382D 1,000 EDEE




EC2 Image Builder BREEDFPYVI5T—b

EC2 Image Builder I >/R—=> b BO—HJL THRFERIEE(IC

https://aws.amazon.com/jp/about-aws/whats-new/2020/08/ec2-image-builder-J >7R—=2 > b-can-now-be-developed-

locally/
EC2 Image Builder h*5 CloudWatch ADOF X MU—=> I H\aJHEIC

https://aws.amazon.com/jp/about-aws/whats-new/2020/07/ec2-image-builder-can-now-stream-logs-to-cloudwatch/

EC2 Image Builder TDIES{EENIZ AMI DIERE KV EEDRIHEIC

https://aws.amazon.com/jp/about-aws/whats-new/2020/07/ec2-image-builder-produce-distribute-encrypted-amis/

EC2 Image Builder H* AWS PrivateLink Z 1T UJziEHRDYR— &S

https://aws.amazon.com/jp/about-aws/whats-new/2020/06/ec2-image-builder-now-supports-connectivity-through-
aws-privatelink/

EC2 Image Builder [C AWS CloudFormation ADYR— &N

https://aws.amazon.com/jp/about-aws/whats-new/2020/05/ec2-image-builder-now-includes-support-for-aws-
CloudFormation/

EC2 Image Builder h* Ubuntu. RHEL. CentOS. SLES MH7R— NZ&iBhl

https://aws.amazon.com/jp/about-aws/whats-new/2020/04/ec2-image-builder-adds-support-ubuntu-rhel-centos-sles/

© 2020, Amazon Web Services, Inc. or its Affiliates. All rights reserved. aWS
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https://aws.amazon.com/jp/about-aws/whats-new/2020/07/ec2-image-builder-produce-distribute-encrypted-amis/
https://aws.amazon.com/jp/about-aws/whats-new/2020/06/ec2-image-builder-now-supports-connectivity-through-aws-privatelink/
https://aws.amazon.com/jp/about-aws/whats-new/2020/05/ec2-image-builder-now-includes-support-for-aws-cloudformation/
https://aws.amazon.com/jp/about-aws/whats-new/2020/04/ec2-image-builder-adds-support-ubuntu-rhel-centos-sles/
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8 A® Black Belt Online Seminar

AWS
CloudFormation

App Deploy

8/26 (7K) 18:00-19:00 AWS

'i% CloudFormation

AWS CloudFormation (FAWS U Y — X DIRIEFEER
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PBEZXTETRMDIETERICDULTIE
AWS Japan Blog [https://aws.amazon.com/jp/blogs/news/| (C T
#EB/BELUFET,

CAAS)
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https://aws.amazon.com/jp/blogs/news/

AWS DBEARZFENDIEM [AWS &8l TIRF:E

adWws BEBYUF—LABMVADYE HH—k BAE - Favvh - OO

~—7
BE YWUai—-¥3ry H&E PFFaXrbh 2B /N—hkF+— AWS Marketplace o0t Q

AWS 75 RY—EXERERSEN Y

FPIVY 9x 7 H—EZ (AWS) RBRELISIRY—ERATSY R 74—LT PIRADIAT—LERREYR— FTR0EBHEH, F—IR—2AZA MY, LT ZOMZBEEES
BEERULET. SEREAELY—EAERRL. SELSLEFCHARAVWEEREY. FhoxFRATALHLEIDAXRERE,. BEI YTy VESHCRHELTED T, (BHr
kiEEK, AWS Webinar TERALEERS LAY FIV FESF—BHEEBBLTVET. )

H—ERBIEHE »

AWS Webinar &3 » AWS F0E T »

https://amzn.to/JPArchive

aWs
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AWS Well-Architected {EBII%THHS

818" W-AfRE bl Fz il ¢S " 2 R
« AWSDY VI —5327—FFD B(SA)IC
XIRI EZ BT D Z L EaHE

8G AWS Well-Architected
o HIAAHIANS RSP A DS .

(https://aws.amazon.com/jp/about-aws/events/)
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1

2

AmazonhMiZgft I3 EI RO R—2> M Linux
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stalls the Microsoft .NET Core 3.1 SDK and its
dependencies from the Microsoft yum repository.

dotnet-core-sdk-linux |
Version 3.1.0

dotnet-core-runtime-
linux | Version 3.1.2

dotnet-core-runtime-
linux | Version 3.1.1

docker-ce-linux | Version
1.0.0

Installs the Microsoft .NET Core Runtime version
3.1 and its dependencies from the Microsoft
package repository. For more information, review
the .NET Core 3.1 download page at
https://dotnet.microsoft.com/download/dotnet-
core/3.1.

Description

Installs the Microsoft .NET Core Runtime version
3.1 and its dependencies from the Microsoft
package repository. For more information, review
the .NET Core 3.1 download page at
https://dotnet.microsoft.com/download/dotnet-
core/3.1.

Description

Install the latest Docker Community Edition from
Amazon Linux Extras, and enable the ec2-user
user to manage docker without using sudo.

Linux

Linux

Linux

Linux

BUILD

BUILD
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5 aws-cli-version-2-linux |
Version 1.0.0

amazon-corretto-8-jdk |
Version 1.0.0

amazon-corretto-11 |
Version 1.0.0

amazon-corretto-11-
headless | Version 1.0.0

amazon-cloudwatch-
agent-linux | Version
1.0.0

Installs the latest version of the AWS CLI version 2, Linux
and creates the symlink /usr/bin/aws pointing to

the installed application. For more information,

review the user guide at
https://docs.aws.amazon.com/cli/latest/userguid

e/.

Installs Amazon Corretto 8 JDK from Amazon Linux
Linux Extras

Installs Amazon Corretto 11 Linux

Installs Amazon Corretto 11 Headless Linux

Installs the latest version of the Amazon CloudWatch Linux
agent. This component installs only the agent. You

must take additional steps to configure and use the

Amazon CloudWatch agent. For more information, see

the documentation at
https://docs.aws.amazon.com/AmazonCloudWatch/lat
est/monitoring/install-CloudWatch-Agent-on-EC2-
Instance.html.

BUILD
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php-7_4-linux | Version
1.0.0

php-7_3-linux | Version
1.0.0

php-7_2-ubuntu |
Version 1.0.0

php-7_2-linux | Version
1.0.0

php-7_1-linux | Version
1.0.0

mono-linux | Version
1.0.1

mono-linux | Version
1.0.0

Installs PHP 7.4 from Amazon Linux Extras.

Install PHP 7.3 from Amazon Linux Extras

Installs PHP 7.2 from the Ubuntu package
repository.

Install PHP 7.2 from Amazon Linux Extras

Install PHP 7.1 from Amazon Linux Extras

Installs the latest version of the Mono framework.
Follows the instructions found at https://www.mono-
project.com/.

Installs the latest version of the Mono framework.
Follows the instructions found at https://www.mono-
project.com/

Linux

Linux

Linux

Linux

Linux

Linux

T L o L

BUILD

BUILD

BUILD

BUILD

BUILD

BUILD




AmazonhMEHIT B EI RO >R—F> M Linux
L L L L

mate-de-linux | Version
1.20.0

dotnet-core-sdk-linux |
Version 3.1.2

dotnet-core-sdk-linux |
Version 3.1.1

reboot-linux | Version
1.0.1

python-3-linux |
Version 1.0.2

Installs the MATE Desktop Environment, xrdp, Linux BUILD
TigerVNC server, and enables the xrdp service.

Installs the Microsoft .NET Core SDK version 3.1 Linux BUILD
and its dependencies from the Microsoft package

repository. For more information, review the .NET

Core 3.1 download page at

https://dotnet.microsoft.com/download /dotnet-

core/3.1.

Installs the Microsoft .NET Core SDK version 3.1
and its dependencies from the Microsoft package
repository. For more information, review the .NET
Core 3.1 download page at
https://dotnet.microsoft.com/download/dotnet-
core/3.1.

Reboots the system.

Installs the Python 3 package using apt, yum, or zypper.
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python-3-linux | Installs the Python 3 package using apt, yum, or Linux BUILD
Version 1.0.1 zypper.

python-3-linux | Installs the latest version of Python 3 Linux BUILD
Version 1.0.0

powershell-yum | Installs the latest version of PowerShell from the Linux BUILD
Version 1.0.0 Microsoft RedHat repository.

powershell-core-linux | Installs PowerShell Core 6.2.4 from the GitHub Linux BUILD

Version 6.2.4 release package. This follows the 'Installation via
Direct Download - Red Hat Enterprise Linux (RHEL)
7' instructions listed here:
https://docs.microsoft.com/en-
us/powershell /scripting /install /installing-
powershell-core-on-linux?view=powershell-6#red-
hat-enterprise-linux-rhel-7.
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powershell-core-linux |
Version 6.2.3

update-linux | Version
1.0.0

update-linux-kernel-
mainline | Version 1.0.0

112
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Installs PowerShell Core 6.2.3 from the Microsoft
yum repository. Follows the RHEL instructions
listed here: https://docs.microsoft.com/en-
us/powershell /scripting /install /installing-
powershell-core-on-linux?view=powershell-6#red-
hat-enterprise-linux-rhel-7.

Updates Linux with the latest security updates.

Installs the latest mainline release of the Linux
kernel. For Amazon Linux 2, this will install the
'kernel-ng' package from Amazon Linux Extras. For
CentOS 7 and Red Hat Enterprise Linux 7 and 8,
this will install the 'kernel-ml' package from
https://www.elrepo.org.
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stig-build-linux-
medium | Version 2.6.0

stig-build-linux-
medium | Version 2.5.0

stig-build-linux-low |
Version 2.6.0

stig-build-linux-low |
Version 2.5.0

Applies the medium and low severity STIG settings Linux BUILD
for Red Hat Enterprise Linux (RHEL) to Amazon

Linux 2 instances. For more information, see
https://docs.aws.amazon.com/imagebuilder/latest
/userguide/image-builder-stig.html.

Applies the medium severity STIG settings to
Amazon Linux 2. Uses the STIG settings from Red
Hat Enterprise Linux (RHEL).

Applies the low severity STIG settings for Red Hat Linux
Enterprise Linux (RHEL) to Amazon Linux 2

instances. For more information, see
https://docs.aws.amazon.com/imagebuilder/latest
/userguide/image-builder-stig.html.

Applies the low severity STIG settings to Amazon Linux
Linux 2. Uses the STIG settings from Red Hat
Enterprise Linux (RHEL).
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stig-build-linux-high | Applies the high, medium, and low severity STIG Linux
Version 2.6.0 settings for Red Hat Enterprise Linux (RHEL) to

Amazon Linux 2 instances. For more information,

see

https://docs.aws.amazon.com/imagebuilder/latest

/userguide/image-builder-stig.html.

stig-build-linux-high | Applies the high severity STIG settings to Amazon Linux
Version 2.5.0 Linux 2. Uses the STIG settings from Red Hat
Enterprise Linux (RHEL).

aws
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1 dotnet-core-runtime- Installs the Microsoft .NET Core Runtime version Windows BUILD
windows | Version 3.1.0 3.1.2. For more information, review the .NET Core
3.1 download page at
https://dotnet.microsoft.com/download/dotnet-
core/3.1.

dotnet-core-hosting- Installs the ASP.NET Core Hosting Bundle version Windows
bundle-windows | Version 3.1.2. The hosting bundle includes the .NET Core
3.1.0 Runtime and IIS support. For more information,

review the .NET Core 3.1 download page at
https://dotnet.microsoft.com/download/dotnet-
core/3.1.

aws-cli-version-2- Installs the latest version of the AWS CLI version Windows
windows | Version 1.0.0 2. For more information, review the user guide at
https://docs.aws.amazon.com/cli/latest/usergui
de/.

anaconda-windows | Installs the Anaconda distribution and Windows
Version 2019.10.0 environments for Tensorflow, PyTorch, and MXNet.
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5 amazon-corretto-8- Installs Amazon Corretto 8 for Windows in Windows BUILD
windows | Version 1.0.0 accordance with the Amazon Corretto 8 User
Guide at
https://docs.aws.amazon.com/corretto/latest/co
rretto-8-ug/windows-7-install.html.

amazon-corretto-11- Installs Amazon Corretto 11 for Windows in Windows BUILD
windows | Version 1.0.0 accordance with the Amazon Corretto 11 User
Guide at

https://docs.aws.amazon.com/corretto/latest/co
rretto-11-ug/windows-7-install.html.

amazon-cloudwatch- Installs the latest version of the Amazon Windows BUILD
agent-windows | Version CloudWatch agent. This component installs only
1.0.0 the agent. You must take additional steps to
configure and use the Amazon CloudWatch agent.
For more information, see the documentation at
https://docs.aws.amazon.com/AmazonCloudWat
ch/latest/monitoring/install-CloudWatch-Agent-
on-EC2-Instance.html.
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dotnet-core-sdk- Installs the Microsoft .NET Core SDK version Windows BUILD
windows | Version 3.1.0 3.1.102. The installation includes version 3.1.2 of

the ASP.NET Core Runtime, the .NET Core

Runtime, and the Desktop Runtime. For more

information, review the .NET Core 3.1 download

page at

https://dotnet.microsoft.com/download/dotnet-

core/3.1.

reboot-windows | Reboots the system. Windows
Version 1.0.1

python-3-windows | Installs Python 3.8.2 for Windows. Windows
Version 3.8.2

PuTTY | Version 0.73.1 Installs PUTTY version 0.73 from Windows
https://www.chiark.greenend.org.uk/~sgtatham
/putty/releases/0.73.html.

PuTTY | Version 0.73.0 Description Windows
Installs PUTTY
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powershell-windows | Installs PowerShell version 7.0.2 from the GitHub  Windows BUILD
Version 7.0.2 repository at
https://github.com/PowerShell /PowerShell.

powershell-windows | Installs PowerShell version 7.0.1 from the GitHub  Windows
Version 7.0.1 repository at
https://github.com /PowerShell /PowerShell.

powershell-windows | Installs PowerShell version 7.0.0 from the GitHub  Windows

Version 7.0.0 repository at
https://github.com/PowerShell /PowerShell.

powershell-core- Performs a default installation of PowerShell Core  Windows
windows | Version 6.2.4 6.2.4 from the

https://github.com/PowerShell /PowerShell

repository.

powershell-core- Performs a default installation of PowerShell Core Windows
windows | Version 6.2.3 6.2.3 from the

https://github.com /PowerShell /PowerShell

repository.
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update-windows | Updates Windows with the latest security updates. Windows BUILD
Version 1.0.0

stig-build-windows- Applies the medium and low severity STIG Windows BUILD
medium | Version 1.1.0 settings to Windows instances. For more
information, see
https://docs.aws.amazon.com/imagebuilder/late
st/userguide/image-builder-stig.html.

stig-build-windows- Applies the medium severity STIG settings to Windows
medium | Version 1.0.0 Windows.

stig-build-windows-low Applies the low severity STIG settings to Windows Windows

| Version 1.1.0 instances. For more information, see
https://docs.aws.amazon.com/imagebuilder/late
st/userguide/image-builder-stig.html.

stig-build-windows-low Applies the low severity STIG settings to Windows Windows
| Version 1.0.0
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stig-build-windows- Applies the high, medium, and low severity STIG Windows
high | Version 1.1.0 settings to Windows instances. For more
information, see
https://docs.aws.amazon.com/imagebuilder/late
st/userguide/image-builder-stig.html.

-
2

stig-build-windows- Applies the high severity STIG settings to Windows
high | Version 1.0.0 Windows.
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eni-attachment-
test-linux |
Version 1.0.1

eni-attachment-
test-linux |
Version 1.0.0

The ENI attachment test creates an ENI and attaches it
to the instance. It validates that the attached ENI has an
IP address. It then detaches and deletes the ENI. To
perform this test, an IAM policy with the following
actions is required: ec2:AttachNetworkInterface,
ec2:CreateNetworkInterface, ec2:CreateTags,
ec2:DeleteNetworkInterface,
ec2:DescribeNetworkInterface,
ec2:DescribeNetworkInterfaceAttribute, and
ec2:DetachNetworkInterface.

The ENI attachment test creates an ENI and attaches it
to the instance. It validates the attached ENI has an IP
address. It then detaches and deletes the ENI. In order
to perform this test, an IAM policy with
ec2:AttachNetworkInterface, ec2:CreateTags,
ec2:DescribeNetworkInterfaceAttribute,
ec2:DetachNetworklInterface,
eni:CreateNetworkInterface, eni:DeleteNetworkInterface
and eni:DescribeNetworkInterface actions is required.

Linux

Linux




AmazonhME#td B3 A MO R—F> M Linux

simple-boot-
test-linux |
Version 1.0.0

reboot-test-linux
| Version 1.0.0

reboot-linux |
Version 1.0.0

validate-ssh-
public-key-linux
| Version 1.0.0

validate-ssh-
host-key-
generation-linux
| Version 1.0.0

Executes a simple boot test.

Tests whether the system can reboot successfully
Reboots the system.

Checks if the latest ssh public key provided by the
Instance Metadata is present on instance. This test does
not assert that public key from Instance Metadata is the
only key present.

Checks if the ssh host key was generated after latest
boot.
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ebs-volume-
usage-test-linux|
Version 1.0.0

ebs-volume-
usage-test-linux|
Version 1.0.1

The EBS volume usage test creates an EBS volume and
attaches it to the instance. It creates a temporary file on
the volume and detaches the volume. It reattaches the
volume and validates the file exists. It then detaches
and deletes the volume. In order to perform this test, an
IAM policy with ec2:AttachVolume, ec2:CreateTags,
ec2:DetachVolume, ebs:CreateVolume,
ebs:DeleteVolume and ebs:DescribeVolumes actions is
required.

The EBS volume usage test creates an EBS volume and
attaches it to the instance. It creates a temporary file on
the volume and detaches the volume. It reattaches the
volume and validates that the file exists. It then
detaches and deletes the volume. To perform this test,
an IAM policy with the following actions is required:
ec2:AttachVolume, ec2:CreateTags, ec2:CreateVolume,
ec2:DeleteVolume, ec2:DescribeVolumes, and
ec2:DetachVolume.

Linux

Linux
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eni-attachment-
test-windows |
Version 1.0.1

eni-attachment-
test-windows |
Version 1.0.0

The ENI attachment test creates an ENI and attaches it
to the instance. It validates that the attached ENI has an
IP address. It then detaches and deletes the ENI. To
perform this test, an IAM policy with the following
actions is required: ec2:AttachNetworkInterface,
ec2:CreateNetworkInterface, ec2:CreateTags,
ec2:DeleteNetworkInterface,
ec2:DescribeNetworkInterface,
ec2:DescribeNetworkInterfaceAttribute, and
ec2:DetachNetworkInterface.

The ENI attachment test creates an ENI and attaches it
to the instance. It validates the attached ENI has an IP
address. It then detaches and deletes the ENI. In order
to perform this test, an IAM policy with
ec2:AttachNetworkInterface, ec2:CreateTags,
ec2:DescribeNetworkInterfaceAttribute,
ec2:DetachNetworklInterface,
eni:CreateNetworkInterface, eni:DeleteNetworkInterface
and eni:DescribeNetworkInterface actions is required.

Windows

Windows
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ec2-network-
route-test-
windows |
Version 1.0.0

ebs-volume-
usage-test-
windows |
Version 1.0.1

Test to ensure all required EC2 network routes exist in Windows
the route table.

The EBS volume usage test creates an EBS volume and Windows
attaches it to the instance. It creates a temporary file on

the volume and detaches the volume. It reattaches the

volume and validates that the file exists. It then

detaches and deletes the volume. To perform this test,

an IAM policy with the following actions is required:
ec2:AttachVolume, ec2:CreateTags, ec2:CreateVolume,
ec2:DeleteVolume, ec2:DescribeVolumes, and

ec2:DetachVolume.
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ebs-volume-usage-test- The EBS volume usage test creates an EBS Windows  TEST
windows | Version 1.0.0 volume and attaches it to the instance. It

creates a temporary file on the volume and

detaches the volume. It reattaches the volume

and validates the file exists. It then detaches

and deletes the volume. In order to perform this

test, an IAM policy with ec2:AttachVolume,

ec2:CreateTags, ec2:DetachVolume,

ebs:CreateVolume, ebs:DeleteVolume and

ebs:DescribeVolumes actions is required.

reboot-windows | Version Reboots the system. Windows
1.0.0

reboot-test-windows | Tests whether the system can reboot Windows
Version 1.0.0 successfully

windows-activation-test | Checks the Common Information Model for Windows
Version 1.0.0 Windows license status

simple-boot-test- Executes a simple boot test. Windows
windows | Version 1.0.0
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