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« AWS does not offer binding price quotes. AWS pricing is publicly available and is
subject to change in accordance with the AWS Customer Agreement available at
http://aws.amazon.com/agreement/. Any pricing information included in this
document is provided only as an estimate of usage charges for AWS services based on
certain information that you have provided. Monthly charges will be based on your
actual use of AWS services, and may vary from the estimates provided.
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void vTaskl ( void *pvParameters )
{
/] DRI TIERT DL
int iVariableExample = 0;
for(; ;)
{

// (AR % EoEK

}
vTaskDelete (NULL) ;
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« xTaskCreate() API Bd#xFHL\D

PortBASE TYPE xTaskCreate ( pdTASK CODE pvTaskCode,
const signed portCHAR * const pcName,
unsigned portSHORT usStackDepth,

void *pvParameters,
unsigned portBASE TYPE uxPriority,
xTaskHandle *pxCreatedTask

© 2020, Amazon Web Services, Inc. or its Affiliates. All rights reserved.
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static void vTaskl (void *pvParameters)
{

for( ;7 )

{

/| S (TR SO,
vTaskDelay ( pdMS TO TICKS( 10000 ) );

}

vTaskDelete ( NULL ) ;

xTaskCreate ( vTaskl, "Task 1", 2048, NULL, 0, NULL );
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unsigned long ulVar = 10UL;
QueueHandle t xQueuel;

void vTaskl ( void *pvParameters )

{
xQueuel = xQueueCreate( 4, sizeof( unsigned long ));
xQueueSendToBack ( xQueuel, (void *)é&ulVar, (TickType t) 10)

Queue

aws
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1f ( xQueueReceive ( xQueuel, & ( xRxedStructure ),
( TickType t ) 10 ) == pdPASS ) {

/* xRxedStructure now contains a copy of xMessage. */
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SemaphoreHandle t xMutex;

void myTaskl (void *p) {
if (xSemaphoreTake (xMutex, portMAX DELAY)
// CZCTUY—=XICT7IO1R

xSemaphoreGive (xMutex) ; 1 bock
b 2. ') — 3. Unlock ®
AT79+
void myTask2 (void *p) { e

if (xSemaphoreTake (xMutex, portMAX DELAY)
// CZCTUY—=X(CT7I1AX

xSemaphoreGive (xMutex) ;

Resource
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Notification
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« YITALDER, BXEL

void myTaskl (void *p) {
xTaskNotifyGive (myTask2Handle) ;

}

void myTask2 (void *p) {
if (ulTaskNotifyTake (pdTRUE, (TickType t)portMAX DELAY) > 0) {
// notify received
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Send Binary
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« Message Buffers& W DEBID A Y Z—ZIRDAPIEHD D

xStreamBuffer = xStreamBufferCreate ( xStreamBufferSizeBytes, xTriggerLevel );

void myTaskl (void *p) {
uint8 t ucArrayToSend[] = { 0, 1, 2, 3 };
xBytesSent = xStreamBufferSend( xStreamBuffer,
( void * ) ucArrayToSend, sizeof( ucArrayToSend ), x100ms );

}

void myTask2 (void *p) {
xReceivedBytes = xStreamBufferReceive ( xStreamBuffer,
( void * ) ucRxData, sizeof( ucRxData ), xBlockTime );
if ( xReceivedBytes > 0 ) {

}
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« QoS0 (At most once). QoS1 (At least once) 41— k

$&#% - Publishdfl

TotMgttError t result = IotMgtt Connect( &networkInfo,
&connectInfo,
timeoutMs,

&mgttConnection );

publishStatus = IotMgtt Publish( mgttConnection,
&publishInfo,
0,
&publishComplete,
NULL ) ;
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7 )5 — 3 1%, SSID, Password’s EZERTE

INetworkParams_t xNetworkParams;
WIFIReturnCode t xWifiStatus;

xWifiStatus = WIFI On();

xNetworkParams.pcSSID = clientcredentialWIFI SSID;

xNetworkParams.pcPassword = clientcredentialWIFI PASSWORD;
xNetworkParams.xSecurity = eWiFiSecurityWPA2Z;

xWifiStatus = WIFI ConnectAP( & ( xNetworkParams ) ) ;
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AWS loT : ZEFDIEH % policy (CHREVLVHITE

AEAAE

N
private.key

ceritificate.key
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policy

Sz E=
status

- active
- in-active

loT 7RV = —Dfl
{

effect: allow
action: ”“”iot:connect”
resource : “arn:thing name”

effect: allow
action: “iot:publish”
resource : “topic
arn/data/send”
}l

{
effect: deny

action: “iot:subscribe”
resource: “W*7
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AWS loT Device Defender SIS U

« AWS loT Device DefenderlC XBEHET I\ A X =EZ=ZFU>
« BEEFEOBRERIVOtF1YUT o U TDE
o« FINAAMEZENIEHZEICIEZTIENLKIEE T D ENT]EE

startInfo.pClientIdentifier = pIdentifier
startInfo.clientIdentifierLength = ( uintl6 t ) strlen( pIdentifier )
startInfo.callback = callback

startInfo.mgttConnection = mgttConnection

defenderResult = AwsIotDefender_Start( &startInfo )
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User (Application) Code

FreeRTOS FreeRTOS Transport Layer
kernel libraries Security (TLS) library

Vendor Supplied Libraries
and Drivers
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MCU Hardware

User (Application) Code

Transport Layer
Security (TLS) library
FreeRTOS FreeRTOS
kernel libraries
FreeRTOS
PKCS #11 API

Vendor Supplied Libraries Vendor Supplied
and Drivers PKCS #11 Module
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« J7—ADITVDEH=ZEEIR
« AWS loT Device Management®=> 3 7 & &

OTA_AgentInit( ( void * ) ( &xOTAConnectionCtx ),
( const uint8 t * ) ( clientcredentialIOT THING NAME ),
App OTACompleteCallback,
( TickType t ) ~0 );

while ( ( eState = OTA_GetAgentState() ) != eOTA AgentState Stopped ) {
IotClock SleepMs( 1000 );
IotLogInfo( "State:%s Received:%u Queued:%u Processed:%u Dropped:%ul\r\n",
_pStateStr[ eState ],
OTA_GetPacketsReceived (), OTA GetPacketsQueued (),
OTA_GetPacketsProcessed (), OTA GetPacketsDropped() );

© 2020, Amazon Web Services, Inc. or its Affiliates. All rights reserved.
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CREATE JOB

Create an Amazon FreeRTOS O

Select and sign your firmware image
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EJLR O— K
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Code signing ensures that devices only run code published by trusted authors and that the code has not been

altered or corrupted since it was signed. You have three options for code signing.

@ sign a new firmware image for me

Select a previously signed firmware image

Use my custom signed firmware image

Code signing profile  Learn more

No code signing profile selected

Select your firmware image in S3 or upload it

Image not selected

Pathname of firmware image on device ~Learn more

Learn more

Create

Select

TIARCTVT
5 — hzEAl

I—I
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Event:

eOTA_JobEvent_Activate

Boot- Primary Image New Image
loader
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Boot-
loader

eOTA_JobEvent_StartTest eOTA_lmageState_Accepted

© 2020, Amazon Web Services, Inc. or its Affiliates. All rights reserved.

J71)ILZFHCTE FUWA A= T7 ENTEres7T X )
_ . —> . 7 — NEFODAREE
B ODIREIE U (@A U707« R—
!
v
OTAT—>T1 > hEY) CILIFTADIZs TILTFRABTIKR D30 RDAFT—%
HME L. BHDA A— (CFPTUICHIEZEE F—>] ULiaAX—>%13 A% completed(CZ
STHhDEaER 9 =wv b 3l
Event: Image State:

| Primary Image

aws



OA-EFHZaormwIOIL R

AWS loT Jobs AFR_OTA-test2

AFR_OTA-test2

COMPLETED
Actions ~

| Overview Last updated August 17, 2020, 15:44:17 (UTC+0900) All Statuses Refresh
Detail
0 0 0 0 1 0 0 0
Resource Tat Queued In Timed out Failed Succeeded Rejected Canceled Removed
' progress
Resource Last updated Status
m5stack-afr January 29, 2020, 21:48:10 (U... Succeeded

aws
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FreeRTOSDY —X1— R

O Search or jump to... Pull requests Issues Marketplace Explore
& aws / amazon-freertos ® Unwatch releases v 227 W Unstar 2.1k % Fork 858
<> Code (1) Issues 24 11 Pull requests 15 (») Actions "l Projects 1 (1) Security [~ Insights

¥ master ~ ¥ 65 branches > 29 tags Go to file Add file ~ About

loT operating system for

yanjos-dev Improve demo comment related to lotSdk_Init (#23... leecce2 4 hoursago ) 3,636 commits microcontrollers.

.github Merge release to master (#1773) 6 months ago ¢ aws.amazon.com/freertos/
demos Improve demo comment related to lotSdk_Init (#2378) 4 hours ago M Readme

doc Created sequence diagrams for the PKCS #11 demos. (#23... 6 hours ago &8 MIT License
freertos_kernel @ 210b1ff Merge release to master (#1773) 6 months ago

libraries Minor iot_adc.h documentation update. (#2368) 6 hours ago Releases 29

HIJEZ1—)LEUT., freertos_kernelBMEERESNTLD
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AWS Partner Device Catalog

o F ree RT O S ( : i‘j‘}l_‘t?\ a— 5 % E% d) _%:, AWS Partner Device Catalog ~ Overview  Search  FAQ  Partners
AWS Partner Device Catalog

Discover qualified hardware that works with AWS services to help build and deliver successful loT solutions.

« HFECKHBIRRFIAZ K
F - 4 H 1 e
.L\ Filter by: Clear all Q freertos x
- [FAHRIBFIA
N ¥ AWS Services
“w FreeRTOS INFINEON TECHNOLOGIES AG INFINEON TECHNOLOGIES AG MICROCHIP TECHNOLOGY
° \J — 2 | — I\ AWS IoT Core

AWS loT Greengrass

Amazon Kinesis
— ~ N ) Video Streams
) — ~ —
7 / d\ Device Type

v

Asset Tracker

Camera Other Hardware Security Module Development Kit

Cellular Modem OPTIGA™ Trust X Security OPTIGA™ Trust M Curiosity PIC32MZ EF

Development Kit .

Edge Server Solution Premium security solution for FreeRTOS Bundle

Gateway / Router Premium security solution for FreeRTOS devices The bundle features Curiosity PIC32MZ
) . FreeRTOS devices EF development board, which is a fully

Hardware Security Module i 32-bit MCU

Industrial PC (IPC)

aws
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Device Tester for FreeRTOS

FreeRTOSMD Y T FHE#i. OTA.
ELL#EET EMNESISMETR

Your computer
(Win/Linux/Mac) running
AWS loT Device Tester
for Amazon FreeRTOS
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Computer connects using USB
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Microcontroller board
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« AWS Device Qualification Program 4 . i
(DQP) AWS FI\A ABETOT 5 I

0T Y'Y a—¥ ayaEiIcRIEE#/\— RV = 7 %18H#9 5 APN /X— K F—
« APN/\— F—M@EITD/\— RDT T I7ERTE
\A:U/r _E jj g m (DQP) &, FRTD AWS Pai . e
] Z AN =7 Uy NERLE RS SLTT, SLERLT, el o aws () device qualification
& / 4 D Zreen AR nznﬁw V\Zz: . AE&!“]JY ;;N” '7f ‘;&mﬁRTOS7/;vYES&‘l T%
ESH

— W ¥ " & fe 7 5 artner Device
e FT)\AX)\—RJ1) FTFreeRTOSH R et

Eﬂ{/ﬁ 3_ 5 %*ﬁ _I-_E 3_ 5 t 73\\ AWS F/A RBETOT T4, Hi, 5 & CBEEEOMEICONTEMTE B £ 0,

(G t x] (G t I:Ill.u\
=4 U’ 5Nd

« FBTET/\AXIL. AWS Partner Device
Catalog (CHHE=ND

https://aws.amazon.com/jp/partners/dgp/

rtner Network (APN) /t—h# — &R & Uic/A— K
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*  FreeRTOS

https://aws.amazon.com/jp/freertos/

FIFRIEEIRT )\ R ZE Uz 0)
* AWS Partner Device Catalog

https://devices.amazonaws.com/

AWS loT DT )\ ABIB(C DWW LTz
« AWS loT Device Management/\>> XA >

https://iot-device-management.workshop.aws/

FreeRTOS Z&il L7=0)
* amazon-freertos-m>5stickc-workshop

https://qithub.com/teuteuguy/amazon-freertos-m5stickc-workshop

loTDRRA IRZBHIXS ) )\ D= F D TZ 0N

* loT@Loft

https://aws.amazon.com/jp/start-ups/loft/tokyo/iot-loft/
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Q&A

BEZXTETRMOIEZERICDVNTIE
AWS Japan Blog [https://aws.amazon.com/jp/blogs/news/] [CC
#rEB/EHUET.
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aWS’ AABYF—AABHVADE Y-k BAE « FHAYUK

BEm YYa—r3y HE FFaXrvhk FB /X—hkF— AWS Marketplace Z0ft Q

AWS 75U RY—ERXFRERENY Y

FPIVY 9127 H—ERX (AWS) BRLEBEISTRY—ERTSYRITIA—AT, EIRADRT—ILERBEYR— N TINEBEEH, T—IR—IXZAML—I, B&TFOMBBEEE
BEEFRHULET, STREDELY—ERIERRL, DELBALEFSHBVWELETET, ThoE2FRATILHIKRIODAERERN. BEIYTYVESRRBHELTED FT, (FY1
hiEEIK. AWS Webinar TERULEBERE LAY TIVFEI F—EBEBBLTVET, )
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