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JISONT 7). TL—>FFX K | .txt, .xml
X&E. FIXYDT7A)L (TSV) .
XML 71l

¥ Macie (JEf, A—FT A, ETAREDAT 4 7 IF7AILEDHUIRN, Fie, XFIO— RS+ XOHIR
NHDDTEEITD

=% . aws
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Macie RRER

RER (10 C

REFRH71INY [ ABT—HAT

&7 10/ 10 @O

ERRLET. o FEOZ71—ILF

6000006060 °

SensitiveData...
SensitiveData...
SensitiveData...
SensitiveData...
SensitiveData...
SensitiveData...
SensitiveData...
SensitiveData...

SensitiveData...

\cm 4> 711 Po...

FEERFBIV-R
satstak-macie-test/macie_test_data4.txt
satstak-macie-test/macie_test_data3.txt
satstak-macie-test/macie_test_datad.txt
satstak-macie-test/macie_test_data3.txt
satstak-macie-test/macie_test_data3.txt
satstak-macie-test/macie_test_data3.txt
satstak-macie-test/macie_test_data3.txt
satstak-macie-test/macie_test_data2.txt
satstak-internal-s3...giwi7ALxHh7.json.gz

create-sample-finding-bucket

EHE v

3 EHM A

3 BR &l 1
3 B[ 1
3 AR & 1
3 HME A 1
4 BRI A 1
4 AR & 1
4 BHfE A 1
10 Bf &l 1
21 BRI A 2

RHEFERD—

. BXE

ﬂDéTbﬂ%

(FEEBIC

numbers. Learn More [

il

R
Ya7ip
AT—Y
SEENYAX
MIME ¥ 7
HELRROBA
AR

ensitiveData:S30bject/Financial @&
HHESR ID: 20ef8e75b26d60ae05e217fdb18f7259

@D The object contains financial information such as credit card numbers or bank account

High Qe

ap-northeast-1 R
@aQ

satstak-macie-test/macie_test_data3.txt 2

06-02-2020 18:29:01 (3 H &l)

06-02-2020 18:29:01 (3 H4 &)

730f40340e2573e9b621c2dbcec6e93f Z aq

© COMPLETE [cYey

309 Bytes

text/plain

53://[export-config-not-set]/AWSLogs/| /...

I Credit card number 2 I R

HRERITB VYR (S3/\T VL)
Ny g
RIVYIF7IER

BSky17

A—F—

OLDy h— RES
| nfFEEN T

aws:kms [c}ey
05-25-2020 12:35:29 (11 B &)

satstak
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RINFERDIERRIE

REFERZ T« )Y —FR~9 DEM C.

18TE LI D Findings & BE&)1 77— -1 79 % Suppression Rule Z1Epk L CEE I 2 C EHAIEE

RBLERTZHRST LT, BEEBZETHCTD

RHERER (0) 1o

ZOTF=7NICE, BRICOVWTOREBRF—BERRINE T, REBREBRUTHEZRRUE T, o, FED 74 —ILRET - MECESWTREERZ 71 LYV VI JIL—TE. V—h932EHT
EET.

REEH TG | BBT—H1T v

B v v| @ S3 )\ v 4 except-bucket ®] Add filter X

Suppression rule
To automatically suppress findings that meet certain criteria, enter the criteria in the filter bar, and then save the criteria as a suppression rule.

£l
suppressrule1
88 - optional
this is sample rule.
)

After you create a suppression rule, Macie continues to generate findings that meet the criteria. However, Macie archives the findings automatically and stops publishing the

findings as Amazon CloudWatch Events.

BEXE REBER 17 HEERIBVY-R E#HE v

TV IREILED, IRTOREBRIIERTICB>TVET,
BRESNFTANTILK D, INTORBERNIFRTICB > TVWET, REBRERTIBICE. TILIERBLTILE L,

© 2020, Amazon Web Services, Inc. or its Affiliates. All rights reserved.
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OI>3>0DFET

. WMHEHEEREAEEIRLT., 7 IR JSON y
0:/3 \/>(:j_—j:)\15 FAMOEA ©
JSON NDILOAM— :f{"qccounﬂd": —

b\\n L "archived": false,
:I ] "category”: "CLASSIFICATION",
- "classificationDetails": {

"detailedResultsLocation": "s3://[export-config-not-set]/AWSLogs/ Il
/Macie/ap-northeast-1/f69f6f69bc5b206cc7441f@5895b@ac5/12a2c1d8-73f6-3923

. 7\5 U'U"‘%:ytm t\\ D _ jj) I/ N —b6ﬁ—?dl$?b6ef835('\

jobArn": "arn:aws:macie2:ap-northeast-1:164348464951:classification-job
—_— 33 ~ w /f69f6f69bc5b206cc7441f05895b0acs",

(;9 Ij /D - I\éné "jobId": "f69f6f69bc5b206cc7441f05895b0acs",

- "result": {

- "customDataldentifiers": {

"detections": [],

) ﬂ L\‘/W?ﬁh\:%_: 53 (: EE}J{% %,i'totalcfl.gnf"; @‘ | -
FIDNEZIDIEN R et e A

© {
I "category": "FINANCIAL_INFORMATION",
A ﬁb - "detections": [

¢ MaCie @*ﬁﬂj%ﬁ%(g\ SOE ‘ t "count": ‘l, ‘
FEﬁO)&'} ﬁéﬂtb\é@_c\ ) "type": "CREDIT_CARD_NUMBER"
REABMRE UICWBEI(C(E. ’
S3 [CIRFET BT EEHET

&)
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AN FNOERE AWS —E X & DiEE
Macie (MBI ZIRHN T D EANRD hEEKRT D

BEREMREEST AL S 159

Al

Amazon EventBridge

AN

MU —

Amazon CloudWatch

Amazon Macie

JSONT A —Vw
NOORRHFER
(7—=h+17)

Amazon S3
© 2020, Amazon Web Services, Inc. or its Affiliates. All rights reserved.

_E h\

AWS Lambda

AWS Security Hub

SIEM# i,
B2

y TE

Amazon SNS

"version": "0",
"id": "14ddd0b1-7c9Q
"detail-type": "Macie
"source": "aws.macie
"account": "1234567
"time": "2020-05-31T
"region": "us-east-1",
"resources": [

I,

"detail": {
"schemaVersion":
"id": "4ed45d06-c9
"accountld": "1234
"partition": "aws",
"region": "us-east-
"type": "Sensitivel]

"title": "The S3 object contains personal information.",
"description™: "The object contains personal information
such as first or last names, addresses, or identification
numbers.",
"severity": {
"score": 1,
"description": "Low"
h
"createdAt": "2020-05-31T08:51:29.5472",
"updatedAt": "2020-05-31T08:51:29.5472",
"count": 1,
"resourcesAffected": {
"s3Bucket": {
"arn": "arn:aws:s3:::macie-sample-finding-bucket1",
"name": "macie-sample-finding-bucket1",
"createdAt": "2020-05-15T20:46:56.000Z",
"owner": {
"displayName":

'johndoe”,

AR OB (TR

aws




o
R
i
(3
| LT

], il
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NJIVFP A > MRIBICHITSD Macie DEE

o NRY—IAZ)\—1EpkE & D LN EIRE

¢« YRY—

o FEICKDAZ/IN=T7HD> MENDHZE

« AWS Organizations #&DHE

(F 5000 710> hEFETHR— K

70> b Macie T3 =ERRUT. X2 J)\—D7HI> KT
1000 70> hETHR—

~

—_—

AT

RS

Macie Accoun ts

Accounts ¢

+ Add accoun ts

Y Add filter criteria

This table lists all the accoun

ts that are assoc

iated with your account. This inc

Auto-enable is ON @O

ludes member accoun

Type

Via Organization
Via Organization
Via Organization
Via Organization

Via Organization

ts for your

=3 =3 o =3 =3
)

acie organ

ization, by invitation or thi

rough an

AWS organization.
Via Organization (Active/All) By Invitation (Active/All)
2/5 0/0
Status Last
Enabled 6 days ago
Enabled 6 days ago
Created 6 days ago
Created 6 days ago
Created 6 days ago

Active/All
2/5

© 2020, Amazon Web Services, Inc. or its Affiliates. All rights reserved.
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Macie APl d—)LoOF >4

e CloudTrail AN APl J—)LadixzxHh— L TULD

"eventTime": "2020-05-22T16:09:56Z",
"eventSource": "macie2.amazonaws.com”,
"eventName": "ListFindings",
"awsRegion™: "us-east-1",
"sourcelPAddress": "198.51.100.1",
"userAgent": "console.amazonaws.com",
"requestParameters": {
"sortCriteria": {
"attributeName": "updatedAt",
"orderBy": "DESC"

I

{

"eventVersion": "1.05",

"userldentity": {
"type": "IAMUser",
"principalld": "123456789012",
"arn": "arn:aws:iam::123456789012:user/Mary",
"accountld": "123456789012",
"accessKeyld": "AKIAIOSFODNN7EXAMPLE",
"userName": "Mary",

}

"findingCriteria": {
"criterion": {
"archived": {
"eq": [
"false"
]
h
"category": {
"eq": [
"POLICY"
]
}
}
}

axResults": 10

}

responseElements": null,

"requestID": "d58af6be-1115-4a41-91f8-ace03EXAMPLE",
"eventlD": "ad97fac5-f7cf-4ff9-9cf2-d0676 EXAMPLE",
"eventType": "AwsApiCall",

"recipientAccountld": "123456789012"

© 2020, Amazon Web Services, Inc. or its Affiliates. All rights reserved.
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APIl, AWSCLI h"5DBUNE U

FrUULY Macie [ H—EXEUT macie2 Z387E LT API > AWS CLI iS5

FFONE UDVaTEE

K ERU—g > THREFRS S IZ BID/N—23 >0 Macie (v1) Bz, 2 A DULVTLVDS

$ aws macie? list-findings

"findinglds": [
"495eb82347841ba75f56f82cc35basbd",
"c8c99a7b6617b43c1e7ad459555120b0",
"b0e0cd61f868a825307b7f69c04e8e56",
"f939afe6c315636b44d6cd40620e777a",
"7e7c¢1318d2815e122ebd92243460c264",
"ce64ead7a88a25558e7b6a39e7271f14",
"58f8487fd7091a9949cc715804715d14"

$ aws macie2 get-findings --finding-ids 495eb82347841ba75f56f82cc35ba5bd
{
"findings": [
{

"accountld": "000000000000",

"archived": false,

"category": "CLASSIFICATION",

"classificationDetails": {

"detailedResultsLocation": "s3://[export-config-not-

set]/AWSLogs/164348464951/Macie/ap-northeast-

1/f69f6f69bc5b206cc744 1f05895b0ach/12a2¢1d8-73f6-3923-b6fc-9d157b6ef835/",
"jobArn": "arn:aws:macie2:ap-northeast-1:164348464951:classification-

job/f69f6f69bc5b206cc7441f05895b0ac5”,
"jobld": "f69f6f69bc5b206cc7441f05895b0ac5”,
"result": {

LUTF 288

aws


https://docs.aws.amazon.com/cli/latest/reference/macie2/index.html

Macie DECF1UF+

‘Macie (& Amazon S3 DT —FZAF V> TBIN. T—FZDEDIY, X
F v AERNBFICHHETINDZ EFIR0N?
« Macie [CRDRAF 7> T —HEFDIZHIC AT — L TR (CRIFIN
DM MO KL —2(COE—2nNd 2 &EERR0
« AFv > LINOBEBT Macie DY —EX (. BEERD S3 DF—H(C77 0t
AUTZD. RFv U A&RZ2FHT DT E(FR0
« Macie [CLKDBDRAFv> . DIEERF. BESIELSNTEA ML —2CRESND

«Amazon S3 & Macie OEIDEE(FIES{EE=ND

£ . https://docs.aws.amazon.com/macie/latest/user/data-protection.html
aWs
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Hik—bhEh3d3U—>3> (2020488RTTE)

- Macie (FU—>32RI00—EXT, U—=23> 2 &(CEMETDIREN
5D

« Macie ZF|HB]JgEIRY —=>3 >

« XE (GovCloudZ=B&<) . >/WoO. EBR., = >HMhR—I)L. R
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HR—bhEndy—= 3> 0DIER

https://aws.amazon.com/jp/about-aws/global-infrastructure/regional-product-services/
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Bl
o A)\=THT> b FEDIHSE 1,000 770> . AWS Organizations #2FHMDIHS 5,000
IO

R > 3 T EAID Findings MY 100,000 + RHEIIEROAT = 10 MID 5% HIRE
HEIBERDIRH & D48

R0 DIRE EDFED LR 5TB. U—EXOA -S>V —)Lh525TB FTODIENN
ZYUOTXNAJEE, S5 TIHAICEFPY/R— MITH#H S ESL)

F—ARBERPORE O —> 3> BT E(C 1,000

F—ARNT 3 T (CERELRD DRSS LT —FHBIFDE : 30
[EEESNZED 7 —hHATENTWBD I 71 ILDFRERD LR :
RARESNET—HDATDOREDHIE : 10 . FRET DT 7-7)L#X 1,000,000

J7 1)L+ XDHIE : PDF 1024MB, 3+ X k7 7 1)L 20GB, Microsoft Excel /Word
512MB (—8BZz=tk#. FFH(E T SEcURLEER)
https://docs.aws.amazon.com/macie/latest/user/macie-quotas.html
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FIAS 2

o EREXTHR
S3/)\Uvw ki (BZ &)
IS RRE R ER DT —FNIBE (BT &)
« RRU—=3>00
S3 /4w kdpf=D 0.10 USD
F—SUIEE
« 50,000GB/BZETGB&»/=D 1.25 USD
« 450,000GB /BZETGB&» /=D 0.63 USD
- 500,000DB /H#ZBX Izi5&. GBd/=D0.31USD

« Macie 1' S3 [C77TTZRFTDEED. GET BKU LIST (CDWLWT SIRIDHNEEMND

- AENEUAAAR] 308
Iy SOERYEDHHIRT, XF+ > (ICEAL T FED/L—ILNERENS
AF>ICEALT. 158 1GBETELR (30HMRET/2W)
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PIVy 9z H—ERX (AWS) BBEHRIFIRH—ERAFSY h7a—4LT EVRAOIAT—/LERREYHR— FTI0EBHEH, T—IR—2AAM -V, SLUTFOREFESES
BEFRELET, BBRELERY—EIEBRL. BELSLEHCHRAVWEREREY. ThoEFAT ORI DAFESE. BEOVY T Y VYEEHCRHELTEDET, (BH 1
ki2ElE. AWS Webinar TERELEBHS LPAYFI YRS —EHEEBBLTVET. )

AWS Webinar SRk » AWS FLLERIT » *E - VU —avilEE H—ERBIEE »

aws

© 2020, Amazon Web Services, Inc. or its Affiliates. All rights reserved.


https://amzn.to/JPArchive

Q&A

PBEZXTETRMDIETERICDLTIE
AWS Japan Blog [https://aws.amazon.com/jp/blogs/news/| (CT
#EB/BELUFT,

© 2020, Amazon Web Services, Inc. or its Affiliates. All rights reserved.

aws

\./‘7


https://aws.amazon.com/jp/blogs/news/

AWS Well-Architected {EBII%THHS

818" W-AfRE bl Fz il ¢S " 2 R
« AWSDY VI —5327—FFD B(SA)IC
XIRI EZ BT D Z L EaHE

~
2‘3'G AWS Well-Architected

o HRAHREIANS FSHYA DS oo

N/ $
= !

(https://aws.amazon.com/jp/about-aws/events/)

<t

CAAS)

\_/‘7



CHRIESHDORESTTNX UL

AWS 2T Webinar

© 2020, Amazon Web Services, Inc. or its Affiliates. All rights reserved.


https://amzn.to/JPWebinar
https://amzn.to/JPArchive

