dWS$s

COAVT VBRI GIFLULERBLTEYRAERNGVAEESHY FT
BRI OVTIEY —EZAFEHS L BY—ERD FFa1 A F2THERECESD

[AWS Black Belt Online Seminar] @

AWS7 Hhro > b
OO WNYA A IDERERE ER

Via—3rhy )X

Security Solutions Architect AWS 483 Webinar
i Bk
2020/07/22

© 2020, Amazon Web Services, Inc. or its Affiliates.



https://amzn.to/JPWebinar
https://amzn.to/JPArchive
https://aws.amazon.com/jp/events/aws-event-resource/archive/

HS#/In

AWS Security Solutions Architect

EEXROEFaV T ODRDEAZ
AWST —F TV F v DEEHN 5 T

AWS Single Sign-On(SSO)

dWs$s

© 2020, Amazon Web Services, Inc. or its Affiliates.



AWS Black Belt Online Seminar & (&

Mpr—EX5B) TVa—=>3 5 TEEN OFENENWDT—IICHDNT, 7Y
vz H—EX v NN EHE TR A SIEEF—2)—=XTT,

BRZRITFECLHTEIET ! ORSHLETY v T
. EEALERE. TRECLIEIERA | e

. S%BOO—RY vy FICET 3 BRI
BERTEELADTSTARRSL

@ Sendx7 ) w2

Twitter /\vw > 223U T2 CHFIBELIETV
#awsblackbelt

© 2020, Amazon Web Services, Inc. or its Affiliates. . > 3



W @' ‘l- o L\ T @ lIl?\ll\\

« ARERTIF2020FE7TB 2B DU — EZV\]@EB&UTEW‘%L’)L\T \;HEHL—CL\i'a'o BHTD
BEHRIFAWSA, D = T k(http://aws.amazon.com)iC CTTHEERL 128

« BRMERUICIE TR L TED £9H\ ERROME EAWSRINT = 7Y ~EEDMifgic
HE Do foima. AWSRNU T 71 FOERZEBEESETVWLEZIET,

. ERIERERTC Ao TV ET, AAREEDOSERICIEIREEME CHERIETOLR
x££ 7,

« AWS does not offer binding price quotes. AWS pricing is publicly available and is subject
to change in accordance with the AWS Customer Agreement available at
http://aws.amazon.com/agreement/. Any pricing information included in this document
is provided only as an estimate of usage charges for AWS services based on certain
information that you have provided. Monthly charges will be based on your actual use of
AWS services, and may vary from the estimates provided. AWS

© 2020, Amazon Web Services, Inc. or its Affiliates.



At F—OHE

AWST7 Ao RS, IAMA—H—%Z{ERRLOJ 1 >3 HDIC. IDTO/NAH —
(IdP) ZEER L > VU I YA A TR EMNTEEXT,

L_htat HXICIRBEDIDEEL H B%a Y. EHDAWST AU Y heERLTWS
HEICER T,

CDESIBIVTIVYTA VA DRERICIE. AWS Single Sign-On(SSO)*°. Active

Directory Federation Services(ADFS). SNEH —E R EDEHELR Y. BHD T 1
\//\og_\/b\\@b ia—o

{ [l

NS
=

3 ZINERBDO IV TINTA T %K T DEIFhZ#ER L 95

© 2020, Amazon Web Services, Inc. or its Affiliates. aWS



Agenda

1. JIWVFT7HODT7ATT1 T+ ER

I

2. AWSICHBIFTBD TN >H Y

3. AWS Single Sign-On(SSO)

4. OV TIIWNTA 2 F URETDRA > b

5. DVUNYA TR

6. XL

© 2020, Amazon Web Services

, Inc. orits Affiliates.

gL

IDRA > b

dWs$s



NIWVFT7AO2 D ~

FAFYT 1T 1 BT Q
<
0

© 2020, Amazon Web Services, Inc. or its Affiliates. adWs5 7




RFIWFT7HOBRTIET7ALToT71 71 ERDEEIC

AWST Ho > hEICAWS IAMO— ~
HF— /N2 T — REHE R ZHREH & | F
% :

& Accountl & Account2 & Account3

\A /
AWST Ho > FEICAWS IAM—

B NE — 5&% ST

dWs$s

© 2020, Amazon Web Services, Inc. or its Affiliates.



MeEcNIDZFATSCETHREEEMS TILIC

1DDIDTHEBDAWNS T AT b~
EFIATE 5 7- HFIEMA L A FmE

\ 1 /
IDA I DICHRE SN T-HEEN

> TIIC — féi iR

dWs

© 2020, Amazon Web Services, Inc. or its Affiliates.



Terminology

VTN T
—EQI1—HYEREMIBIC K > T, MY LItEROY TR I T7ORTLEDY) Y —
ADFIFHBIBEIC 73 D %5

ID7xTFL—23Y
OVONTAUAVEFRIRTIARDVE D, DED0MEE (BIERXTY) &8
ZATHOEEBRASM O —EXICHOT A TITBEDICTIUIEDC &,
SAML7: ¥ DZEZER iz @A L TEIRTSZ Z ehZ L

© 2020, Amazon Web Services, Inc. or its Affiliates. aWS l O



ID7xTL—3

T ISR TR—

fDESEEHD

N

AEEEE

© 2020, Amazon Web Services, Inc. or its Affiliates.

AlE
ErcfEiE (HRR) M =EE
<€
AEEAT :
1. )NZXR— MEEER
2. BEEENR T FERR
- BREOBELRY
ggmzﬁ—h
> — — X
3. VAR — RRIT 4, NAR— hZ#EF > TAEEBE

(=
BA
BE AT

5.NXR— k= FEER

- EELTVWAEODLDH
- BBBE
BRHARRE

S S8

AT A7 S L=

B

BEEER 8. NRR— kX EH ZHER
- MFLTELAD
\I_
6. AE — 1.%FH
> = >
BEI®D L %%I%'
aWs



D7 zTFL—2avIENnRAE—FrDES5HED

IDZO/N1 4 —(IdP) H—EX7O/N14—(SP)
a2

< T T e
< s| 1</>

Attt DIdP Bt DSP
< 21— — R

2. 70— 3> . _

HITRMHORESR 5. 7Y —> a3 &R
= I . EELTULBIAPOHDD
Z|r=>ax - IdPDERFESR

= | AHERR
> : — 2 [
3.7 —o 3 U FHT 4.7 —> 3 %IBR
= B3+ D SAML 8. 7H—2 3> &SR
- ED&ESBIERDH B H
—

6.1 >1> 1. —EX70t
> A e

BrtD r H 5 —E|R

| o adWsSs
© 2020, Amazon Web Services, Inc. or its Affiliates. . 5 12



N

AWSICHEITB TS F >

© 2020, Amazon Web Services, Inc. or its Affiliates.




ANSTZHO Y MCHEIIBR DTN F Y

« SAML®OIDCZRWEID7 T L—>a>zR—Fb

e NEEDTAT>T 4TI |IAM
7Ot A%EEEEL T3

FRIDEEE R AWS Cloud

]
E IDFO/N1 4 —(IdP) ¢
A

Al

—JLD5|EZT

> tH—EXX7FO/N1 4 —(SP)

A——
aA—H—

(NEDTAToTAT4)

© 2020, Amazon Web Services, Inc. or its Affiliates.

> L

IAMO—)L

=)Lty >a>zzRHWTAWSY Y —XAD

dWsS

14



ID7 7L —2<3 2 with SAML

|

1—H—%
AT B

A—HF—HR—ZILY Ak \/
5 TSIV STE &

aA—H—

K=~/

IDZFO/NA A —
(1dP)

SAML

saabhba & LT
SAML7H%—23
CERIET S

TH—= a3 %R K

AWS Cloud (—EXZ7O/NA S —)

(=]
/IIE)

7 e 7

_
—

@

STS

/ BMERICES\T
SAML H®D AWS

T« soallFERZE £

AWS YA 2=

© 2020, Amazon Web Services, Inc. or its Affiliates.

72472 b
a2 —IJLIC
VAL I+TB

dWs$s

15



ID7xFL—3 > DBRICVEBELRRARXYD

TATTATAARNT
- IDZONATAAE— (IdP) mEITHEBEERTE (F—EXT7HT Y COEREY)

IDZO/N1 AR — (IdP)

s TVATIOTATAANTDBIRERTE

o XRAT—ARARXaAXVEDIIVRAR—F
e FREFL AR RDSAML 7H—> 3> %%

AWST7Ho Yk
« IAMIDZANAE—DHRTE (AWST7HUY e IdP DD TEE| DFEIT)

e JrFlL—FTvRII—H—@\miraO—J)LDOER

dWs$s

© 2020, Amazon Web Services, Inc. or its Affiliates.



IAM IDZ7ON1 A —DERTE

Z7O/NX15 DERE
ZAONAT—D5 A T%EIRLET,
PARVAS Al O Atk ‘ SAML -

7anq19yg: de |
BA 128 XFET. BEHFE (.-, #FERALET,

XFF—FRE2AVI [T UBERENTOEEA | | TPALOBR

IDZ7ONAHZ— (IdP)h 5T RR—k L

JoXBATFT—RA R XY MEIEFE

dWS
—17

© 2020, Amazon Web Services, Inc. or its Affiliates.



Z2x7L—=7vy FaA—%—mEFO—ILD{EKX

BR8N > —DPrincipaliCid. fERXL7ZIAMIDZO/N1 2 —DARNZ1EE

{
"WVersion": "2012-10-17",

"Statement": {
"Effect": "Allow",
"Action": "sts:AssumeRoleWithSAML",
"Principal”: {"Federated": "arn:aws:iam::ACCOUNT-ID-WITHOUT-HYPHENS:saml-
provider/PROVIDER-NAME"},
"Condition": {"StringEquals": {"SAML:aud": "https://signin.aws.amazon.com/saml"}}

}

}
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AWS CLIV2E DS

$ aws sso login --profile SecurityAudit-123456789012
Attempting to automatically open the SSO authorization page in
your default browser.

If the browser does not open or you wish to use a different
device to authorize this request, open the following URL:

https://device.sso.us-east-1.amazonaws.com/

Then enter the code:

ABCD-EFGH

© 2020, Amazon Web Services, Inc. or its Affiliates.

(<) Single Sign-On

You will be signed in to AWS CLI.

Are you sure you want to proceed? If no,
choose Cancel.

Sign in to AWS CLI

Cancel

dWsS
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AWS CLIV2E DS

$ aws sso login --profile SecurityAudit-123456789012
Attempting to automatically open the SSO authorization page in
your default browser.

If the browser does not open or you wish to use a different
device to authorize this request, open the following URL:

https://device.sso.us-east-1.amazonaws.com/

Then enter the code:

ABCD-EFGH

© 2020, Amazon Web Services, Inc. or its Affiliates.

(<) Single Sign-On

You will be signed in to AWS CLI.

Are you sure you want to proceed? If no,
choose Cancel.

Sign in to AWS CLI

Cancel

Single Sign-On

You have been successfully signed in to the
AWS CLI.

You can now close this browser.

&
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AWS CLIV2E DS

Single Sign-On

$ aws sso login --profile SecurityAudit-123456789012
Attempting to automatically open the SSO authorization page in
you r defa u l't browser' Are you sure you want to proceed? If no,
If the browser does not open or you wish to use a different thooes anoel

device to authorize this request, open the following URL:

You will be signed in to AWS CLI.

https://device.sso.us-east-1.amazonaws.com/ Cancel

Then enter the code:

ABCD-EFGH
Successully logged into Start URL: https://[YOUR APP
URL].awsapps.com/start

Single Sign-On

You have been successfully signed in to the
AWS CLI.

$ aws s3 s --profile SecurityAudit-123456789012 You can now close this browser.
(snip)
$ aws sso logout --profile SecurityAudit-123456789012 a
© 2020, Amazon Web Services, Inc. or its Affiliates. aWS
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"userldentity": {
"tyPE"I "ASSUmed RO'.E",
"principalld": "AROAXXXXXXXEXAMPLE: RoleSessionName ",

"arn": "arn:aws:sts::123456789012:assumed-role/role-name/RoleSessionName ",
"accountld": " 123456789012",

"accessKeyld": "ASIAXXXXXXXEXAMPLE",
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{
"Effect”: "Allow",

"Action": |
"secretsmanager:GetResourcePolicy",
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"secretsmanager:UpdateSecret" |,

"Resource": "*",
"Condition": {
"StringEquals": {
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<Attribute Name="https://aws.amazon.com/SAML/Attributes/PrincipalTag:project">
< AttributeValue >Automation<AttributeValue>
</ Attribute>
<Attribute
Name="https://aws.amazon.com/SAML/Attributes/PrincipalTag:jobfunction">
< AttributeValue >SystemsEngineer<AttributeValue>
</ Attribute>

<Attribute Name="https://aws.amazon.com/SAML/Attributes/TransitiveTagKeys
< AttributeValue >project<AttributeValue>
</ Attribute>
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