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« AWS does not offer binding price quotes. AWS pricing is publicly available and is
subject to change in accordance with the AWS Customer Agreement available at
http://aws.amazon.com/agreement/. Any pricing information included in this
document is provided only as an estimate of usage charges for AWS services based on
certain information that you have provided. Monthly charges will be based on your
actual use of AWS services, and may vary from the estimates provided.
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プレゼンター
プレゼンテーションのノート
Signal to Noise Ratio: Finding the Needle, Skip the Haystack isn’t a trivial effort. With GuardDuty and Detective we make it easier for customers to identity potential security events.

Complexity:  Access to metadata is possible but take some effort, with Detective we make this much easier (The service pulls VPC Flow logs, and CloudTrail (management events) independently) 
                      DNS to be added post GA Q1/2020 timelines.

Skills Shortage: Customers have hard time to hire highly skilled Security Engineers that can run complex investigations. With Amazon Detective we make it easier to investigate – even for non security experts. (Like DevOps)

Security Solutions Cost: 
Customer are not delighted with high involved with a purchase of 3th party solutions.
Other alternative is to “Build it yourself” – referring to building Security Data lakes using AWS native tools, this is possible though more complicated process.
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プレゼンター
プレゼンテーションのノート

Benefits [“Why”]
 
Faster and more effective investigations
Alert triage: is much faster - things that took 30 minutes before are now taking minutes. �
Amazon Detective’s prebuilt data aggregations, summaries, and context help you to quickly analyze and get to the root cause of a security finding. For example, a security finding like an unusual Console Login API call can be quickly investigated in Amazon Detective with details about the API call trends over time, and user login attempts on a geolocation map. These details enable you to quickly identify if you think it is legitimate or an indication of a compromised AWS resource. 

Continuously updated with telemetry data
Amazon Detective automatically processes terabytes of event data records about IP traffic, AWS management operations, and malicious or unauthorized activity and organizes data into a graph model. Amazon Detective’s graph model is continuously updated as new telemetry becomes available from AWS resources, allowing you to spend less time tending to constantly changing data sources. Amazon Detective’s ability to handle data at scale provides visibility across all your events without the cost of storing and analyzing large sets of data.

Easy to use visualizations
Using machine learning, statistical analysis, and graph theory, Amazon Detective produces tailored visualizations to help you answer questions like ‘is this an unusual API call?’ or ‘is this spike in traffic from this instance expected?’ without having to organize any data or develop, configure, or tune your own queries and algorithms. Amazon Detective maintains up to a year of historical event data and makes it easily available through its visualizations that shows changes in the type and volume of activity over a selected time window, and links those changes to security findings.
wing you to spend less time tending to constantly changing data sources. Amazon Detective’s ability to handle data at scale provides visibility across all your events without the cost of storing and analyzing large sets of data. 
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プレゼンター
プレゼンテーションのノート
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Security, Identity, & Compliance

Amazon Detective

Investigate potential
security issues

Amazon Detective makes it easy to investigate, analyze, and quickly identify the root
cause of potential security issues or suspicious activities. Amazon Detective
automatically collects log data from your AWS resources and uses machine learing,
statistical analysis, and graph theory to help you visualize and conduct faster and
more efficient security investigations.

L G - - -

Get started with Detective

Automatically collects log data from your
AWS resources

Assists in visualizing and cofducting faster

and more efficient securi¢  nvestigations

Learn about our 30-day free\_ al [4
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Enable Amazon Detective VA
1

Amazon Detective DBEXIMbE(Z
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Align master accounts (recommended)

Master account alignment allows an account to select a finding in Amazon GuardDuty or AWS Security Hub and
pivot seamlessly into Detective. Once in the Detective console, a master account can archive GuardDuty findings.

To enable this capability, we recommend using the same account as the master across GuardDuty, Security Hub,
and Detective. If this is not possible, you can set up a cross-account role to allow multiple accounts to act as the
master across these services. Learn more [

Attach IAM policy

Before you enable Detective, you must have the following IAM policy attached to your user or role. This policy is
intended for master accounts only. After you enable Detective, you can view this policy from the General page.

{
"Version": "2012-10-17",
"Statement": [
{

"Effect "Allow",

"Action": [
"detective
"detective
"detective

"detective

:CreateGraph",
:CreateMembers",
:DeleteGraph",

:DeleteMembers",

Copy IAM policy

Cancel
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プレゼンター
プレゼンテーションのノート
「Enable Amazon Detective」を選択
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Detective Detective Search
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Search
' Search for a finding or resource.

| ¥ Settings Select type a Q

Account management GuardDuty finding

General AWS account

Preferences EC2 instance

Usage IP address
AWS role
AWS user

User agent
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- - A CryptoCurrency:EC2/BitcoinTool.B Instance: i-08aBe40be65425909 10470 966
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VERkBFZ. SEFREFA]. @5 IP 77 KL X, v BEESHEYY -2
ECZ ’(/ZQ /Z ID %EED,L,\ Resource role Resource type

TARGET @@ Instance @& &,
‘/_l B Instance ID Port
0);% Fl:ﬁ i-DBaBed0be65425909 &3 49738
E(BEEE)Y =D DD :
zls-__H [CREBE(IESE&EE) > DiE ?
Port name Instance type
Z \
I% E’\J (Ll‘l,.")_l: l/ \ 5 G)b ? Unknown t2.micro
Instance state Availability zone
running us-east-1a
Image ID Image description
ami-09d95fab 7fff3776c @& E, Amazon Linux 2 AMI| 2.0.20200520.1 x...
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EC2 instance i-0BaBed40be65425909 communicating with a X
known Bitcoin-related IP Address.

Finding 1D: arn:aws:guardduty:us-
east-1:267262613999:detector/10b57eed 1630073b93 ebefd87a 182230/ finding

fe2b 440025c05b.
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/A Detective is baselining member account data
The data and analytics within Detective will improve as we ingest and baseline member account data. Baselining typically takes two weeks. Your estimated date is 07/16/2020.

Detective

Getting started

Search Detective » Search > GuardDuty/c2b98b85c5440025¢05b405065ed3bb9
" . " " . 5 i
EC2 instance i-08a8e40be65425909 communicating with a CEPaUe
¥ Settings o 07/04, 00:00 - 07/12, 02:00
known Bitcoin-related IP Address. ws O o [ 1ot

Account management

CryptoCurrency:EC2-BitcoinTool.B

::;z:lnces Overview VPC flow details D ete Ct ive 0) F?I:ﬁ pél\'/fé 2 FEﬁ (Et I\ l/ - > O“/H\E Fﬁﬁ

GuardDuty finding details Archive finding

EC2 instance i-08a8e40be65425909 is o icating outbound with a known Bitcoin-related IP address 104. 42,

Finding details

‘GuardDuty finding ID Finding time Finding severity
«2b98b95c5440025¢05b405065ed3bbs 07/04/2020, 00:12 UTC - 07/12/2020, 01:12 UTC 60

Finding direction
Outbound
Involved AWS resources

AWS account EC2 instance
267! 199 i-08aBed0ba65425909

Overall VPC flow volume ws
Summarizes the overall volume of VPC flow data into and out of the EC2 instance, compared to baseline averages from the prior 45 days.
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Detective Detective Search GuardDuty/c2b98b55c5440025c05b405065ed3bbg ©
. S . . . Scope time m®
Getting started EC2 instance i-08a8e40be65425909 communicating with a P
Search . . 07/04, 00:00 - 07/12, 02:00
known Bitcoin-related IP Address. w= O Lok [ £an
CryptoCurrency:EC2-BitcoinTeol.B
¥ Settings
Overview VPC flow details
Account management
General
Preferences GuardDuty finding details
Usage EC2 instance i-08a8ed0be65425909 is o icating outbound with a known Bitcoin-related IP address 104, 42,

Finding details

GuardDuty finding 1D Finding time Finding severity
€2b98b95c5440025¢05b405065ed3bbd 07,/04/2020, 00:12 UTC - 07/12/2020, 01:12 UTC 60

Finding direction
‘Outbound

Involved AWS resources

AWS account EC2 instance
267! 199 i-0BaBed40bet5425909

Overall VPC flow volume mu

Summarizes the overall volume of VPC flow data into and out of the EC2 instance, compared to baseline averages from the prior 45 days.

Linear Lag

Inbound traffic
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Detective Detective Search GuardDuty/c2b98b55c5440025c05b405065ed3bbg ©
. S . . . Scope time m®
Getting started EC2 instance i-08a8e40be65425909 communicating with a P
Search . . 07/04, 00:00 - 07/12, 02:00
known Bitcoin-related IP Address. w= © Lok [ £an
CryptoCurrency:EC2-BitcoinTeol.B
¥ Settings
Overview VPC flow details
Account management
General
Preferences GuardDuty finding details
Usage EC2 instance i-08a8ed0be65425909 is o icating outbound with a known Bitcoin-related IP address 104 42,

Finding details

GuardDuty finding 1D Finding time Finding severity
€2b98b95c5440025¢05b405065ed3bbd 07,/04/2020, 00:12 UTC - 07/12/2020, 01:12 UTC 60

Finding direction
‘Outbound

Involved AWS resources

AWS account EC2 instance
267! 199 i-0BaBed40bet5425909

Overall VPC flow volume mu

Summarizes the overall volume of VPC flow data into and out of the EC2 instance, compared to baseline averages from the prior 45 days.

Linear Lag

Inbound traffic
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Edit scope time
Editing the scope time updates the content of the profile.

Start End
2020/07/03 00 :00UTC 2020/07/11 B oz :o0uTC
Historical 6H 24H 3D 7D 14D 300 Default ®

€ Lok

Locking the scope time maintains the same time window across profiles.

Cancel
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Detective Detective Search GuardDuty/c2b98b95c5440025c¢05b405065ed3bbs ©

Getting started EC2 instance i-08a8e40be65425909 communicating with a Scope time i

Search . . 07/04, 00:00 - 07/12, 02:00
known Bitcoin-related IP Address. »=

CryptoCurrency:EC2-BitcoinTeol.B

@© lock  Edit

¥ Settings
Overview VPC flow details
Account management
General
Preferences TS P
GuardDuty finding details Archive finding
Usage EC2 instance i-08a8ed0be65425909 is o icating outbound with a known Bitcoin-related IP address 104, 42,

Finding details

GuardDuty finding 1D Finding time Finding severity
€2b98b95c5440025¢05b405065ed3bbd 07,/04/2020, 00:12 UTC - 07/12/2020, 01:12 UTC 60

Finding direction
‘Outbound

Involved AWS resources

AWS account EC2 instance
267! 199 i-0BaBed40bet5425909

Overall VPC flow volume mu

Summarizes the overall volume of VPC flow data into and out of the EC2 instance, compared to baseline averages from the prior 45 days.

Linear Lag

Inbound traffic
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Detective Detective Search GuardDuty/c2b98b95c5440025c¢05b405065ed3bbs ©

Getting started EC2 instance i-08a8e40be65425909 communicating with a Scope time i

Search . . 07/04, 00:00 - 07/12, 02:00
known Bitcoin-related IP Address. »=

CryptoCurrency:EC2-BitcoinTeol.B

@© lock  Edit

¥ Settings
Overview VPC flow details
Account management
General
Preferences TS P
GuardDuty finding details Archive finding
Usage EC2 instance i-08a8ed0be65425909 is o icating outbound with a known Bitcoin-related IP address 104, 42,

Finding details

GuardDuty finding 1D Finding time Finding severity
€2b98b95c5440025¢05b405065ed3bbd 07,/04/2020, 00:12 UTC - 07/12/2020, 01:12 UTC 60

Finding direction
‘Outbound

Involved AWS resources

AWS account EC2 instance
267! 199 i-0BaBed40bet5425909

Overall VPC flow volume mu

Summarizes the overall volume of VPC flow data into and out of the EC2 instance, compared to baseline averages from the prior 45 days.

Linear Lag

Inbound traffic
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Detective Search GuardDuty/c2b98b55c5440025c05b405065ed3bbg

Detective

Getting started

Search

Settings

Account management
General

Preferences

Usage

EC2 instance i-08a8e40be65425909 communicating with a

Scope time m®
07/04, 00:00 - 07/12, 02:00

known Bitcoin-related IP Address. w= © Lok [ £an

CryptoCurrency:EC2-BitcoinTeol.B

Overview VPC flow details

GuardDuty finding details

Archive finding

EC2 instance i-08a8ed0be65425909 is icating outbound with a known Bitcoin-related IP address 104, 42,

Finding details

GuardDuty finding 1D
€2b98b95c5440025¢05b405065ed3bbd

Finding direction
‘Outbound

Involved AWS resources

AWS account
267! 199

Overall VPC flow volume mu

Finding time Finding severity
07,/04/2020, 00:12 UTC - 07/12/2020, 01:12 UTC 60

Detective MSHHENTT T UTEAREFER(CDULT
GuardDuty D77 —H-r TUIENE]EE

EC2 instance
i-0BaBed40bet5425909

Summarizes the overall volume of VPC flow data into and out of the EC2 instance, compared to baseline averages from the prior 45 days.

Inbound traffic

Linear Lag
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Finding direction

Detective
‘Outbound

Getting started
Involved AWS resources

Search
AWS account EC2 instance
267! 99 i-0BaBed40beb5425509

4

Settings
Account managemant
General Overall VPC flow volume ms

Summarizes the overall volume of VPC flow data into and out of the EC2 instance, compared to baseline averages from the prior 45 days.

Preferences
Usage
> N == ~ Log
WBEASHEIDR—X 51>
Inbound traffic
Scope start: 07/04, 00:00 Scope end: 07/12, 02:00
150 ME
100 ME
50 MB
6B = - - - - -—
Outbound traffic
Scope start: 07704, 00:00 Scope end: 07712, 02:00
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andl ng direction
‘Outbound

Detective

Getting started

Search

Settings

Account management
General

Preferences

Usage

Involved AWS resources

AWS account
267! 99

Overall VPC flow volume ms

Summiarizes the overall volume of VPC flow data int

EC2 instance
i-0BaBed40beb5425509

hstance, compared to baseline averages from the prior 45 days.

Log
Inbound traffic
Scope start: 07/04, 00:00 Scope end: 07/12, 02:00
150 ME
100 ME
50 MB
6B - - - -—

Outbound traffic

Scope start: 07704, 00:00

Scope end: 07712, 02:00
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Fundl ng direction
‘Outbound

Detective

Getting started

Search

Settings

Account management
General

Preferences

Usage

Involved AWS resources

AWS account EC2 instance
267! 99 i-0BaBedObeb5425909

Overall VPC flow volume ms

Summarizes the overall volume of VPC flow data into and out of the EC2 instance, compared to baseline averages from the prior 45 days.

Inbound traffic

Linear Leg

Scope: 07/04, 00:00 - 07/12, 02:00

150 ME

100 ME

50 ME

=3:]

Outbound traffic

Scope: 07/04, 00:00 - 07/12, 02:00

Overall VPC flow ¥
volume

This profile panel displays the
overall volume of bytes into and
out of the EC2 instance for all
destination IP addresses.

A guestion to consider:

* s the volume regular (flat or
periodic), cI are there any
unexpected increases or
decreases in either direction?

How to use this profile
panel

The highlighted portion of the
timeline is the scope time.

The baseline value shows the
average flow volume per time
interval during the previous 45
days, ignoring time intervals
without activity.

Learn more [4

Viewing and interacting with
profile panels
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Detective Detective Search GuardDuty/c2b98b95c5440025c¢05b405065ed3bbs ©

Getting started EC2 instance i-08a8e40be65425909 communicating with a Scope time i

Search . . 07/04, 00:00 - 07/12, 02:00
known Bitcoin-related IP Address. a=

CryptoCurrency:EC2-BitcoinTool

@© lock  Edit

¥ Settings
Overview VPC flow details
Account management
General
Preferences TS P
GuardDuty finding details Archive finding
Usage EC2 instance i-08a8ed0be65425909 is o icating outbound with a known Bitcoin-related IP address 104 42,

Finding details

GuardDuty finding 1D Finding time Finding severity
€2b98b95c5440025¢05b405065ed3bbd 07,/04/2020, 00:12 UTC - 07/12/2020, 01:12 UTC 60

Finding direction
‘Outbound

Involved AWS resources

AWS account EC2 instance
267! 199 i-0BaBed40bet5425909

Overall VPC flow volume mu

Summarizes the overall volume of VPC flow data into and out of the EC2 instance, compared to baseline averages from the prior 45 days.

Linear Lag

Inbound traffic
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Detective

Getting started

Search

¥ Settings
Account management
General
Preferences

Usage

Detective Search GuardDuty/c2b98b95:5440025c05b4050652d3b09

EC2 instance i-08a8e40be65425909 communicating with a
known Bitcoin-related IP Address. s

CryptoCurrency:EC2-BitcoinTeol.B
Overview VPC flow details

VPC traffic between the finding EC2 instance and 104, 42 e

Shows the average flow volume between the EC2 instance and the remote IP addresses involved im this finding. Expand sach row to see a timeline of that communication.

Q

Remote IP address ¥ Average inbound volume (scope time) ¥

¥ 104, A2 10.2 kB/hour

Inbound traffic
Scope start: 07/04, 00:00

Scope time m®
07/04, 00:00 - 07/12, 02:00

@ Lok Edit

Average outbound volume (scope time) ¥

4.7 kB/hour

Scope end: 07/12, 02:00

60 k8

40 k8

20 k8

o8

Outbound traffic
Scope start: 07704, 00:00

Scope end: 07/12, 02:00
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Detective

Getting started

Search

Settings

Account management
General

Preferences

Usage

Detective Search GuardDuty/c2b98b55c5440025c05b405065ed3bb9

EC2 instance i-08a8e40be65425909 communicating with a Scope time ww
07/04, 00:00 - 07/12, 02:00
known Bitcoin-related IP Address. s

@ Lok Edit
CryptoCurrency:EC2-BitcoinTeol.B

Overview VPC flow details

UBERNS T4 Y ODRRIINS, By hIA>
VPC traffic between the finding EC2 instance and 104.° 42 e tr%ﬁd)ﬁ{%b\%ﬁ-b \_C 3‘5 D ’I’ > \/j__\ i '\ t EHJ H—éﬁ

Shows the average flow volume between the EC2 instance and the remote IP addresses involved im this finding. Expand each row to see : K*%EJEI E/\
A

Q —
Remote IP address ¥ Average inbound volume (scope time) ¥ Average outbound volume (scope time) ¥

¥ 104, A2 10.2 kB/hour 4.7 kB/hour
Inbound traffic

Scope start: 07/04, 00:00 Scope end: 07/12, 02:00

60 k8

40 k8

20 k8

o8

Outbound traffic

Scope start: 07704, 00:00 Scope end: 07/12, 02:00
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Detective Detective Search GuardDuty/c2b98b95¢5440025c05b405065ed3bb9

Scope time W

Getting started EC2 instance i-08a8e40be65425909 communicating with a 07/04, 00:00 - 07/12, 02:00
known Bitcoin-related IP Address. wa | lo Lock

CryptoCurrency:EC2-BitcoinTool.B

Search

V¥ Settings
Account management Overview VPC flow details
General
Preferences A T .
VPC traffic between the finding EC2 instance and 104. 42 mE
Usage Shows the average flow volume between the EC2 instance and the remote IP addresses involved in this finding. Expand each row to see a timeline of that communication.
Q
Remote IP address ¥ Average inbound volume (scope time) ¥ Average outbound volume (scope time) ¥
10.2 kB/hour 4.7 kB/hour

v 1y > LN TTHS

V2 oHLWI 1Y RUTHL

Inbound tre ) 5 &8 LLWF SR~ k1> ROTHL
Scope start: 07/04, 00:00 Scope end: 07/12, 02:00

— 2OV ETYIR—Y
&EiEMTTY VU EERE..
0ke Y@ URL ZIE—
20 kB Google THR: "104. 42"
o BERERE
§ >
Outboundt >

Scope start: 07/04, 00:00 Scope end: 07/12, 02:00
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Detective Detective Search IpAddress/104.1 1.42 @
Scope time mw®
Getting started 1 04. 42 meE P
07/04, 00:00 - 07/12, 02:00
Search IP address -
© Lock Edit
¥ Settings Overview New behavior Resource interaction

Account management

General
Preferences IP address details m%
Usage High-level descriptive data for the given IP address.
First observed Last observed Total times observed
07/03/2020,15:55 UTC 07/12/2020, 01:24 UTC -
Distinct AWS users and roles Count of related user agents
Findings associated with IP address 104. 42 mw
The following findings occurred on this resource around the scope time.
Q
Title v Finding type v First observed v Last observed v Finding severity v
EC2? instance i-074af3ed48bb2bbd77 TTPs/Command and
communicating with a known Bitcoin- Control/CryptoCurrency:EC2- 07/05/2020, 12:47 UTC 07/12/2020, 01:24 UTC 60
related IP Address. BitcoinTool.B
EC2 instance i-08a8ed0be65425909 TTPs/Command and
communicating with a known Bitcoin- Control/CryptoCurrency:EC2- 07/04,/2020, 00:12 UTC 07/12/2020, 01:12UTC 60
related IP Address. BitcoinTool.B
EC2 instance i-074af3e48bb2bbd77 TTPs/Command and

communicating with a known Bitcein- Control/Crypto Currency:EC2- 07/03,/2020, 15:59 UTC 07/05/2020, 12:36 UTC 60
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Detective Detective Search IpAddress/104.1 1.42 @
Scope time mw®
Getting started 1 04. 42 meE P
07/04, 00:00 - 07/12, 02:00
Search IP address -
© Lock Edit
¥ Settings Overview New behavior Resource interaction

Account management

General
Preferences IP address details m%
Usage High-level descriptive data for the given IP address.
First observed Last observed Total times observed
07/03/2020,15:55 UTC 07/12/2020, 01:24 UTC -
Distinct AWS users and roles Count of related user agents
Findings associated with IP address 104. 42 mw
The following findings occurred on this resource around the scope time.
Q
Title v Finding type v First observed v Last observed v Finding severity v
EC2? instance i-074af3ed48bb2bbd77 TTPs/Command and
communicating with a known Bitcoin- Control/CryptoCurrency:EC2- 07/05/2020, 12:47 UTC 07/12/2020, 01:24 UTC 60
related IP Address. BitcoinTool.B
EC2 instance i-08a8ed0be65425909 TTPs/Command and
communicating with a known Bitcoin- Control/CryptoCurrency:EC2- 07/04,/2020, 00:12 UTC 07/12/2020, 01:12UTC 60
related IP Address. BitcoinTool.B
EC2 instance i-074af3e48bb2bbd77 TTPs/Command and

communicating with a known Bitcein- Control/Crypto Currency:EC2- 07/03,/2020, 15:59 UTC 07/05/2020, 12:36 UTC 60
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Detective Detective Search IpAddress/104.1 .42 @
Scope time mw®
Getting started 1 04. 42 meE P
07/04, 00:00 - 07/12, 02:00
Search IP address -
© Lock Edit
¥ Settings Overview New behavior Resource interaction

Account management

General
Preferences IP address details ms
Usage High-level descriptive data for the given IP address.

BIDA 2RI AGBESN TN ARE DD

07/03/2020,15:55 UTC

Distinct AWS users and roles UL 1 e usen agEns
Findings associated with IP addrass 104. 42 mw
The following findings occurred on this resourcg’around the scope time.
Q
Title v Finding type v First observed v Last observed v Finding severity v
EC2? instance i-074af3ed48bb2bbd77 TTPs/Command and
communicating with a known Bitcoin- Control/CryptoCurrency:EC2- 07/05/2020, 12:47 UTC 07/12/2020, 01:24 UTC 60
related IP Address. BitcoinTool.B
EC2 instance i-08a8ed0be65425909 TTPs/Command and
communicating with a known Bitcoin- Control/CryptoCurrency:EC2- 07/04,/2020, 00:12 UTC 07/12/2020, 01:12UTC 60
related IP Address. BitcoinTool.B
EC2 instance i-074af3e48bb2bbd77 TTPs/Command and
communicating with a known Bitcein- Control/Crypto Currency:EC2- 07/03,/2020, 15:59 UTC 07/05/2020, 12:36 UTC 60

ralated 1D Addeace RiteainTanl B
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Detective

Getting started

Search

Settings

Account management
General

Preferences

Usage

Findings associated with IP address 104. A2 mw
The following findings occurred on this resource around the scope time.
Q
Title v Finding type v First observed v Last observed
EC2 instance i-08aBed0be65425909 TTPs/Command and
communicating with a known Bitcoin- Control/CryptoCurrency:EC2- 07/04,/2020, 00:12 UTC 07/12/2020, 01:12UTC
related IP Address. BitcoinTool.B
EC2 instance i-074af3e48bb2bbd77 TTPs/Command and
communicating with a known Bitcoin- Centrol/CryptoCurrency:EC2- 07/03,/2020, 15:59 UTC 07/05/2020, 12:36 UTC
related IP Address. BitcoinTool.B

Overall API call volume m®

Orverall volume of AP calls issugd-by this resource around the scope time.

BEREIEEEIANTOD API J1—)L3%
= I EERBER

Successful calls -of scope time call volume

No successful AP calls observed

Failed calls - of scope time call volume

No failed AP calls observed

Finding severity

Linear

Lag

60

60
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Detective Detective Search IpAddress/104.1 1.42 @
Scope time mw®
Getting started 1 04. -42 meE P
07/04, 00:00 - 07/12, 02:00
Search IP address -
© Lock Edit
¥ Settings Overview New behavior Resource interaction

Account management

General
Preferences IP address details m%
Usage High-level descriptive data for the given IP address.
First observed Last observed Total times observed
07/03/2020,15:55 UTC 07/12/2020, 01:24 UTC -
Distinct AWS users and roles Count of related user agents
Findings associated with IP address 104. 42 mu
The following findings occurred on this resource around the scope time.
Q
Title v Finding type v First observed v Last observed v Finding severity v
EC2? instance i-074af3ed48bb2bbd77 TTPs/Command and
communicating with a known Bitcoin- Control/CryptoCurrency:EC2- 07/05/2020, 12:47 UTC 07/12/2020, 01:24 UTC 60
related IP Address. BitcoinTool.B
EC2 instance i-08a8ed0be65425909 TTPs/Command and
communicating with a known Bitcoin- Control/CryptoCurrency:EC2- 07/04,/2020, 00:12 UTC 07/12/2020, 01:12UTC 60
related IP Address. BitcoinTool.B
EC2 instance i-074af3e48bb2bbd77 TTPs/Command and

communicating with a known Bitcein- Control/Crypto Currency:EC2- 07/03,/2020, 15:59 UTC 07/05/2020, 12:36 UTC 60
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/A Detective is baselining member account data

The data and analytics within Detective will improve as we ingest and baseline member account data. Baselining typically takes two weeks. Your estimated date is 07/16/2020.

4

Account management

Resource interaction

Resource interaction me

This IP address interacted with the following AWS roles, users, and accounts during the scope time.

No results to display

Scope time mu®
07/04, 00:00 - 07/12, 02:00

D Lock Edit

EC2 instances communicating with IP address w#®

i-074af3e48bb2bbd?7 07/03/2020, 15:00 UTC 07/12/2020, 01:00 UTC

i-08aBed0be65425509

07/04/2020, 00:00 UTC

07/12/2020, 01:00 UTC

Last observed v
Outbound traffic v
S15 kB
914 kB




Detective

Getting started

Search

V¥ Settings
Account management
General
Preferences

Usage

5l

A Detective is baselining member account data

The data and analytics within Detective will improve as we ingest and baseline member account data. Baselining typically takes two weeks. Your estimated date is 07/16/2020.

Detective Search IpAddress/104. 42
104. 42 wa
IP address
Overview New behavior Resource interaction

Resource interaction

This IP address interacted with the following AWS roles, users, and accounts during the scope time.

EC2AARAADIOAT7AIWNRUILS DT>

Scope time i#:#
07/04, 00:00 - 07/12, 02:00

©

ARIEN T TY VI EERE...
YUYJ®URL 21—
Google THRZR: "i-08a8e40be6542..."

EREHE

Q
Name v Resource type AWS account First observed v Last observed v
No results to display
L3

EC2 instances communicating with IP address =
Uy oEHLWSY T TR

EC2 instance YUy HFHFLWY 1> Ryl Last observed Inbound traffic v Outbound traffic v
Yooz LWFSAR—K D r Y RITHEL

i-074af3e48bb2bbd 07/12/2020, 04:00 UTC 1.99 MB 918 kB
DUV I ETYIN—Y

i-08a8e40be65425¢ 07/12/2020, 04:00 UTC 1.99 MB 916 kB
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Search EcZInstance/i-08a8e40be65425909

i-0828e40be65425909 wu Scope time m#
07/04, 00:00 - 07/12, 02:00

Detective

Getting started

Search EC2 instance f
© Lock Edit
v .
Sattings Overview
Account management
General
Preferences EC2 instance details m®
Usage High-level descriptive data for the given EC2 instance
EC2 creation date Created by
07/03/2020, 23:56 UTC DetectiveDemo-AdminUser-1FJ4B2YN...
ARN Associated VPC

- vpc-0c755a714886152a3

Overall VPC flow volume ms

Summarizes the overall volume of VPC flow data into and out of the EC2 instance, compared to baseline averages from the prior 45 days.

Linear Log

Inbound traffic
Scope start: 07/04, 00:00 Scope end: 07/12, 02:00

150 ME

100 ME

50 ME

oB



プレゼンター
プレゼンテーションのノート
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Overall VPC flow volume ws
Summarizes the overall volume of VPC flow data into and out of the EC2 instance, compared to baseline averages from the prior 45 days.

Detective

Getting started

s t
earh Linear Log

Inbound traffic

v catti
Settings Scope start: 07/04, 00:00 Scape end: 07/12, 02:00
Account managemant

150 ME
General
100 ME
Preferences
S50 MB
Usage
. - - - — - 1

Outbound traffic

Scope start: 07/04, 00:00 Scope end: 07/12, 02:00

ZME

1 ME

oB

Findings associated with EC2 instance i-08a8e40be65425909 m#%

The following findimgs occurred on this resource around the scope time.

Q
Title v Finding type v First observed v Last abserved v Finding severity v
EC2 instance i-08a8ed40be65425909 TTPs/Command and
communicating with a known Bitcoin- Control/CryptoCurrency:EC2- 07/04,/2020, 00:12 UTC 07/12/2020, 01:12UTC [y]

related IP Address. BitcoinTool.B
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Findings associated with EC2 instance i-08a8e40be65425909 mw

The following findings occurred on this resource around the scope time.

Detective

Getting started

Search

Settings

Account management
General

Preferences

Usage

(o]
Title v Finding type
EC2 instance i-08a8ed40be65425909 TTPs/Command and
communicating with a known Bitcoin- Control/CryptoCurrency:EC2-
related IP Address. BitcoinTool.B

First observed v Last observed v Finding severity v

07/04,/2020, 00:12 UTC 07/12/2020, 04:48 UTC (2]

Distinct count of ports over time m=
Timeline showing the count of distinct local and remote ports observed for this EC2 instance.

Local ports

3

Linear Log

Scope start: 07/04, 00:00 Scope end: 07/12, 02:00

Remote ports

Scope start: 07704, 00:00 Scope end: 07/12, 02:00

adWs

V
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Findings associated with EC2 instance i-08a8e40be65425909 mw

The following findings occurred on this resource around the scope time.

Detective

Getting started

Search

Settings

Account management
General

Preferences

Usage

(o]
Title v Finding type v First observed v
EC2 instance i-08a8ed40be65425909 TTPs/Command and
communicating with a known Bitcoin- Control/CryptoCurrency:EC2- 07/04,/2020, 00:12 UTC
related IP Address. BitcoinTool.B

Last observed

07/12/2020, 04:48 UTC

v Finding severity

(2]

Distinct count of ports over time m=
Timeline showing the count of distifct local and remote ports observed for this EC2 instance.

IFEEEEATD R— bR

Scope start: 07/04, 00:00

Local ports

Linear Log

Scope end: 07/12, 02:00

3

Remote ports
Scope start: 07704, 00:00

Scope end: 07/12, 02:00

adWs

V



プレゼンター
プレゼンテーションのノート
ユニークなポート数の　時系列
ブルートフォース攻撃、DDoSの可能性
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Detective

Getting started

Search

Settings

Account management
General

Preferences

Usage

Remote ports

Scope start: 07/04, 00:00

Scope end: 07/12, 02:00

Distinct IP addresses over time s

Inbound connections

IREIEEEIAN CTD IPJ7 KL X%

Scope start: 07/04, 00:00

Linear Log

Scope end: 07/12, 02:00

Scope start: 07/04, 00:00

Scope end: 07/12, 02:00



プレゼンター
プレゼンテーションのノート
ユニークなIPアドレスの　時系列
DDoSを受けてる
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Search EcZInstance/i-08a8e40be65425909

i-0828e40be65425909 wu Scope time m#
07/04, 00:00 - 07/12, 02:00

Detective

Getting started

Search EC2 instance f
© Lock Edit
v .
Sattings Overview
Account management
General
Preferences EC2 instance details m®
Usage High-level descriptive data for the given EC2 instance
EC2 creation date Created by
07/03/2020, 23:56 UTC DetectiveDemo-AdminUser-1FJ4B2YN...
ARN Associated VPC

vpc-0c755a714886152a3

0 L VPC fl L — i
Su::\::aes the overaﬁ:l:ri :(r:":: fl:::lata into and out of the EC2 instance, compared to baseline averages from the pj 7 /r — \/0 % LJ t L \ 5 EC 2 /r \/19 \/Z %
fEpk LTz IAM 1 —H5 —

Inbound traffic
Scope start: 07/04, 00:00 Scope end: 07/12, 02:00

150 ME

100 ME

50 ME
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Detective X Detective Search Ec2Instance/i-08a8e40be65425909

07/04, 00:00 - 07/12, 02:00

Getting stared @ i-08a8e40be65425909 nx Scope time
Search L, EC2 instance P

v .
Settings Overview
Account management
General
Preferences EC2 instance details m
High-level descriptive data for the given EC2 instance
Usage
EC2 creation date Created by
07/03/2020, 23:56 UTC DetectiveDemo-AdminUser-1FJ4B2Yh,
Uy EHLWS T THRL x
ARN Associated VPC Ur LWy 12 RUTHL
- vpc-0c755a714886152a3 YUY IEFULWTZAR—KD 12 Y ROTRL
cOUIEITVIN—Y I
ZRiERTTY VY RERE..
Overall VPC flow volume iw:# YUy ®URL #dE—
Summarizes the overall volume of VPC flow data into and out of the EC2 instance, compared to baseline averages from the prior 45 days. Google Tﬁﬁ "DetectiveDemo-A..."
ERERE
g |
4
Inbound traffic >
Scope start: 07/04, 00:00 Scopeena:uryrz;uZ:00
150 MB
100 MB
50 MB
0B = ] ] ] ]
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Detective Search AwsUser/AIDATA0QXIHXVHIDTUIUR

Detective

Getting started

Search

Settings

Account management

2

DetectiveDemo-AdminUser-1FJ4B2YNDYPYG as=

Overview New behavior

Scope time mu
07/04, 00:00 - 07/12, 02:00

O Lok Edit

General
Preferences AWS user details w=
High-level descriptive data for the given user.
Usage
Principal ID AWS account Created by
AIDATA0QXIHXVHIDTUIUR 267 99 admin
Created date Last observed
07/03/2020, 23:23 UTC 07,/04/2020, 00:16 UTC
Findings associated with AWS user DetectiveDemo-AdminUser-1FJ4B2YNDYPYG %
The following findimgs occurred on this resource around the scope time.
Q,
Title v Finding type v First observed v Last observed v Finding severity v
AWS CloudTrail trail DetectiveDemao- TTPs/Defense Evasion/Stealth:lAMUser- 07/04/2020, 00:00 UTC 07/04/2020, 00:00 UTC 40

CloudTrail-7 1AS6FFY 2JCX was disabled. CleudTrailLeggingDisakled

Overall API call volume m=
Orverall volume of API calls issued by this resource around the scope time.

Linear Log
aWws

\/‘7
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Detective Detective Search AwsUser/AIDATA0QXIHXVHIDTUIUR

DetectiveDemo-AdminUser-1FJ4B2YNDYPYG as=

Getting started 8 %
Search & AWS user

Settings Overview New behavior

Account management

Scope time mu
07/04, 00:00 - 07/12, 02:00

O Lok Edit

General

Preferences AWS user details w=
High-level descriptive data for the given user.

Usage
Principal ID AWS account Created by
AIDATA0QXIHXVHIDTUIUR 267 99 admin
Created date Last observed

07/03/2020, 23:23 UTC

07/04/2020, 00:16 UTC

Findings associated with AWS user DetectiveDemo-AdminUser-1FJ4B2YNDYPYG %

The following findimgs occurred on this resource around the scope time.

RESNTCLDEEEESD D

Q,
Title v Finding type v First observed v Last observed v Finding severity v
AWS CloudTrail trail DetectiveDemao- TTPs/Defense Evasion/Stealth:lAMUser-
07/04,/2020, 00:00 UTC 07/04/2020, 00:00 UTC 40
CloudTrail-7 1AS6FFY 2JCX was disabled. CleudTrailLeggingDisakled /04/. ' f04f

Overall API call volume m=
Orverall volume of API calls issued by this resource around the scope time.

Linear Log
aWws

\/‘7
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Detective Search AwsUser/AIDATA0QXIHXVHIDTUIUR

Detective

Getting started

Search

Settings

Account management
General

Preferences

Usage

DetectiveDemo-AdminUser-1FJ4B2YNDYPYG as=

2

Scope time mu
07/04, 00:00 - 07/12, 02:00

O Lok Edit

CloudTrail SEFFEISDAS LE Z AR K]

Overview New behavior

AWS user details ws

High-level descriptive data for the given user.

Principal ID AWS account
AIDATA0QXIHXVHIDTUIUR 267 99
Created date Last observed
07/03/2020, 23:23 UTC 07,/04/2020, 00:16 UTC

Findings associated with-/AWS user DetectiveDemo-AdminUser-1FJ4B2YNDYPYG %

The following findimgs occurred om'this resource around the scope time.

Q,
Title v Finding type v First observed
AWS CloudTrail trail DetectiveDemao- TTPs/Defense Evasion/Stealth:lAMUser-
07/04,/2020, 00:00 UTC
CloudTrail-7 1AS6FFY 2JCX was disabled. CleudTrailLeggingDisakled /04/. '

Overall API call volume m=
Orverall volume of API calls issued by this resource around the scope time.

Detective (& AWS AEFT CloudTrail MiEEZ
UREELU TULVBDTHRAEIC

B2 588 LJ N
= 78\ l/ \
Created by
admin
v Last observed v Finding severity v
07/04/2020, 00:00 UTC 40

Linear Log
aWws
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250

Detective

Getting started

Search

Settings

Account management
General

Preferences

Usage

- 2’074 J)L (AWS 11— —

Title v Finding type v First observed v Last observed Finding severity

Overall API call volume m®
Orverall wolume of AP calls issued by this resource around the scope time.

H%FE?%EIEIW_C‘OD API :I _) l/é;j( Linear Log

Successful calls 83.33% of scope time call volume (14.58% less than typical activity)

Scope start: 07/04, DU:00 Scope end: U7/12, D2:00

Failed calls 16.67% of scope time call volume (14.58% more than typical activity)
Scope start: 07/04, 00:00 Scope end: 07/12, 02:00

0.8
04
0.2

Select a bar to see more details about that time window
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250

Detective

Getting started

Search

Settings
Account management
General

Preferences

Usage

- 2’0714 J)L (AWS 11— —

Title v Finding type v First observed v

Overall API call volume m=
Orverall volume of AP calls issued by this resource around the scope time.

Last observed

Finding severity

APL O—)L OFMZE RUILFTY e

Successful calls 83.33% of scope time call volume (14.58% less than typical activity)

Scope start: 07/04, 00:00

Scope end: 07/12, DZ:00

50

40
30
20

o —
A

07/03/2020, 18:00 UTC - 07/04/2020, 00:00 UTC
B Successful calls: 47

Failed calls 16.67% of scope time call volume (14.58% more than typical ac i

Scope start: 07/04, 00:00

Scope end: 07/12, 02:00

0.6
0.4
02

Showing activity for selected bar: 07/03/2020, 18:00 UTC - 07/04/2020, 00:00 UTC

Observed IP addresses APl method Access Key ID
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Detective

Getting started

Search

Settings
Account management
General

Preferences

Usage

5l : JO0J7 1)L (AWS T1—Y—

Failed calls 16.67% of scope time call volume (14.58% more than typical activity)
Scope start: 07/04, 00:00

Scope end: 07/12, 02:00

06
0.4
02

Showing activity for selected bar: 07/03/2020, 18:00 UTC - 07/04/2020, 00:00 UTC

Observed IP addresses APl method Access Key ID
Q
IP address ¥
v 3 37
P DescribeSnapshots
»  Runinstances
»  RemoveRoleFrominstanceProfile
P  DescribeVolumes
»  DescribeDBInstances

»  CreateSecret

» DescribeDBSecurityGroups

1071681

Successful calls ¥

46

41

Failed calls ¥

o o o o o o

Location ¥
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Detective Detective Search AwsUser/AIDATA0QXIHXVHIDTUIUR

. _ ) _ Scope time m®
Getting started @ DetectiveDemo-AdminUser-1FJ4B2YNDYPYG as= 07/08 0000 - 07/12. 02:00

Search AWS user
O Lok Edit

4

Settings Overview New behavior

Account management

General

Preferences AWS user details w=
High-level descriptive data for the given user.

Usage
Principal ID AWS account Created by
AIDATA0QXZHX

cocane | FE[E]
e ZOA—HP—H EC2 A RIS REMFRT B C ESEHESH ?
TF:::J:?"SQ?:: CIOUdTra” 7&1%]]:3_5 L_:. C‘:_ (gﬁﬁﬁ%%b\ ?

WEENMNFEITUIZ API O—)UIHEIDGAEX R E ZFHTHLK) ?

Title v Finding type v First observed v Last observed v Finding severity v
AWS CloudTrail trail DetectiveDemao- TTPs/Defense Evasion/Stealth:lAMUser-

07/04,/2020, 00:00 UTC 07/04/2020, 00:00 UTC 40
CloudTrail-7 1AS6FFY 2JCX was disabled. CleudTrailLeggingDisakled /04/. ' f04f

Overall API call volume m=
Orverall volume of API calls issued by this resource around the scope time.

Linear Log
aWws

\_/‘7
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.ﬂﬁﬁ“ 207 74I)LF T (New Behavior

Detective

Getting started

Search

Settings

Account management
General

Preferences

Usage

Detective Search

AWS user

AwsUser/AIDATA0QXIHXVHID7UIUR

07/04, 00:00 - 07/12, 02:00

8&% DetectiveDemo-AdminUser-1FJ4B2YNDYPYG ns IEPE e e

Overview New behavior

D Lok Edit

N—R S A ZHIBEOBEN SHNTZERA (LD DD ?

Newly observed geolocations &

This resource was observed operating in the following geolocations during the scope time. Select a location to see more details.

MNewly ebserved

Previously abserved




Detective

Getting started

Search

4

Settings

Account management
General

Preferences

Usage

#=p|: TOI 7 AT

Newly observed geolocations w#®

This resource was observed operating in the following geolocations during the scope time. Select a location to see more details.

MNewly observed Previously observed

Q
Observed v Geolocation v Number of times observed v
| Previously observed 55
Newly ocbserved Ashburn, US 53

New Behavior

At

o)
_\"‘x""J_

| Tokyo, JP

R—X 54 2 HAEIRICE
gFa=nzO0—>3>

Percentage of total API calls v Annotations
5013%

4907%

Details >

Details >

adWs

\/‘7
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sREfl : 2O 741 IV T (New Behavior

Detective X

Getting started

Search

Settings

Account management
General

Preferences

Usage

Newly observed geolocations s

This resource was observed operating in the following geolocations during the scope time. Select a location to see more details.

S

Ashburmn, US

UL =NZOT—>3>

MNewly observed | '_ Previously observed
Q
Observed v Geolocation v Number of times observed v Percentage of total API calls v Annotations
| Previously observed Tokyo, JP 55 50.13%
Newly observed 1 | 53 4907%

Details >

Details >

dWS

\/‘7



プレゼンター
プレゼンテーションのノート
サテライトオフィスはありますか？
アカウント全体ですか？このユーザーだけですか？


sREfl : 2O 741 IV T (New Behavior

Detective X

Getting started

Search

4

Settings : 5
Mewly observed . Previously observed

Account management
< Return to all results

General

Preferences Ashburn, US from 07/04/2020 - 07/12/2020

Usage
Observed IP addresses Resource
Q 1: 2: 3 4 5 & F . MF >
IP address ¥ Successful calls v Failed calls ¥
10 7.162
10 7.62
> 10 205

> 10 6.92 %ﬁb<ﬁ5ﬂ“éﬂtﬂ7—‘\/3 >O)
» 10 1.231 IP 7 I< I/XOD_%:,

b 17 2131
k18 9.91
» 18 32
k18 9.130

> 18 32 - -
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Detective X

Getting started

Search

Settings

Account management
General

Preferences

Usage

Mewly observed . Previously observed
< Return to all results

Ashburn, US from 07/04/2020 - 07/12/2020

Observed IP addresses Resource

a

Resource ¥

b DetectiveDemo=InspectorLambdaRol...
P DetectiveDemo-InspectorLambdaRol...
b DetectiveDemo-MaliciousinstanceR...

F  DetectiveDemo-MaliciousinstanceR...

b DetectiveDemo-WeblnstanceRole-18..
b DetectiveDemo-AdminUser-1FJAB2YN...

F  admin

Newly observed API calls mwu

The following APl methods were mewly observed during the scope time.

Q,

Successful calls w

MULEAISNZOT—>3>h5
UOTAKULEVY—-RD—E

admin BIOMIABRIRD Y — X
ANIE(CYER =N, BERIN/Z8IgEMHD D

Failed calls

Account ID
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Eﬁ'l 207 74)LFJ (New Behavior

Detective

Getting started

Search

Settings

Account management
General

Preferences

Usage

Mewly observed Previously chserved
< Return to all results

Ashburn, US from 07/04/2020 - 07/12/2020

Observed IP addresses Resource
Q
Resource ¥

b DetectiveDemo=InspectorLambdaRol...

P DetectiveDemo-InspectorLambdaRol...

b DetectiveDemo-MaliciousinstanceR...

F  DetectiveDemo-MaliciousinstanceR...

¥ DetectiveDemo-WeblinstanceRole-18..

¥ ListinstanceAssociations

3.0 37

P Updatelnstancelnformation

»  DetectiveDemo-AdminUser-1FJAB2ZYN...

> admin

Successful calls w

Rl L. 572D RUILY DT> EHEE

Failed calls

Account ID
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Newly observed API calls

The following APl methods were newly observed during the scope time.

Detective

Getting started

Search

4

Settings

Account management
General

Preferences

Usage

Q,

New Behavior

API call %ﬁ L/ < EE;,E\IJ éﬂTCAPI :I _} I/

¥ Stoplogging

b CreateUser
P DeleteAccessKey

» GenerateCredentialReport

API calls with increased volume %

The following APl methods were observed at a substantially higher rate during the scope time.

Q

API call

Newly observed autonomous system organizations (ASOs) mwe

This resource issued AP calls fram the following ASOs during the scope time, but not during the previous 45 days.

Scope start: 07/04, 00:00

Count Success rate

2 50.00%

Scope end: 07/12, 02:00

Rate increase ¥

No results found

1 100.00%
1 100.00%
1 100.00%

Internal call count External call count
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Detective

Getting started

Search

Settings
Account management
General

Preferences

Usage

API calls with increased volume &

The following APl methods were observed at a substantially higher rate during the scope time.

Q

Ewhmusz API J—)L

API call

Newly observed autonomous system organizations (ASOs) w«

This resource issued AP| calls from the following ASOs during the scope time, but not during the previous 45 days.
Q

U <BVAI=NIZ AS HEfS

AS organization

Newly observed user agents

This resource used the following user agents to issue APl calls during the scope time, but not during the previous 45 days.

Q

User agent

aws-clif1.16.300 Python/2.7.18 Linux/4.14.177-139.254.amzn2.x86_E4 botacore/1.13..

ra

Rate increase ¥

No results found

No results found

ULLBBl=NnrI—4Y-—TI->1>h

Scope start: 07704, 00:00

19'] : 2707 74 )LF T (New Behavior

API call count

Internal call count

o

Internal call count External call count

Annotations

External call count

Scope end: 07/12, 02:00
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プレゼンター
プレゼンテーションのノート
42分まで


ALY N\>F 1 2D DH

Detective

Getting started

Search

v Settings
Account management
General
Preferences

Usage

Indicator of Compromise (IREDIEHN)Z Tt(cC.
Detective 70O 7 7 1)Lz U THHT

Detective Search

Search

Search for a finding or resource.

N — D)
a . PBDTEL UF A EEL K-
= 1P sddress
EC2 instance « User agent
s . CPU fEFIENZEA FR LR EC2 1> RI>R
AWS user ° H ;KO)EE_,HH ﬁ*ﬁ

User agent
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- Detective ZB3NELT D ET—FEBHENNE

e o UREDTZHITHRIIRELTE (FED D FEA
R - FHIREZ2ER (S FEE D L — = > HAR
AWS CloudTrail « GuardDuty MS5SEIDIAFN DIRHEFER (E—
\) MORERS A F. 2DTTEBDEEA
< « BDIAFENDH/RYATDUANICES
QN o ZEL
VPC Flow logs
Amazon Detective
W ERETE
Amazon GuardDuty (&. #&DRIIRHFERDT
DAR— BRI BIA =% EOEE
Amazon GuardDuty HEAESTECIF I C &S 156 ENEEZ LS
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https://docs.aws.amazon.com/detective/latest/userguide/supported-finding-types.html
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Security Behavior Graph
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cope Time
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Observed EC2 instances using this IP address nfo

v Last time obser v
11/10/18, 23:00 11/13/19,14:00
10/28/19, 15:00 11/12/19,16:00
ey [Time series label]
_distinct
25000 20090

20000
0

» 1-7890N1]234K567189 11/13/19,13:00 11/13/19,13:00

15000
10000
5000

o

port-outbound

Overall API call volume 1.

Successful AP calls
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| I
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Failed AP calls
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B> AWS 710> % Detective DA )\—&EUTBEFITDE. BIFTDOT LI

NN RS =R hEIRD, PADY MMetEthUClzF1 U« AEN AIEE

Q¥
|
Amazon Detective

NRE—=THI> b

| | |
Detective Detective Detective
A 3—1 AL N—2 A N—3

% Detective DN XS —T D> &
A 2I\=DHI> MME. AWS
Organizations & (FRIDEETY

Detective

Getting started

Search

Settings

Account management
General

Preferences

Usage

Detective Account management

Account management o

My member accounts (3) info

¥ Invite accounts from .csv Invite individual accounts

Email

AccountID ¥
address v

79€
(Master
account)

198

94t

Date

Vol v
updated v otume

04/24/2020,
08:44 UTC

05/27/2020,
12:29 UTC

05/27/2020,
09:08 UTC

Q%)

Status

Accepted
(Enabled)

Accepted
(Enabled)

Accepted
(Enabled)

CAAS)
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プレゼンター
プレゼンテーションのノート
50分まで
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AOUD NMCKBVYIFFPHhDO> b—EBZME
SRILVF7Z B> MEZMED ROV T ~& Github TG

https://github.com/aws-samples/amazon-detective-multiaccount-scripts

FERE - 1830 —=>3 > T Detective DX RS- HI> haB%NL
AT —ME A )N—ADIBEF. A\ —DER%Z=—1EE

aws-samples / amazon-detective-multiaccount-scripts ® Watch 4 Yy star 7 % Fork 5

<> Code Issues Pull requests Actions Projects Security Insights

¥ master ~ Go to file Add file v About

interact with Amazon
committed a52e239 on 23 May - 12 commits ¥ 1branch © 0 tags Detective in multiple accounts
and regions
tests Enable Amazon Detective in regions where no gra... last month

J Readme
[ CODE_OF_CONDUCT.md Initial commit 6 months ago

a5 Apache-2.0 License

[ CONTRIBUTING.md Initial commit 6 months ago

Q%)


https://github.com/aws-samples/amazon-detective-multiaccount-scripts

NIVFFP D> MED GuardDuty / Security Hub & D&

SILFI77HD> bTHE GuardDuty B KU Security Hub EfiE&RIEE

® GuardDuty &S KT Security Hub DN XS —771> b & Detective DN XS —77 1
> NEE—ICT B &S

NAS—=THI> I\(ZD( 2IN=T D> SRR U B R Z LR (CFAE R §E

® F—(CTERVWHZS : JORT7HI> hO—)LZ5EE L T, Detective DY RS —
BI> MY GuardDuty F 7z Security Hub DN XS —771T> BMTT7 01X

_Q"h

Amazon GuardDuty Amazon Detective AWS Securlty Hub
NAT—=FHI> k NAI—=FHI> K NAT—=FHI>
Gua r<IjDuty Gua r<IjDuty Guar<liDuty Detelctive Detelctive Detelctive Securi!cy Hub Securi!cy Hub Securi!cy Hub
A2 )\—1 A2 )(=2 A2 )\=3 A )\—1 A2 )\=2 A>)\=3 A )\—1 A )N=2 A>)N=3
aWws
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プレゼンター
プレゼンテーションのノート
https://docs.aws.amazon.com/detective/latest/userguide/profile-pivot-from-service.html

If you cannot use the same master accounts across all of the services, then after you enable Detective, you can optionally create a cross-account role. This role grants the Detective master account access to other accounts.


JO77A1)LAD URL U>D

Amazon Detective DT > F « T+ £l (FEBERDOTO T 71 ILICDULT,
BIZESB I 3z6D URL U > DU %x 4 pk o] EE

Q%)

dA—~XY b

https://console.aws.amazon.com/detective/home?reqgion=Region#type/namespace/instancelD?parameters

Region FIFE U7zL\ Detective DU—=3> ap-northeast-1
type T >7« 7« (entities) F /= (IR HFER (findings) entities

namespace type DikBIF IpAddress
instancelD namespace DiaplF 198.51.100.1
parameters AT=3>, Scope DOV IEERE scopelLocked

4R : https://docs.aws.amazon.com/detective/latest/userguide/profile-navigate-url.html

CAAS)
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https://console.aws.amazon.com/detective/home?region=Region#type/namespace/instanceID?parameters
https://console.aws.amazon.com/detective/home?region=Region#type/namespace/instanceID?parameters
https://console.aws.amazon.com/detective/home?region=Region#type/namespace/instanceID?parameters
https://console.aws.amazon.com/detective/home?region=Region#type/namespace/instanceID?parameters
https://console.aws.amazon.com/detective/home?region=Region#type/namespace/instanceID?parameters
https://console.aws.amazon.com/detective/home?region=Region#type/namespace/instanceID?parameters
https://console.aws.amazon.com/detective/home?region=Region#type/namespace/instanceID?parameters
https://console.aws.amazon.com/detective/home?region=Region#type/namespace/instanceID?parameters
https://console.aws.amazon.com/detective/home?region=Region#type/namespace/instanceID?parameters
https://console.aws.amazon.com/detective/home?region=Region#type/namespace/instanceID?parameters
https://docs.aws.amazon.com/detective/latest/userguide/profile-navigate-url.html
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プレゼンター
プレゼンテーションのノート
マルチアカウントのチャージ先の説明
https://docs.aws.amazon.com/detective/latest/adminguide/master-account-graph-management.html
"Detective charges each account for the data that it contributes to each behavior graph. "

https://aws.amazon.com/jp/detective/pricing/
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PBEZXTETRMDIETERICDULTIE
AWS Japan Blog [https://aws.amazon.com/jp/blogs/news/| (C T
#EB/BELUFET,
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https://aws.amazon.com/jp/blogs/news/

AWS DBEARZFENDIEM [AWS &8l TIRF:E
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プレゼンター
プレゼンテーションのノート
「セッション終了後にアンケートが表示されますので、ご協力ください」

https://amzn.to/JPWebinar
https://amzn.to/JPArchive

