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"sub":"c29641fa-0b5b-475b-a588-d9be34f3534d",
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"custom:org":"Making History Company",
"auth_time":1592810488,

"exp":1592814088,

"iat":1592810488,
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J1—H57—)Lo1—HFIARRZ Amazon Pinpoint (CI2EL. 777U —2 3240
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Amazon CloudTrail - O4% 52

Cognito API MM U(Z CloudTrail (COJ MRS, BEBAY NS D)L a—Fa >
J(fERATES,

{

. "eventVers%on": "1.05",
OO sEEk 11D API e Munknown®,
. . . "principalIld": "Anonymous"
% Cognito Identity Provider API eventTine": "2020-06-22707:21:282",
"eventSource": "cognito-idp.amazonaws.com",
"eventName": "InitiateAuth",

N = "awsRegion": "ap-northeast-1",
WAty AVANAWA S| " gourceTPAddress” : "XHX X0, XXK. XXX
. ::userAgent": "Mozilll}a/S.@ (Macintosh; Intel Mac 0S X... "
X Cognito Auth API ¥> Hosted UI T euthparanetersi: { Y22 Uk
"USERNAME" : '"skkkkkx'", l—ﬁ@'|%$ﬁ‘\’9

) "SRP_A": "skkorokkk!! tF*a1 U1 1E5RIE

"clientId": "3ff54d71890lats SRERENRLN,
e e e e e e ———— I “ClientMetadata”: {},

'U'/]/ \//]/ \/ btl—ﬂ'@’lﬁ*&fa}t:ﬁ "authFlow": "USER_SRP_AUTH"
O/ 5289 B(C(E. Lambda
'\ U jj — W_C H:Iljj j%%tiiﬁ.t % 5 ::SEEEEIEB%&K;&P::f*ﬁ***", 5

_____________________ "USERNAME" : "skkxokkk',
"SRP_B": "skkkkk'

T
"responseElements": {
""challengeName": "PASSWORD_VERIFIER",
"challengeParameters": {
"SALT": "sckkkkk'',
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S—HIREND, VY—RXDBEREDT A —F & BRDVERREZITD API U
Uid. KEHhREND.

Identity Provider API MU' UL — MDY DI NSIR .~ -~~~ —~~~ - T 7 ]

FIALN) | METOOA —SHERICIZ T, :
FER(CABTE Y

e .
AdminInitiateAuth 30 : PICRAETCDTANEITD, |
AdminRespondToAuthChallenge 20 : L y - I R |
AdminAddUserToGroup ;TA NES HRA (LJ/?_tZE_% AR SZEN
AdminRemoveUserFromGroup %10 I N> hZiTD, T5—Y° I
AdminListGroupsForUser | 20w kU SO < FE LTEIES (£ :
SignUp. InitiateAuth. ForgotPassword \ =B ol S

R EDT—Y—RIHRE £10 I _%_TL_J/X_J:_OD_E__C_OD_T_X_ I\_(a:JJ:_&ié o
ListUsers 25 P~~~ === ————- -
LSS/ APL &5 | DA —HEBRDITVILANFEREIND

I

BEYIOY N ORECDNTIE,

|

|

DY —XDPE. XFE. BNHARE EDHIR I - e - i '
| EBRFEFIERGE OB 7R— MADIHRZ 9 D ;
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https://docs.aws.amazon.com/ja_jp/cognito/latest/developerguide/limits.html

Ri&(IC ~ 1—5TJ —I)LDYHH

WL 1—Em B TR shafiags etz
()
[}

A =

H—/)NCDVWTLEETSD M8 ID JO/\«qSH&fEofz BFEEHSTPEmail7 FL-X

CERL, A7V, YA > A HEEICINR. )y HIRCE L E~rH ot <552)
YA > A 2 HEE = ER OAuth Z{#E> TH— R/(— 75T 4 TR HEL
T+ 7T UNDRE]HEIR 7 = aws

V
72



53 -
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2020.04.07

2020.02.12

2020.02.05

2020.01.10

SEDF Y TF— b (2020)

Amazon Cognito 715 >F« 7« J—)LMH [Apple TH> 1> | Z=H/R— NtA

https://aws.amazon.com/jp/about-aws/whats-new/2020/04/amazon-cognito-identity-pools-now-supports-sign-in-with-apple/

Amazon Cognito 1—H'—TJ—)LH—EXN I - —T 14UV ADAXF &/I\NXF7Z XBI UIRVEREDIR S % BEss
https://aws.amazon.com/jp/about-aws/whats-new/2020/02/amazon-cognito-user-pools-service-now-supports-case-insensitivity-for-user-aliases/
Amazon Cognito User Pools B —EXT. AWS CloudTrail ZERALT. IAT®D API FUH LOOJEHENTED
KDICROFLE

https://aws.amazon.com/jp/about-aws/whats-new/2020/02/amazon-cognito-user-pools-now-supports-logging-for-all-api-calls-with-aws-cloudtrail/

Amazon Cognito T® CloudWatch X ~U O DY R— hZFA

https://aws.amazon.com/jp/about-aws/whats-new/2020/01/amazon-cognito-supports-cloudwatch-usage-metrics/
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https://aws.amazon.com/jp/about-aws/whats-new/2020/04/amazon-cognito-identity-pools-now-supports-sign-in-with-apple/
https://aws.amazon.com/jp/about-aws/whats-new/2020/02/amazon-cognito-user-pools-service-now-supports-case-insensitivity-for-user-aliases/
https://aws.amazon.com/jp/about-aws/whats-new/2020/02/amazon-cognito-user-pools-now-supports-logging-for-all-api-calls-with-aws-cloudtrail/
https://aws.amazon.com/jp/about-aws/whats-new/2020/01/amazon-cognito-supports-cloudwatch-usage-metrics/
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2019.11.26

2019.11.20

2019.10.31

2019.10.07

2019.07.09

2019.05.06

2019.04.05

2019.01.22

SEDF W IT5F— (2019)

Amazon Cognito W77 > MEIEX Y v ROBSENERAT T (CHIE

https://aws.amazon.com/jp/about-aws/whats-new/2019/11/amazon-cognito-supports-account-recovery-method-prioritization/

Amazon Cognito 7' Apple TDOY - >« > Z=H/R— NHA
https://aws.amazon.com/jp/about-aws/whats-new/2019/11/amazon-cognito-now-supports-sign-in-with-apple/

Amplify CLI ¥ Amazon Cognito 1—H =T —)LIIL—TZ{ER L. TIL—TF(C3 9 D DN O AERKTE
U. I—H—DIYRZA> Migez 7 TUo—2 3 > (GBIIT D & &AJHEIC
https://aws.amazon.com/jp/about-aws/whats-new/2019/10/amplify-cli-enables-creating-amazon-cognito-user-pool-groups-configuring-fine-
grained-permissions-adding-user-management-capabilities/

Amazon Cognito T CloudFormation dMH7R— h&Eig{t
https://aws.amazon.com/jp/about-aws/whats-new/2019/10/amazon-cognito-increases-cloudformation-support/

Amplify Framework T Auth 553U & Storage 7 dUDANR> MMIXTT S AWS Lambda kU —diENnY
R— SAFARA
https://aws.amazon.com/jp/about-aws/whats-new/2019/07/amplify-framework-now-supports-adding-aws-lambda-triggers-for-events-auth-
storage-cateqgories/

Amazon Cognito (&. BIEE&EM@ITI1—HU—/\XDT—RUtwv A API ZigM#EEIRLNZUE T,
https://aws.amazon.com/jp/about-aws/whats-new/2019/05/amazon-cognito-launches-enhanced-user-password-reset-api-for-administrators/
Amplify JL—AD—=I(CHBITBE/I\AILBLUD T T 7TUo— 3> miFd OAuth 2.0 JO—. /RAX hanfe
UL, AR/VR > —>DFENBRILENET

https://aws.amazon.com/jp/about-aws/whats-new/2019/04/amplify-framework-simplifies-configuring-oauth-2-0-flows--hosted/

Amazon Cognito T 99.9% MY —EXL LI —A> ~ (SLA) BFREK

https://aws.amazon.com/jp/about-aws/whats-new/2019/01/amazon-cognito-announces-99-9-service-level-agreement/
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https://aws.amazon.com/jp/about-aws/whats-new/2019/11/amazon-cognito-supports-account-recovery-method-prioritization/
https://aws.amazon.com/jp/about-aws/whats-new/2019/11/amazon-cognito-now-supports-sign-in-with-apple/
https://aws.amazon.com/jp/about-aws/whats-new/2019/10/amplify-cli-enables-creating-amazon-cognito-user-pool-groups-configuring-fine-grained-permissions-adding-user-management-capabilities/
https://aws.amazon.com/jp/about-aws/whats-new/2019/10/amazon-cognito-increases-cloudformation-support/
https://aws.amazon.com/jp/about-aws/whats-new/2019/07/amplify-framework-now-supports-adding-aws-lambda-triggers-for-events-auth-storage-categories/
https://aws.amazon.com/jp/about-aws/whats-new/2019/05/amazon-cognito-launches-enhanced-user-password-reset-api-for-administrators/
https://aws.amazon.com/jp/about-aws/whats-new/2019/04/amplify-framework-simplifies-configuring-oauth-2-0-flows--hosted/
https://aws.amazon.com/jp/about-aws/whats-new/2019/01/amazon-cognito-announces-99-9-service-level-agreement/

8&F:APLUTJ7L >R
4 D APL MBHEENTHED, BNEN APL UT 7L AN,

Cognito 1—HY7—)L
Cognito Identity Provider API sz
https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/Welcome.html
Cognito Auth APT (z:=
(OAuth 2.0/0pen ID Connect 1.0)

https://docs.aws.amazon.com/ja_jp/cognito/latest/developerquide/cognito-userpools-server-contract-reference.html

Cognito ID Z7—JL - Cognito Federated Identity API (z:=

https://docs.aws.amazon.com/cognitoidentity/latest/APIReference/Welcome.html

Cognito Sync - Cognito Sync API sz

https://docs.aws.amazon.com/cognitosync/latest/APIReference/Welcome.html
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https://docs.aws.amazon.com/cognito-user-identity-pools/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/ja_jp/cognito/latest/developerguide/cognito-userpools-server-contract-reference.html
https://docs.aws.amazon.com/cognitoidentity/latest/APIReference/Welcome.html
https://docs.aws.amazon.com/cognitosync/latest/APIReference/Welcome.html

s8E :U0%

wN\ZXAASFTIY

Using Amazon Cognito for serverless consumer apps (:5
https://serverless-idm.awssecworkshops.com/
Amplify for iOS (z:3)

https://amplify-ios-workshop.go-aws.com/

CRwinls)

Cognito @ OAuth #ee=IRfE T D (==

https://aws.amazon.com/jp/blogs/mobile/understanding-amazon-cognito-user-pool-oauth-2-0-grants/

Cognito & ADFS ZE#EE3 (:sE
https://aws.amazon.com/jp/blogs/mobile/building-adfs-federation-for-your-web-app-using-amazon-cognito-user-pools/
H—/)CLX JavaScript 77 U4 —> 3> T SAML (843, @35
https://aws.amazon.com/jp/blogs/news/saml-for-your-serverless-javascript-application-part-i/
https://aws.amazon.com/jp/blogs/compute/saml-for-your-serverless-javascript-application-part-ii/

Cognito J)L—2. EHMNIRIL—ILR—RDT7 It X HIFH =z

https://aws.amazon.com/jp/blogs/news/new-amazon-cognito-groups-and-fine-grained-role-based-access-control-2/

J1—Y7% Cognito (CB1T9 B (=

https://aws.amazon.com/jp/blogs/mobile/migrating-users-to-amazon-cognito-user-pools/

IR D — R RGBS (um o

https://aws.amazon.com/jp/blogs/mobile/implementing-passwordless-email-authentication-with-amazon-cognito/ ~ >
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https://serverless-idm.awssecworkshops.com/
https://amplify-ios-workshop.go-aws.com/
https://aws.amazon.com/jp/blogs/mobile/understanding-amazon-cognito-user-pool-oauth-2-0-grants/
https://aws.amazon.com/jp/blogs/mobile/building-adfs-federation-for-your-web-app-using-amazon-cognito-user-pools/
https://aws.amazon.com/jp/blogs/news/saml-for-your-serverless-javascript-application-part-i/
https://aws.amazon.com/jp/blogs/compute/saml-for-your-serverless-javascript-application-part-ii/
https://aws.amazon.com/jp/blogs/news/new-amazon-cognito-groups-and-fine-grained-role-based-access-control-2/
https://aws.amazon.com/jp/blogs/mobile/migrating-users-to-amazon-cognito-user-pools/
https://aws.amazon.com/jp/blogs/mobile/implementing-passwordless-email-authentication-with-amazon-cognito/

s8E :U0%

m HR—b FLYSELIH—
«  Amazon Cognito D1—H—T—)LTERIEFHT /A RAEFEATBC(E. ESTNUIRWNTIH?
https://aws.amazon.com/jp/premiumsupport/knowledge-center/cognito-user-pool-remembered-devices/

«  Amazon Cognito MARSY LRAD—T%=ERAL T API Gateway API AD 7T R &R 3 B35 EEHR TLIEEUN,

https://aws.amazon.com/jp/premiumsupport/knowledge-center/cognito-custom-scopes-api-gateway/

« Amazon Cognito 1—H—TF—)LZFERALTH— R/)\—5F4®D SAML ID JO/\A5F—%Z&KFEITDHEEHZ TLZ
=LY

https://aws.amazon.com/jp/premiumsupport/knowledge-center/cognito-third-party-saml-idp/

«  Amazon Cognito JSON D17 h—0> DELZLZES U TIRII T DHEEBHRZ TLIZEL,

https://aws.amazon.com/ijp/premiumsupport/knowledge-center/decode-verify-cognito-json-token/

m R
e OAuth 2.0 (B=x=:)

https://openid-foundation-japan.github.io/rfc6749.ja.html

e OAuth 2.0 Security Best Current Practice (z:3

https://tools.ietf.org/id/draft-ietf-oauth-security-topics-13.htm

o E5& . OAUthRIIE AP T 1 7R80SR AZiEA I 12O DIREI & Eik (a4:E)

https://www.amazon.co.ijp/dp/B07L5M7DXS/ref=cm sw r tw dp U x NOISEbKFY86Q7
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https://aws.amazon.com/jp/premiumsupport/knowledge-center/cognito-user-pool-remembered-devices/
https://aws.amazon.com/jp/premiumsupport/knowledge-center/cognito-custom-scopes-api-gateway/
https://aws.amazon.com/jp/premiumsupport/knowledge-center/cognito-third-party-saml-idp/
https://aws.amazon.com/jp/premiumsupport/knowledge-center/decode-verify-cognito-json-token/
https://openid-foundation-japan.github.io/rfc6749.ja.html
https://tools.ietf.org/id/draft-ietf-oauth-security-topics-13.htm
https://www.amazon.co.jp/dp/B07L5M7DXS/ref=cm_sw_r_tw_dp_U_x_N0l8EbKFY86Q7
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