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Alert on your log data with Amazon 
Elasticsearch Service
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Application DataServer, application, 
network, AWS, and 

other logs

Amazon Elasticsearch Service Domain
with index(es)

Elasticsearch is a database

1. Send data as JSON via REST APIs

2. Data is indexed - all fields searchable, including nested 
JSON

3. Queries, via REST APIs, allow fielded matching, 
Boolean expressions, include sorting and analysis
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Application users, analysts, DevOps, security
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Elasticsearch evolved into an analytics engine

Natural language

Boolean queries

Relevance

Text search

High-volume ingest

Near real time

Distributed storage

Streaming data

Time-based visualizations

Nestablestatistics

Time series tools

Analysis
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Amazon Elasticsearch Service is a fully 

managed service that makes it easy to 

deploy, manage, and scale 

Elasticsearch and Kibana
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AWS Cloud

Service architecture

VPC

Data Nodes Master Nodes

AWS Management Console

AWS Command Line Interface

AWS Tools and SDKs

AWS CloudFormation

AWS Identity and 
Access 

Management (IAM)

Elastic Load Balancing (ELB)

AWS 
CloudTrail

Amazon 
CloudWatch

AWS Database 
Migration Service

Amazon Kinesis Data 
Firehose

Amazon 
CloudWatch

Logs

Amazon ES Domain
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Seamless data ingestion, security, 

auditing and orchestration

Benefitsof Amazon Elasticsearch Service

Drop-in replacement with no need to 

learn new APIs or skills

Deploy a production-ready 

Elasticsearch cluster in minutes

Resize your cluster with a few clicks 

or a single API call

Deploy into your VPC and restrict 

access using security groups and IAM 

policies 

Replicate across Availability Zones, 

with monitoring and automated self-

healing 

Supports OS APIs and Tools Easy to Use Scalable

Secure Highly Available Tightly Integrated
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Each log line has various fieldsthat contain data you can search 
and analyze
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{

"verb": "GET",

"ident": " - ",

"bytes": 6245,

"@timestamp": "1995 - 07-
01T00:00:01",

"request": "GET 
/history/ apollo / HTTP/1.0",

"host": "199.72.81.55",

" authuser ": " - ",

"@timestamp_utc ": "1995 -
07- 01T04:00:01+00:00",

" timezone ": " - 0400",

"response": 200

}

Elasticsearch works with 
structured JSON containing 
fields and values
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You use the indexing APIs to send data to Elasticsearch*

POST endpoint/index/type/id
{

Document

}

POST endpoint/index/_bulk
{ Command }

{ Document }

{ Command }

{ Document }

* Your ingestion tools will probably automate this
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You use the query APIs to retrieve data from Elasticsearch

Amazon ES Domain
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The query engine matches requested field values

ID

Field: value

Field: value

Field: value

Field: value
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You use aggregations to analyze log data

Amazon ES Domain
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LŦ ȅƻǳǊ Řŀǘŀ ǿŜǊŜ ƛƴ ŎƻƭǳƳƴŀǊ ŦƻǊƳŀǘΧ

Host Timestamp Verb Request Http Status Size

199.72.81.55 [01/Jul/1995:00:00:01 GET /history/apollo/ HTTP/1.0 200 6245

unicomp6.unicomp.net [01/Jul/1995:00:00:06 GET /shuttle/countdown/ HTTP/1.0 200 3985

199.120.110.21 [01/Jul/1995:00:00:09 GET /shuttle/missions/sts-73/mission-sts-73.html HTTP/1.0 200 4085

burger.letters.com [01/Jul/1995:00:00:11 GET /shuttle/countdown/liftoff.html HTTP/1.0 304 0

199.120.110.21 [01/Jul/1995:00:00:11 GET /shuttle/missions/sts-73/sts-73-patch-small.gif HTTP/1.0 200 4179

burger.letters.com [01/Jul/1995:00:00:12 GET /images/NASA-logosmall.gif HTTP/1.0 304 0

burger.letters.com [01/Jul/1995:00:00:12 GET /shuttle/countdown/video/livevideo.gif HTTP/1.0 200 0

205.212.115.106 [01/Jul/1995:00:00:12 GET /shuttle/countdown/countdown.html HTTP/1.0 200 3985

d104.aa.net [01/Jul/1995:00:00:13 GET /shuttle/countdown/ HTTP/1.0 200 3985

129.94.144.152 [01/Jul/1995:00:00:13 GET / HTTP/1.0 200 7074
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Filter: host="burger*" OR host="199.120*"

Host Timestamp Verb Request Http Status Size

199.72.81.55 [01/Jul/1995:00:00:01 GET /history/apollo/ HTTP/1.0 200 6245

unicomp6.unicomp.net [01/Jul/1995:00:00:06 GET /shuttle/countdown/ HTTP/1.0 200 3985

199.120.110.21 [01/Jul/1995:00:00:09 GET /shuttle/missions/sts-73/mission-sts-73.html HTTP/1.0 200 4085

burger.letters.com [01/Jul/1995:00:00:11 GET /shuttle/countdown/liftoff.html HTTP/1.0 304 0

199.120.110.21 [01/Jul/1995:00:00:11 GET /shuttle/missions/sts-73/sts-73-patch-small.gif HTTP/1.0 200 4179

burger.letters.com [01/Jul/1995:00:00:12 GET /images/NASA-logosmall.gif HTTP/1.0 304 0

burger.letters.com [01/Jul/1995:00:00:12 GET /shuttle/countdown/video/livevideo.gif HTTP/1.0 200 0

205.212.115.106 [01/Jul/1995:00:00:12 GET /shuttle/countdown/countdown.html HTTP/1.0 200 3985

d104.aa.net [01/Jul/1995:00:00:13 GET /shuttle/countdown/ HTTP/1.0 200 3985

129.94.144.152 [01/Jul/1995:00:00:13 GET / HTTP/1.0 200 7074
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Aggregate: status histogram

Host Timestamp Verb Request Http Status Size

199.72.81.55 [01/Jul/1995:00:00:01 GET /history/apollo/ HTTP/1.0 200 6245

unicomp6.unicomp.net [01/Jul/1995:00:00:06 GET /shuttle/countdown/ HTTP/1.0 200 3985

199.120.110.21 [01/Jul/1995:00:00:09 GET /shuttle/missions/sts-73/mission-sts-73.html HTTP/1.0 200 4085

burger.letters.com [01/Jul/1995:00:00:11 GET /shuttle/countdown/liftoff.html HTTP/1.0 304 0

199.120.110.21 [01/Jul/1995:00:00:11 GET /shuttle/missions/sts-73/sts-73-patch-small.gif HTTP/1.0 200 4179

burger.letters.com [01/Jul/1995:00:00:12 GET /images/NASA-logosmall.gif HTTP/1.0 304 0

burger.letters.com [01/Jul/1995:00:00:12 GET /shuttle/countdown/video/livevideo.gif HTTP/1.0 200 0

205.212.115.106 [01/Jul/1995:00:00:12 GET /shuttle/countdown/countdown.html HTTP/1.0 200 3985

d104.aa.net [01/Jul/1995:00:00:13 GET /shuttle/countdown/ HTTP/1.0 200 3985

129.94.144.152 [01/Jul/1995:00:00:13 GET / HTTP/1.0 200 7074
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Aggregate: size sum

Host Timestamp Verb Request Http Status Size

199.72.81.55 [01/Jul/1995:00:00:01 GET /history/apollo/ HTTP/1.0 200 6245

unicomp6.unicomp.net [01/Jul/1995:00:00:06 GET /shuttle/countdown/ HTTP/1.0 200 3985

199.120.110.21 [01/Jul/1995:00:00:09 GET /shuttle/missions/sts-73/mission-sts-73.html HTTP/1.0 200 4085

burger.letters.com [01/Jul/1995:00:00:11 GET /shuttle/countdown/liftoff.html HTTP/1.0 304 0

199.120.110.21 [01/Jul/1995:00:00:11 GET /shuttle/missions/sts-73/sts-73-patch-small.gif HTTP/1.0 200 4179

burger.letters.com [01/Jul/1995:00:00:12 GET /images/NASA-logosmall.gif HTTP/1.0 304 0

burger.letters.com [01/Jul/1995:00:00:12 GET /shuttle/countdown/video/livevideo.gif HTTP/1.0 200 0

205.212.115.106 [01/Jul/1995:00:00:12 GET /shuttle/countdown/countdown.html HTTP/1.0 200 3985

d104.aa.net [01/Jul/1995:00:00:13 GET /shuttle/countdown/ HTTP/1.0 200 3985

129.94.144.152 [01/Jul/1995:00:00:13 GET / HTTP/1.0 200 7074
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Aggregate: request terms

Host Timestamp Verb Request Http Status Size

199.72.81.55 [01/Jul/1995:00:00:01 GET /history/apollo/ HTTP/1.0 200 6245

unicomp6.unicomp.net [01/Jul/1995:00:00:06 GET /shuttle/countdown/ HTTP/1.0 200 3985

199.120.110.21 [01/Jul/1995:00:00:09 GET /shuttle/missions/sts-73/mission-sts-73.html HTTP/1.0 200 4085

burger.letters.com [01/Jul/1995:00:00:11 GET /shuttle/countdown/liftoff.html HTTP/1.0 304 0

199.120.110.21 [01/Jul/1995:00:00:11 GET /shuttle/missions/sts-73/sts-73-patch-small.gif HTTP/1.0 200 4179

burger.letters.com [01/Jul/1995:00:00:12 GET /images/NASA-logosmall.gif HTTP/1.0 304 0

burger.letters.com [01/Jul/1995:00:00:12 GET /shuttle/countdown/video/livevideo.gif HTTP/1.0 200 0

205.212.115.106 [01/Jul/1995:00:00:12 GET /shuttle/countdown/countdown.html HTTP/1.0 200 3985

d104.aa.net [01/Jul/1995:00:00:13 GET /shuttle/countdown/ HTTP/1.0 200 3985

129.94.144.152 [01/Jul/1995:00:00:13 GET / HTTP/1.0 200 7074
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Kibana is a lightweight, real-time visualization tool


