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ARBICDOVWTOIEFEER

. ERTIF2019F 128 18HF DY —EXRNETB LMIEICDWLWTITHBB L TWLET . &=FHD
1BHIFAWSATK D T T B M http://aws.amazon.com)(C CCHER L 20\,

o BRERRICETDERLTEDFIN. ERNOMIE EAWSARD T I Y+ MECEDME(CAE
EN'HoTEiHma. AWSAR DT I YA bR EEBTRESETVWEREEET.

o IBEFIRREL L7 D TVET, BREFEDOHERKICIIRIEHER B RSB TVEEER
ER

« AWS does not offer binding price quotes. AWS pricing is publicly available and is
subject to change in accordance with the AWS Customer Agreement available at
http://aws.amazon.com/agreement/. Any pricing information included in this
document is provided only as an estimate of usage charges for AWS services based on
certain information that you have provided. Monthly charges will be based on your
actual use of AWS services, and may vary from the estimates provided.
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AEYSISTHEAIDZL

« AWS YRZAZ M & HIN\F2R (ERR) U—EXDHFRRL
+ AWS re:Invent 2019 ZEVEEHFEBMDT Y TF7— bz ) \—
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1. AWS YRZZA N & H)I\F > RAH—EXE
2. hJURI—EX7PYvI5F— K

1.

2
3.
4

Enable ({&)

. Provision (ER)

Operate (1&{F)

. TOAtH
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AWS management and governance services

- & ® ) B 9
Enable ( (&) ) .. o .
(078! AWS AWS AWS AWS AWS Well-
* Control Tower Organizations Budgets License Manager Architected Tool
Provision ”\" @ aoo %
AWS AWS AWS AWS
CloudFormation Service Catalog OpsWorks Marketplace

e ki =
0 pe rate @) Amazon ﬁ % A%%ems Awsgcg and %

Security and IAM

CloudWatch CloudTrail Config Manager Usage Report Cost Explorer

Agility and Control »

Automation

© 2019, Amazon Web Services, Inc. or its Affiliates. All rights reserved. aWS
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AWS IRSAY D & HINFO R B—ER

AWSIRIEDEREIRZ X —S T DX MIRILLITOH—EXE
(H7FTJV M Management Tools H'5S Management & Governance NZE)

1. Enable (%1R)
ControlTower / LicenseManager/ Budgets / Organizations / Well-Architected Tools

2. Provision (fERH)
CloudFormation / ServiceCatalog / EC2 ImageBuilder ; opsworks / Marketplace

3. Operate (32{E)
CloudWatch / SystemsManager / Config / CloudTrail / Cost Explorer

4. Tth: Resource Group / Chatbot
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V&L < ZRUVVEREDIES

» * Gartner Cloud Management Platform
(CMP) U1 D)LDINTChDOtzI>3a>
(AT TSt

- 15@nH—EX

« 20194121 T80 ED#kRETRIL

N
L 4

Customer adoption

AWS Cost Explorer

AWS Trusted Advisor — " aws Config

Amazon CloudWatch AWS OpsWorks

AWS Managed Services @7

Amazon CloudWatch Anomaly Detection

Amazon CloudWatch
lrear s Container Insights

AWS Control Tower
Service Quotas
AWS Well-Architected Tool

AWS License Manager

45 OpsWorks for Puppet Ent
AWS Organizations GA ( 7 P PP

S OpsWorks for Chef Automate
AWS Systems Manager

AWS Budgets

/ AWS CloudTrail
AWS CloudFormation AWS Marketplace
2008 2012 2016 Toda '
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KIEATII3d Party Solutions EDEAEDHEE—%HY

Developer . i@
portal @ GitHub ) )
Cloud center )
of excellence @) @) Cloud Conformity bmc AT'-ASSU\D
Monitorin .
andlogging <Q> O NewRelic ©areovnamics  splunk>  PagerDuty #sumo >

Management and governance

AWS resources
(@ ol ® L+ )@@D =

Service Catalog Organlzahnns Cantml Tcnnpr mpute Database Storage

(7T

Security & IAM
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Enable (#E{i)

« AWS ControlTower
« LicenseManager
- Budgets
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AWS ControlTower
LIVLF7HD> MUt 1 7R REZ B (ICRED LUOEHE
RANTSOFT4 ACEDAWSEIEERE

Z18%. AWS Organization, AWS
CloudTrail, AWS IAM&R: EHR X 5w F)(A

27V I THA R ==
o US o BRI ST RERE b
Boilc/ (YT —SALLE (H—RLoLl &2 = g
EPESHITFREDT AT NCOHEA = wal ==

£ L!J =) l[ B

% N—STTIE. A/\AF ALT> . FAILSS ROKU—3 > THAFE (20194125 18BHAE)
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Governance at scale (% Enable

AWS Control Tower: Updates  rerimoscior

| 9 &
2019%68: GA (ERU—>3>&%F9) oe :
Orgaﬁ‘i’\zlgtions Contll'\txl'?ower
re:Invent2019 (comming soon announce®) s Sl " exing S ganatos
i
« BEXfFOrganization\DFT 77T > FAWLVE U

)

BlfF 7 o> bADH— KL —)LiEA

%.

FF5895 — KL —JL (Organizations Service Control Policy).
FEMNSH— RL—JL (ConfigRules) L\g'NE

ControlTower R+ 1 XA MIKENEEH SN TLND
—CloudFormation StackSets TR I D2 &ETH— KL —)LZFIFAI&E

https://docs.aws.amazon.com/ja jp/controltower/latest/userquide/guardrails-reference.html

adWws

\/‘7


https://docs.aws.amazon.com/ja_jp/controltower/latest/userguide/guardrails-reference.html

AWS LicenseManager
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AWS LicenseManager: Updates

1. Dedicated HostsICXI 9351tz REHD> ~
2. BYOLV D O T 7D51 1> ABHEFER
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AWS License Managerb‘*Dedicated Host(C i/t

« AWS License Managerh‘Dedicated Host(DH)
DOEB (TG L. WindowsTSQL ServerFdE
R/I\—RDx72&EKITDYI NIT7%ZBYOL oeicoted 31 Decliated
IREENCNETULICERICIRS i : =

« AWS License Managerh /X REID HTYOF+ : X i
ST FAR, AR ABLEREZHENE
([CiE> CEELTIND

« —EEREINIL DHEDA 2 RAY 2 AZBEHED T eatos 1
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AWS License Manager®BEE{tideeZziH{b

- AWS License ManagerCBYOLY J DT 7D=>
AT RIL—=)LICDWTEERT D EHATEEIC
I&DTC

- AWS Systems Manager & DEH#E(C K DIFEDY
IRDTTMNA A S=)LeNfcA( > R R %=
hSwOU. IL—=ILICR T DIRAN DHUIENEE(C
ZTNZIEIERIEE(C
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Provision (ER)

« AWS CloudFormation / AWS CDK
« AWS Service Catalog
« AWS EC2 ImageBuilder
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AWS CloudFormation

SOTIIRTFEINT7Z7AIL (> TL—b) ZERAUT. 503 —=>3> 878
I RNTCTITUS— 3B ESNDAWSUY — x5O g - JCcaEd3H—
EX

JOEZaz=>JdcnNiEAWSU Y — XTI BDEEMEIBREEEE T, VI MIT7(CH UL
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Template Stack
BRI DY —RDES DY —XDES
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e Introducmg AWS CloudFormatlon reglstry:

AWS CloudFormation: Updates ™ st mangingeseraresou

1. UY—-XA>2h— b > = =
2. CloudFormation L =X kU -
3. DriftDetection for StackSet |

4. #+d Resource Hik— NEN

re:Invent2019 (comming soon announce)

« Organization support
« LifeCycleSupport: 77172 > MER/BIBREF (CCFnZ 31T
«  Organizationst2OUERK(C R T v U7z ER
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CloudFormation UY—X A1 >ik— b *

o FETERKR UZAWSL Y — X %ZCloudFormation A 5w 2 (- >ikh— MU CEIRO]RE
o DY-XRZASYVINSYIDEEL. RISV OB T (CIRENT D EED]EE
- FT2TJL—bDUTFOF)TCFIEE]EE

o 1 >2R— MMIHIG U TWLBDIEDrift Detection(THGULIEU Y — XD FH

o 42— MBI IEMBEERL

o— — i @HRUY—2EED
g:  — EL) éDDDDD i i::f @ CFn RS v T HMERK
! —
25w IVER CFnXYvy o 5 OF#TYUY—RXEER E—Tb —)DDDDD
E —— /\ = =
! . @FI>>ttyw hZEEITULT
L} = | o_ JU=2%A SR— R
BRI — X L Q2 R—RERUY—-IE ® (AF=3>) DriftDetection
" BOCFnF L — hEAE ZESTEBBETFL— b

SHIRED R UIEIET D
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CloudFormation LS X MU

« CloudFormationh=%- 7« T (ZxFE L TULVRLY
LN — X TH Resource Provider ZHFE L T
Registry(CE#RT D ETRAIVIICKDEENT]EE

- UY—XEFZITDResource Provider
Development Kit (RPDK) h'0SS& U CTARESNTH

N. JavatlGo TCORFEN E]EE d : 'i@m—@g—eg'
: ‘WordPress  stac
« RPDK¢&ECloudFormation CLIZFJBBLUTCTL X KUIC : _
%‘fﬁi L/_CEFIJ)EH j%o %E%(:;j\:ﬁg_é _ Cl:_:B_Cgé : Example; :Testing: :WordPress
* ?§§5Z0)3 rd PartYE¥b\5%*i§gﬁ]7& Y —-XEUT subnet-deadbeef
B8 T BResource Provider AMEtENTLD : MyMebs te
aws

\/‘7



CloudFormation®Drifti&%1h'\StackSets CHRJEE(C

« CloudFormation>>J L — hrORBE. ERRIC
FEEITDUY —IREEDED Z 109 DDrifti&4
¥ERED StackSets CHBFIHTIEE(C

« StackSets(FEE T D> MOER—=3>(C
OEDDF>TL—bhhps—KICTJOEZ 3>
/79 BHERE

« StackSetsZz{E> CAMKEICTOE=g> LY

V—=XBECDWVWTCHE, FETITO>IEEEZEA UL
THNTBDRENTES

« RRZZVEY—>3 > CHIHEIEE




B = - CloudFormation L X MU
CFnLX MY = CFnUY —RXEEZEDA—T >V — 1L

EiEIR

«  AWSBHD3rd Party Y —XEBEAWSYHR—> RODIRISCTEE

« BFUYV-—XXREEHINTCZL A MIAZEEKLTLL
0O Public Coverage Roadmap /\ IssueZEixz !

https://github.com/aws-cloudformation/aws-cloudformation-coverage-roadmap/projects/1

1IENNXNER
-  LZXRMUICEFEESNTZYY —X(ZAWS Conflgf#ﬁﬁﬁﬁﬂb‘jﬂuk
-  —3rd PartyUY—XDiERA Config Rules TF I W ulgg

. L =X MUICEERENTZY Y — X (X Drift Detection EJﬁE(Z

«  —Drift Detection TEBUY—X(FRFYIA > ik— SO aIEE(C
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https://github.com/aws-cloudformation/aws-cloudformation-coverage-roadmap/projects/1

AWS CDK: Updates AWS CDK

HINFREDERN T — R THIRE+HASRIL

AWS CDK Application

* 2019/07 =] stack(s) —)_)
- TypeScript, Python GA F@ EE s

° 20 1 9/ 1 2 a-ressanuers [ PO @
+ C#(.NET), Java GA
« AWS Toolkit for VisualStudio Code

« CDKICDUWTEF UK [IDevDayh &R ZZE
* htips://pages.awscloud.com/rs/112-TZM-766/images/B-3.pdf
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https://pages.awscloud.com/rs/112-TZM-766/images/B-3.pdf

AWS CDK®DJava & C#hrh —HisFI IR (C

« AWS CDK(Cloud Development Kit)(DJavahix & Qe vcome < v

C# I —AxFIA RS (GA)(C. Python& - g lf' ;9@2 = September
TypeScript(CIIX C4SETHIHTESD ¥
Bt
&

) Welco

« CdkTalkDotnet Update 1.39.1: The update ad
v
B Tal tn:
Cdklalkbotaet.espio) Update 1.39.2: The update ad
C+ CdkTalkDotnetConstruct.cs
O CdkTalkDotnetStack

. CDKZFIAYT3ETOIS = ISEEMALT e —
OSIRDOUY—REEFTUSS - TOLT3= (@ o e
S ITBTENTED il o

« CDK[EIANTDY—=3 > CTHIFHTIEE

- [ERFICAWS Toolkit for Visual Studio Codemllr
DCDK Explorerh'”7 L £ 1 —1e{tkiia




AWS ServiceCatalog

R, TF17. Fibslcshiz. I JY—ERXERBZRE M
NRANTSOF4AFT>2TL— hOERREHER
AWSH —EZXADIRERNRT7 IR
I> RI—UIN\ILTH—EXRIRIERENRE(CIRE

————————————————————————————————————————————————————————————————————

( 1 ( \

: . :

' v Logging | H v Tag options H /-\o
! v Security | H v Immutable config |

| I [ R [ [ el A S e e S S

! v Encryptiony > i O v' Parameter control | >

1 C ) v : H v

i i i

l - i

Naming Access control

——————————————————————————————————————————————————————————————————————

AWS Service Catalog
FoTL—MEESNIERI N TS OF714 R Product
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AWS Service Catalog: Updates

1. FEOEEM (2019/9)
2. BRRBH IO T SOFMBIERREL

3. SerV|ceNow 3*0/973\%"”"@1‘;& ez e U FIPS

4. Jira Service Desk ZI*’J@%:?%%
(ZL/{BIF(Q: 2019/1 1/\/) AWS Service Catalog

Fast, secure and governed API access to

resources and applications

» Create and share immutable best practices templates
- Control access to underlying AWS services

- Self-service access for all end users

Recent introductions

sed organizational sharing of portfolios to 1,000
cccccc t

v Multi-region reference implementat ailable in the

Gettin gStrtdlb ary

v AWS S ervice Ca t log C ector for Atlassian Jira Service

Desk availa bl QWA{ER Marketplace

&

AWS Service
Catalog

» ATLASSIAN
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Amazon EC2 Image Builder &H3&

d—ILT > AMIZEH TR DBEEEH(ICTBIED
DY —EXT. /\wFERPERO= RILDT
A4 RAM=ILEDEEZBENLT D
ERIDEIL RY>7=X hFIEZComponent& LT
EEx. N5zl ENTEZRecipeZzt(CImage
Pipelineh'Image(AMI)ZBHENRI (C/ERR T B
Amazon Linux 2&Windows Server 2012,
2016, 2019%&HY7Rk— b

ImageBuilderBR(FERITZN. ERk=ED U
V=X (CIFERANFESE

VM Import/ExportzZit U CA> T L = ADVMA
A—HEHPDTES
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Image Builder - A>R—F%> b
- BBRIDEIL REREITASDIEEANTZEET D

EC2 Image Builder X EC2 Image Builder Components

Image pipelines Components
Recipes Both build components and tests are part of a recipe. Build components Create component

contain software, settings, and configurations to be installed or applied during

Components the process of building custom images. Tests are run after a custom image is 6 | name: Python 3
Images built to validate functionality, security, performance, etc. 7 | description: Install the latest version of Python 3.
8 | schemaVersion: 1.0
O ~ | phases:
Q 0| - name: build
1~ steps:
2 ~ - name: InstallPython3
3 action: ExecuteBash
4 ~ inputs:
Component name Version Platform Type Def°® ~ commands:
5 - sudo yum install python3 -y
"
8 ~ - name: validate
O~ steps:
MySampleComponent 1.0.0 Linux Build - P~ - name: ValidatePython3

action: ExecuteBash

2 ~ inputs:

3~ commands:

4 - -

5 » if type -P python3 & /dev/null; then
SimpleTests b echo "The python3 command exists.

7~ else

2 echo "The python3 command does not ex

& exit 1

fi

adWs
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Image Builder - LS E

o BEOOAZR—FR> hMHAFENDETLEZERITD

EC2 Image Builder X EC2 Image Builder Recipes MyLinux | 1.0.0
Image pipelines MyLinux I 1 .0_0 Delete l [ Create new version ‘ [ Create pipeline from this recipe
Recipes
Compone Summary
Images
Description Date created Image OS Source image
- 2019-12-05 | 19:49:36.836Z Linux arn:aws:imagebuilder:ap-
northeast-1:aws:image/amazon-
S—
Owner Associated components
340935377354 Q q &
Component name Version Description Date created Image 0S Owner ARN
Storage (VOlumES) arn:aws:imagebuilde
Installs 2019-12-01| ap-northeast-
amazon-corretto-11 1.0.0 Amazon 05:10:49.231 Linux Amazon 1:aws:component/ar
Source Corretto 11 z azon-corretto-
11/1.0.0/1

Validates
the Chrony
configuratio

n file and




Image Builder - )\ A1T7'S51 >
LB TEAAXA—DERMDAT S 1 —ILZEERT D

MySimpleLinux Detete | [ Actions v |

EC2 Image Builder

Image pipelines
Recipes
Components 5'-'""“3"}'

Images
Description Date created Last run Next run

- 2019-12-05 | 20:01:17.480Z 2019-12-12T01:08:33.8062 -

1AM role Build schedule Status
ec2BaseRole cron(01***) © Enabled

Output image Configuration Image recipe

Configuration details

Pipeline name Description IAM role Build schedule

MySimpleLinux - ec2BaseRole cron(01***)
Infrastructure settings

Instance type VPCID Subnet Security group
t2.small vpc-e078e285 subnet-7393392b 5g-0b8acb2fc876cadf3

SNS Key pair Terminate instance on failure Logs

arn:aws:sns:ap-northeast- ohmurayu true 53://ohmurayu-logs/imagebuilder
1:340935377354:awsChatBotTopic

Additional settings

Output AMI name Tags
MySampleAMI {{imagebuilder:buildDate}} imagebuilder true




Sy 1\

Image Builder - ¥ X—=

. MEREHDAA—S—E

EC2 Image Builder X EC2 Image Builder Images

Image pipelines Images
Recipes This page lists the AMIs produced by Image Builder that are created by you

and shared with you.
Components

Images Q Created by
Image name Version Platform Date created Owner

MySimpleLinux-recipe-

51653164792 1.0.0 Linux 2019-12-05| 20:01:24.208Z




Operate (IR{E)

 Amazon CloudWatch
AWS Systems Manager
AWS Config

AWS CloudTrall

AWS Cost Explorer
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Amazon CloudWatch @é‘*‘% (before re:Invent 2019)
x

CIoudW§tch Dashboards

4 ) ARNUOZ(TIEUTZ
aws XN 2R & 723> DFERIT
AWSH—EX CloudWatch
? CloudWatch Metrics Alarms
&) * PN PR =2
BEESZTL |
9 ) OUEEE & WO ey
Q ﬁ
) e CloudWatch Logs
B —4y MC LB CloudWatch Logs Insights

event-base time-base

CloudWatch Events
EAA
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Amazon CloudWatch: Updates (2019/10)

1. Anomaly Detection (4FER{EtRH) GA
2. ECS Service Events as CloudWatch Events
3. Metric Math BEZHYMEN
« slice/sort/if / remove_empty
4, A RUDOIB7R— SOIENN
e Service Quotas
« VPC Traffic Mirroring
 Lambda pwercentiles
 Managed Blockchain

aWws
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Amazon CloudWatch: Updates (2019/11-12)

Cross-Region and Cross-Account Dashboard
Container Insights (EKS/ECS) GA . ___
Synthetics
ServicelLens

Embedded Metrics Format
Contributer Insights
Contrituter Insights for DynamoDB {5290 SoudWetch recent infroductions o=
Application Insights H#&EER®R1L - @
Grafana support CW as DataSource Q —

cross-region insights
dddddddddd
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Cross-Region & Cross-Account Dashboard

0ss-account cross-region

o IMDI VI aR—RICEHR—-—>3>., B
BPI> FDOA NI DR ERRAEE(IC

o DT HI DYV ANR—RPOAKNIDTRZ
RRIBDBRETHI> MEYDBZX I (CERRITD -
> 3— bAw SOFAE]EE .

- Organizations &E#E U CHEBERD I LD > bdD
ARIORZ—E U CHETCEBILIONKE

« Dashboards

Create dashboard
Name
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Amazon CloudWatch ServiceLensZ &R
. FTUS— a3 et NIA -T2 RRE
ZEEL UDHEDS(CT B shDHAE

« CloudWatchX kUo X EOJ. X-Rayh's5od b
L —RIBEREFEODIFTTI7TY & ZOKFEMRZ
EZ317514X93

« XNUOGRF—HER—RAFT—FZ0HIETD [CEEEEs

CETIRT AR URMBEFIZEE. [ ——
RZEOFIFDENBRHIC P .
.« BRU—3>7EOX-Rayn FIFAIRERY — jwwwwmw;wu

= 3> CHIHDTIEE, ServiceLensBA(FERIIEH -
X-Rayd <L —ZBERANFET S Mm




Service Lens (1/2) Service map

XRaydht> 7 )% us-east-1 (N. Virginia) t%ﬁ'?%c_t_c ServiceLensDEME=#EZE CETEXRT

docs.aws.amazon.com/ja

CloudWatch Service Map

Service map

Q xray L t-1.elasticb

M 9% Errors (4xx)

Chz‘m 60ms 3.9/min 0.0/min

xray-sample...anstalk.com
EC2 Instance

A
=

Synthetics canary

v xray-sample.fvam86yes5.us-east-1.elasticbeanstalk.com
EC2 Instance

M 9% Errors (4xx) Latency (avg): 60ms Requests: 3.91/min Faults: 0.00/min

Latency Requests
Seconds No unit

0.319 13

B AL
J‘ L [
4 1 ¥ 0
03:00 04:00 0500 06:00 07:00 : 03:00 04:00  05:00
® ResponseTime ps0 @ ResponseTime p30 @ TracedRequestCount

ettingstarted.html

2019-12-13 (03:00:00) > 2019-12-13 (09:00:00) ‘ Map view List view

View connections ] ° | Q Requests mode ¥

v Map legend
> Fault (5; Error (4
am:aws:sn...QXYSCLHB6SL I Fault (500 M Error (4x0
SNS W Throttle A Current alarms

awsservice: (EETID
AWS resource: (Resource name)

Unknown node {_ Node name

I Size is requests

&

awseb-e-u__C52XDVPTM
DynamaDB Table

View traces View dashboard

Faults (5xx)
Percent
1

No alerts

No alerts to display

0
03:00 04:00 0500 06:00 07:00 08:00
@ FaultRate



https://docs.aws.amazon.com/ja_jp/xray/latest/devguide/xray-gettingstarted.html

Service Lens (2/2) Traces
b Y a—— x

CloudWatch Traces

Traces i 2019-12-13 (12:00:00) > 2019-12-13 (18:00:00)

You can use the filters to narrow down the table of traces. Adjust the filters to find traces that show performance issues or
that relate to specific nodes or requests.

{':E—‘l xray-sample.fvam86yes5.us-east-1.elasticbeanstalk.com
EC2 Instance
Latency (avg): 60ms  Requests: 3.91/min  Faults: 0.00/min 0 Alarms

Filters info View in X-Ray Analytics [3

Choose a set of filters for your traces

Filter type

Traces by Response code
Trace status .
Select rows from the table and add them to your filter

Response code

Q
URL

Resource ARN Response code Successful requests % of retrieved traces Mean response time
User 409 0.0% 10% 0.03s
User agent 200 100.0% 10% 0.00s

Client IP 201 100.0% 81% 0.08s

Instance ID
Response time

Custom query




CloudWatch Synthetics®J’L E 1 —RiaZHR

o PITUT—23>OEIRRZEDT I RS
I+ W% 80 THVIZEAR I DT DFHREE

o MEHEANICTRAMHEDOUIIR bZEEL. 7TU

3 RN RN R F T v LTS Sy
= LRV i —
« REST API, URL, J>F>WEIR, XSSICKBDA .
EREEHEEF TV I CES /
- FTWOUHIC$0.00120ER (J\—=>77) &ﬂ
o

o I\=2ZF70 A)\AA PAILS BDU—237
> Tl Ea—RMHth
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CloudWatch Synthetics (1/3) Canaries

CloudWatch Canarles Last updated: 2:35 PM. Auto-refreshes every 60 seconds.

Canaries

Canary test runs

Each data point is an aggregate of test runs for a single canary. Hover for details. Click and drag plot area to zoom.

Status

The status distribution of currently running canaries

100%

0%
3:00 PM 9:00 PM 12:00 AM 3:00 AM 12:00 PM

@ Passed (1) @ Failed (2) ® Passed @ Failed

Canarie 9

Q 1 ®

Name Last run Success % ¥ Created State

(® Failed 0% Dec 13 2019 Stopped

xraysample

servicelenssample (® Failed 0% Dec 13 2019 Stopped

xraysample-tokyo © Passed 100% Dec 17 2019 Running




Blueprints

Heartbeat API canary Broken link GUI workflow

menitoring Manitor your APIs checker builder
Run a basic page Run a basic web Create a GUI
load on a single crawler on workflow with
URL designated URL, actionsand
reporting the first verifications to
broken page perform on a

visited. webpage.

Canary builder

Name

Aname consists of up to 21 lowercase letters, numbers, hyphens or underscores with no spaces.

(® Please ensure that you use only those endpoints and APIs where you have awnership or permissions to monitor them using

CloudWatch Syntheties canaries. Based on canary run frequency settings, these endpoints may experience increased traffic.

Application or endpoint URL you are testing
This is the url of the website that you want to test. The url must follow the format https://www.mywebapp.com with the protocol
included.

Clear editor

Script editor

var synthetics = requireC’Synthetics');
const log = require(’SyntheticsLogger');

- const pagelLoadBlueprint = async function () {

// INSERT URL here
const URL = "";

1
z
3
4
5
6
7
8
9

let page = await synthetics.getPage();
const response = await page.goto(URL, {waitUntil: 'domcontentloaded’, timeout: 30000}1);
//Mait for page to render
//Increase or decrease wait time based on endpoint being monitored
anait page.aitFor(15000);
anait synthetics.takeScreenshot('loaded®, 'loaded');
let pageTitle - await page.titleQ;
log.info('Page title: ' + pageTitle);
if (response.status() 200) |
throw “Failed to load page!";

(=]

CloudWatch Synthetics (2/3) Create Canary

Schedule

You can edit this canary and change run schedule at any time

Run once
These are run manually.

© Run continuously
Best option for long running menitoring projects.

once per 5 minutes v Start immediately after creation

@ You will incur a charge once you start the canary. You can choose to start immediately upon creation, or you can
start it later by editing the canary or from the canary list page.

Data retention
How leng do you want to retain your canary data?

Failure data retention

31 days (~1 month)

Success data retention

31 days (~1 month)

Thresholds info

You can edit the Thresholds on the thresholds screen,

(D Enable thresholds for this canary. Thresholds [

Access permissions
The canary needs a role with permissions to put artifacts into 53, logs into CloudWatch Logs, and publish metrics to CloudWatch. Please
specify an 1AM role with those permissions with which to execute the canary.

1AM role

© Create a new role
Synthetics will create a new role, called CloudwatchSyntheticsRele-canaryName-ID, with which to
execute the canary,

Select an existing role

Cancel




CloudWatch Synthetics (3/3) Canary Details

Cloudwatch Canaries xraysample-tokyo Last updated: 2:36 PM. Auto-refreshes every 60 seconds.

xraysample-tokyo

Summary

Latest run Issues In the last 24 hours Success % state
@ Passed @ 0issues 100% Running

Availability Metrics Configuration

Canary test runs

There were no Issues found in the last 24
hours. Wx @ © © & & & & & & & O &6 &6 & 5 0 6 0 0 060 0 00 00 0 00 060G 00 o0

Screenshots HAR File Logs

11:45 AM 12:00 PM 12:15 PM 12:30 PM 12:45 PM 1:00 PM 1:15 PM 5 N
Requests Status code Request size Duration

® Passed @ Failed
= https:/fajax.googleapis.com/ajax/libs/angularjs/1.5.8 fangular.min.js
SIS GET angular.min.js 200 Bl :oz.2ms

3]

00-loaded-loaded GET angular-route.js 200 Hl :z06ms

2:34:59 PM

5]

GET angular-resource.js 200 - 338.2ms

Se ke
corekese GET scorekeep.js _ 183.6ms
Username
GET routes.js _ 340.7ms
GET services.js _ 340ms
GET session-controller.js _ 324.2ms
GET sessions-controller.js _ 364.9ms
GET games-controller.js _ 365.17ms

B EHEBH B B B




CloudWatch Contributor Insights®J'L E 1 —Bita e

- BRIT—HEAMLT, SRFLD/(TA—IZRIC
BEE SR BBRICET 31 YA NEIRMT S B 7

o JL=ILZERT D L(CKD. CloudTrailf>VPCiRED

O/ ¥>CloudWatch LogsICEBE N0 =TT
EUTHATES i@ W
CNEDFTICEKD, INTA X RICKERA>IND
hEBEX CTWBRERICEAITBLN—hERRTD .
V4

- Y- THRETSE. BRHIETERE
- 1JL—I)L3&TzZD HERO.5 )L

« JL=ILICXYFULIZ100B0O00 14> bl D A%E
0.03RJL
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Contributor Insights - Create Rule & Dashboard

Wizard Syntax

Rule name *

Log group(s) *

Log format *

Fields

Contribution *

Filters

Aggregate on *

Rule state

VPCFlowLogsRule

VPC/FlowLogGroup

» Select by prefix match

JSON
@® CLF (Common Log Format)

5 destination address
Position Alias

7 destination port
Position Alias

9 packet count
Position Alias

Position Alias

destination address

Unique key

Unique key

packet count

Valueof - optional
Use filters to process only specific log events. You can apply up to 4 fi

© Add filter - optional

COUNT
SUM

Create rule in disabled state.
A disabled rule will not incur any costs, but will count towards youl

Y Filter by rule name
Rule name

DynamoDBContributorinsig...

DynamoDBContributorinsig...

DynamoDBContributorinsig...

DynamoDBContributorinsig...

DynamoDBContributorinsig. .
DynamoDBGontributorinsig. ..
DynamoDBContributorinsig...
DynamoDBContributorinsig...
target-addr-port

v vpcflowlogs

vpcflowlogs

Show: Top 10 contributors v 1 minute period v  Order by Sum v

6 unique contributors

1

10

1420 1425 1430 1435 1440 14145 14:50

14:55
@1.10.0841 82100956 @ 3.8.253.176.240 @4.10.0.10.39 @ 5. 65.55.252.93

16:00 15:05

# destination address
1 @ 100841

2 [ ] 10.0.9.56

3 [ ] 8.253.176.240

4 [ ] 10.0.10.39

5 B 655525293

6 @ 192.229.232.240

15:10

18:15
@6.192.229.232.240

15:20

Add to dashboard Z View logs. Export ~ |- (%]
15m 30m 1h 2h 3h custom -
Line -

18:55 16:00 1605 1610 161

15:40  15:45

1525 1530 1535 15:50
Sum
243 .|

12 [ ]
12 [ ]
6 [ ]



Contributor Insights for DynamoDB®DJ'L E1— e

« CloudWatch Contributor Insights & #E# U, .
DynamoDBF—J)LMD b= T« v OfEm1Z D /
g BesHDY—)L (@

o F—TJ)LDT AT LD I R)\SF—> Z ki
TFHA(CEEH L. CloudWatch Contributor
InsightsTR]fR{L T D Z &NV E]EE

o JTERE REBECTITCRASNDIF—ZIHFE
LAOY U D DEBRZIRET I D E WD T
BICHHATED

- JLEa—&UTHIAR]EE




Embedded Metric Format ZfE> =X MU X DR iR m

>( I\IJ OX'ﬂEt;j\:(L—_jD} \07__’1/ 7&%1§_C‘§5Embedded ' “_aws": {

"Timestamp": 1574109732004,

Metric Format/H'CloudWatch Logs THIFHRIEE(C/R D/ [EEEEEIRE:

TN \ Tquespgce"i "ladea-fgnctionjmeErics",
EMF (JSON) CCloudWatch Logs(COJF —H5%&1X3 D S,

ENRI LA NI TIANRITNT S TIbEnD C e “tiner,

IN&E Ufz0O2 % CloudWatch Logs Insights TOIU U .
J=D. Contributor InsightsTE&% 5% TL\3 70/
T/]/ %07 j'ﬂj ij_ D btﬁ*ﬁ-t%% "functionVersion”: "$LATEST",

g%@j — I\_CEM Fﬂ;ﬁmmg%ﬂjba_%b\ @5[,\(3: , "requestId": "989ffbf8-9ace-417-a5?c-e4dd?34@19ee"
Python/Node.jsEMFZ-1 J S UX>CloudWatch Agent EMFOOY DA
t‘g% (: II:I:IIijJﬁE @metric_scope

def my_handler(metrics):
metrics.put_dimensions({"Foo": "Bar"})
metrics.put_metric("ProcessinglLatency", 100, "Milliseconds")
metrics.set_property("AccountId", "123456789012")
metrics.set_property('"RequestId", "422b1569-16f6-4a03")

metrics.set_property('"DeviceId", "61270781-c6ac-46f1")

Python(D OF>24l return {"message": "Hello!"}




B—EXLRICHITIFARE=-SVU>D

« EC2/DynamoDB/Kinesis Data
Firehose/KMS/CloudHSM/ CloudWatch(C DU\,
H—EXER(UY—XEAPIO—)LE) (T T BE
BROFRRZSETED

« [EBRDBO%ICENELEZES S —LZFEkR U LIRE
HEFFBEOFHEZRInd S LWL\ TZEVGHEIEE

I

adWws

\/‘7



CloudWatch Application Insights®igEsf{b

« Application Insights for .NET &SQL ServerC
AU D% EEDDIDDHEEEE

« Windows/\J#*—Y>XND> 5D, ek, Bs
/A EJEE(C, .NET CLR Exceptiont®XEURED
ARV DORZRZDLDICIRD T

« LinuXxEC2THE 9 S.NET Cored> KUSQL
ServerzBIfR CETAdLD(CIAo I

« DAL S -2 AT LDOKPIEHMTITDZ &
WEIRE(CIRD . 7T UT—2 3 > 2RICDIEDER
RN CNETEIDEERICIEDTT

11111 éu'u'l't
et 4

LLLLI
LA

adWs
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B815: CloudWatch @é‘*‘% (before re:Invent 2019)

x

CIoudW§tch Dashboards

-

-

=

HBERS AT A

aws A RO RS

 — ]

AWSH—EX

) O %X

AR MU
H—=0v MMCKDAE

event-base time-base

CloudWatch
Events

X

CloudWatch Metrics

ARNUOR(CIEUTE
73> DET

—

* A MU DTR&XE

X

CloudWatch Logs

OJ Db

ﬁ

CloudWatch
Alarms

CloudWatch Logs
Insights

adWws
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CIoudWatchd)éﬁi{% (after re:Invent 2019)

| [FTUT—S 3 AREDE L] 7 [REER]
6‘_1) C& ServiceLens (w/X-Ray) C@ CloudWatch Dashboards
o Application Insights CrossRegion/CrossAccount
[FMZEEAR ] A J Dashboards
Synthesis .
we A N DR B . X MUORICHUR
- & 733> DET
AWSH—E X @Y —
CloudWatch Alarms
Ei CloudWatch Metrics Anomary Detection
P— (QuotaZEmiEnN)
=15
A * O DElE
- Y,
CloudWatch Logs InS|ghts
AR MMISUTZ

=0y ML DUE Q \
BErnoIns __C’\%
Format

A MU D R =Rk
CloudWatch Logs Embedded Metric

SMenicbee  dime-eEe (SO [CEBA KU TRT —FHH]
CloudWatch Events Container Insights / Contributor Insights / Contributor Insights for DynamoDB
aws

\./‘7

© 2019, Amazon Web Services, Inc. or its Affiliates. All rights reserved.



55 - Amazon CloudWatch

1. BB R—2R> bORMICINAREERS AT LELT
DrERETR1E

2. #i5E{t025—%4 (Embedded Metics Format) (C&kD
[TOI\FadEANIOR] TEHERDHHABIEEIC

3. 7ITUT—2 3> RFCHES AT L) DEE

adWs
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AWS SystemsManager
ZENDRAT—STI)LICAWSIRIRZER I B chnIv oY b

8 F)L—F1
I —>2g>nIY —REEETJ)L—T1E

O\ AIfRAE AWSEA>TL =R
FIUE— 3B ORRE TR 757 7R b \
. BEOAWSUY—2E1DDI>Y—ILT R T AT

WindowsHLinux®t

% X it
TEEBEWVAWSDOR I N TS5 4 A THIG

*) SystemsManager = SSMEBE LU ET
aws

\./7



AWS SystemsManager: Features (1/2)
27N

AWS Systems Manager X oAV oYy NFPYvT  ADRHIDRZESSMTEERT D KD BEMERK

TAv Iy RT VT 7'-/\01/_:/3 \/O)’;E:EE
Explorer B AT AIRERDS W S 2 7R— R(XRXA*)
OpsCenter BR7ZAT7 A ISHREIRANR ) OEER

Explorer New

OpsCenter

Cloudwatch %"y ¥ 2 7R— K 7j IJ b__:/a >7*§>( > I\
Trusted Advisor &amp; PHD N —XOI—T DI KBDH— )BT ) — T &

AppConfig 7IUT—2 3 KE D S50%F) OER
YY—RTN—7 INSG A= KT RE/NSA—FDEFRERERT—F A K7

AppConfig New

35 EEE

s dA—bhA=>23> AWSIRIE A (C 3T 9 2 BE{LALIEDZELT
Change Calendar N Change Calendar KT EZHIEHIT B HL >S5 —
AXTTYRTAZRD AT FRA T4 > RO HEMELIED R 1 —)LENEFROER

*XRXA=CrossRegion CrossAccount adWs
~——




AWS SystemsManager: Features (2/2)
A2RIVREI—R
dA>TSA4T7> R ConfigRulesYoPatchdMBEEIRRES v = 1 7R— R
P AR N H—) WERRIBIRD A > A> FUZHES S
TR-IKAVRI VR RFE—TRADRHVR SSMEIHROY—/\—&

AN J\ATUw R A>T ZRP—)ESSMEETFCANS
PIOTANR—=23>

AVTFSAT VR

Ly v R—Yv—

aAY Y RDOET

AF—hIE—TP— w2 3> YxR—>v— SSMZEESTEH—)/\NUE—-K7OTEXT3B

Ny FIF—Iv—
FAANUE21—Y—

N> RODETT H—)BIDOLETONV REEITITD
AF7—BMNFZR—v— - ) BIOEKREIETE UTTIRERICHERE 9D
ka2 Xoh I FIR—D 7 — H—)BEHTIETEIL—ILICEDS/N\vFZERHITD
SAANIEDZ—F— B—)EBHINvIT—2FA2RA—ILTD
HBEUY—-X
SSMTEITI DUIEZFEHR U RFI A




AWS SystemsManager: Updates (2019/7-10)

« OpsCenter UU—X « SessionManager
* QuickSetup YU —X « RunAs Support
« IAM Setup, SSM Agent Update, « SSH/SCP tunneling
Collect Inventory, Patch Scan, - Port forwarding

CWAgent Setup,
CWAgent Update

Distributor

« Easy package creation
MaintenanceWindows

» Resource gruops as targets
RunCommands

« Complex Ansible playbooks

» Resource groups as targets

 Interactive run command

adWs

\/‘7



AWS SystemsManager: Updates (2019/11-12)

O\U'I_-Ikbdl\)l—k

. SSM Agent DE#EI7Y T 57— NETE
. Distributor in-place update
. Automation Playbook Builder U —_X
Explorer U —_X
al)l)—
' Appconﬂg J J Z *AWSSystemsManager
_ Changeca|endar IJ IJ — X recent introductions
IE= 55

and remediate
issues witl

y Operate
@)
Playbook
Automation
werShell, Pytho

script support in
Automation
DDDDDDDDD



AWS Systems Manager - Playbook Builder

- EBRFEARSZ RF1 X2 b (Automation
Playbook) EUTCTEEUTCHE. HEREE(CH
CHUTHEIFEITTET DL DIC T DiiE

 PlaybookZ/Em 9 Dicsb(CD+ B — REER DY —
LM EN. PythontoPowerShellD 11— K%
BiFsdii I D 608

e EULAY B REZMarkdownfizl N Chlkd = &
NTCTEBLDICRDIE

. AWSOIMEE0S_E TOIMES T N—A TR T
&3z, BROEBEASSCERIC

« IRNTOYU—Z3>THHTED




SM Automation (1/2) Playbook Builder

Document attributes | View draft

Document description B Hide preview
Learn more [2
HAWSEDF TV r—2avFho s FBEWHERETS >
smsLo7 7y AWSEDF TUr—3 3 0 7 HS Y  BRGE
CERFHAVAFEOBRMHERELTRRTS (KRENERERONBETIEDLSD)
i R XS hODRRAETAE
+ Organizati . s . ) o =
.g’lia;;a:ulgsudFﬂJ?’\TGJPjJﬁf L2 PhYY R OUTFORE Playbook®EN S o /I\ a Hb

CHEEA-LFELR » EFHTF EOERESE—ELTRET 5 (CRERERERORBIEDRED) - W o— — — ™ 2|
TfmaryaCR IRERE ° j /( !j - l\ (l— J:% =erIEb\ ] HE
CeFaUT TR A
* 1AM Role—T% . DrgamzatiﬂnsHE.'Fﬂ)?’\"Tﬂ}?7‘."] =2 auFPhT O TOMNE XY n AN LY A3Y ‘L\b

- J— RODEZESC D ]
HPERAE R [ 5 5% SO T £](https://aws.amazon.com/) oo I— R-D u A Hb

« WEHEA-LFELA
AUAIYA—R
LUz

*last update: 2019/12/17*

¥ Step 1: CollectAccountList View draft ‘ Remove step

Step name Action type
Learn more [7]

Assume role - opt . .
i Learn more [2 CollectAccountList Run a script

Inputbaylost v ok o)

Description Run a script

Wait on an AWS resource property

Assert an AWS resource state or event state  Outputs - cpticnal

¥ Inputs Call and run AWS APl actions
paytcad [rmp—— Magtst v [x
Runtime Pause an execution for manual approval o
¥ Common properties - cptonal
Python3.6 v Run conditional automation steps @
[rp— Timees seconsts e
. ' ol v
Script - optional Change or assert instance State

1| def script_handler(events, context): .
2 import boto3 Copy or encrypt an Amazon Machine Image (il = we -
3 ou_id=events["ou_i1d"] 3

1 client = boto3.client('organizations')

ou_r = client.list_accounts_for_parent(ParentId=ou_id)

Create an Amazon Machine Image (AMI)

accounts = 1ist()
i~ for acct in ou_r['Accounts']:
9 accounts.append({"id": acct['Td"], "name":acct[Name']})

Create a CloudFormation stack

ER(LYAML CES:

Create tags for AWS resources

print (accounts)

return accounts or None

Delete an Amazon Machine Image (AMI)



SSM Automation (2/2) Execution

CollectAppAccountinformation

Description Content Versions Details

v ] - FITRIC RFIAS b ESER
- BEXRT v T PODIRERN EIEE

Document description

AWS Systems Manager Automation xecuti 1 32-f 39e-849f Oc
Platform Created Oow|
Windows, Linux Tue, 17 Dec 2019 08:07:06 GMT “q Execution detail: CollectAppAccountinformation
Status
© Active » Execution description
AWSEDT7 ) r—2 37 hoy BiEERZINE]
Playbook® B » Outputs
. ETHTYLOBBWEE—ELTRET 5 (ARREEREBOMEILDS)
INSRAE
+ OrganizationsE O IR TOF FUs— 3P AD Y b OLUTOBER Execution status
« PHOY D
. EEEX—LFRLR Overall status All executed steps # Succeeded # Failed # Cancelled # TimedOut
© Success 3 3 0 0 0

Executed steps

Q 1
Step ID Step # Step name Action Status Start time v End time v
98d17984-6a60-4424-a6bd- . . Tue, 17 Dec 2019 08:07:58 Tue, 17 Dec 2019 08:08:02
1 CollectAccountList aws:executeScript @ Success
adcdf6533f0f GMT GMT
Tue, 17 Dec 2019 08:08:02 Tue, 17 Dec 2019 08:08:06
c79ee0fe-16ed-495f-b7b9-076207c247df 2 nextstep2 awsiexecuteScript @ Success ue Tenee e Trnee
GMT GMT
5fb6ad69-0ed3-4b99-alel- . . Tue, 17 Dec 2019 08:08:07 Tue, 17 Dec 2019 08:08:11
3 thirdstep aws:executeScript ® Success

474b87c50a79 GMT GMT




AWS Systems Manager ExplorerZzH3%

ERT —YZHEN(CICRET S chDT v
h—RFZzRHITIT—EX

« SSM OpsCenter MEgExLTUL\D ER_EXIGT
NREZFER(Opsltem) | ZRE<ERL. HFTU
B(CHEL. BONIMUIARESTERCEADMIND
CEZOJRECT D

« Explorer(ZAWS Organizations&fEE&=NTH D,
BEOT IS MO —g Y DIEREENT S
C EB0JEE

« RRZEFUHETDIRY—>3 > THIHRIEE
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SSM Explorer - v 1R—RK (1/2)

AWS Systems Manager xplore
Blorer B SSM OpsCenter (CDUL\T
&

| [ « OpsCenterhVEIE9 3
e Opsltem(FFELE LT X3
INCRANCE = SIS )V
AVRI VA D YX—IRAVRIVR D AMIBIA Y RF VR Ti?ﬁ?% L/l%jlﬁlz, (/j_é QX

I —71t  Source Account Id ¥ 1

IR NEUTHAE

AVRIVAE ami-0c3fd0f5d33134a76

1 . Opsltem(CX LT
uene o e T | Automation TX iz T D
' Opsltem(CEE#& L CTO
O—X9 3L, ER
SRAOER(CHIATES
aws

\/‘7

EEE5 Opsitem
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SSM Explorer - v 31R—R (2/2)

BTl Bhak

Opsitem DFEZR< : BRI ICH U fc Opsltems ®

J)L—71t | Opsltem source ¥

Hint: Click on legend items to toggle visibility of each trendline

Availability [l Performance [ Security I Recovery [ Other

Groups 0-30 days 31-60 days 61+ days

EC2

Displays top five by total BAREHRZ: Wl

Ny FEAOF ERA VAT VR ®

Under 15 days
Total non-compliant patches: 0
Critical non-compliant patches: 0

15-90 days BAREHIGZ - RefelAl
Total non-compliant patches: 0
Critical non-compliant patches: 0

- Over 90 days
Total non-compliant patches: 0
Critical non-compliant patches: 0




Systems Manager App ConfigZ &
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 AppConfigldT 7O RtEE=YIU>T L. [iE
) Eb?’i% (FO—-ILI\wDZEITSTEE

- 77U —>3>—RKM5 AppConfig d
GetConfiguration API'C/\S X—4&ZEiS.
TDETHFzERADLDORAFET D

« RRZSVETCOYU—>3 > TTHIAEIHEE
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SSM AppConfig DEEH (1/3)

AWS Systems Manager X AWS Systems Manager AppConfig
7 O S DVER
T4y IRy T YT Applications Deployment Strategies I:I HD O)
v = It
Explorer New Deployment strategies ’ Update deployment strategy ‘ I Delete deployment strategy ‘ Create deployment strategy
OpsCenter
Q 1

Cloudwatch v ¥ 2 iR— K

Trusted Advisor &amp; PHD

¥ Application Management stra o
Y —=RTIN—TF ype
LINEAR
AppConfig New
INGA—=F AT Deployment percentage
20%
v 3
nterval
A—bA—=3v 10 minutes
N
Change Calendar "% T
AVTFFYAT4 R 10 minutes




SSM AppConfig D&%

AWS Systems Manager

Applications Deployment Strategies

Applications

AWS Systems Mfihager > App
dadaa

Environments Configuration profiles

Environments

prod

@ ReadyForDeployment

RO~ Fkmis

prod Dolete anvirenment

Environment details

@ ReadyFarDepiogment

EH (2/3)

View details H Delete application j

AWS Systems Manager AppConfig

ddad

Environments Configuration profiles

Configuration profiles

ycon

SSM parameter

IRl scar estcrmens

1

@7V TIJUg—<3>(C
SRTE T DINSA—SIDIETE

AWS Systems Manager AppConfig

ycon
Configuration profile details
Source
SSM Parameter - /CfnSmpl/DBUser

Versions

Versions

Version Tier Labels Key ID

alias/aws/ssm




SSM AppConfig DESEH (3/3)

AWS Systems Manager AppConfig aaaa prod

Start deployment

Deployment details

Use the options on this page to deploy a new or updated application configuration. Learn more [2

Configuration

ycon

Parameter version

chi ara !
1

Deployment strategy

Choose a strategy for this deployment

stra

Deployment description

@
INSA—S &
SO Ebg%
IBELT
50O Fta

adWs
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Systems Manager ChangeCaIendar’&%‘?E

« SATLAANTHAITDOL Y —IBR=ZEFEE
IdH—EX

e J4)L N TOPENECLOSED2DDFEFED L
SAA—BD. THNICARY hEERI B ET.
HFEDHBFIZ(FCLOSEZD DU\ [ZOPENDIARE A IR
ITROREITD

e FA—rA—3g> RFIADMRETZOEERS
BL. QIBZEITI DN UL SIS

 YILFFHI> hTOHRENTIEE
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s FRASZDETCHOIU—>g> TTHIFADIEE

\




AWS Config

v AR (CHBRR D EE ZIEIN T D
v 18Rk & AWS ConfigRules (CEEE UTE/RU S — EZIEREHT T S
v IBRHVRY S — (3R UIEBES Amazon SNS Yo

Amazon CloudWatch Events TiBX19 5

AWS Config = Continuous Configuration Auditor - e
g Notifications
Normalized

@ S
m WG
ﬁ'{lﬁ' C—~1 % APl access
< =
Changing resources AWS Config AWS Config rules

ﬁ History, snapshot

adWws
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AWS Config: Updates

- Config Rules b —2C KBDHREARZR/ (2019/8)
« Automatic remediation (2019/9)

2019/11~

1. Conformance packs

. . . ’ AWS Config recent introductions
2. External configuration items

Automatic remediation Conformance External
with AWS Config rules packs configuration items
Enables you to Simplifies organization- Enables you to move
automatically remediate wide deploymentand ~ non-AW S configuration
nnnnnn pliant resources reporting of compliance data in AWS Config

>140 rules (and growing) PCl, CIS



AWS ConfigD7vIJF—b ‘

AWS Config Conformance PackZz¥3k Account#l AT

« BERIRY S — (CHETEBICEEDIL—)LZB/3E T 2D
TlF2 <, DR = — A \DBESEAREE (CHETRIEEID
)l/_) l/ﬁ_j:ﬁ L/tﬁ% E_I-ﬁg (L—_Td:j 7:: Account #3 Account #4

« H2J)L & U TIAMODERITPCIDSSHGIE E4DDARX
TS074 RACET BRI —ZFIHATED

® RU'Q@%Elzﬁﬂj@;ykﬁ(:m LJTC%%%MK% Account #5 ggtrscé;ttir
«  AWS Confight— R)\—F+ UY —X (X

o AWSDRA T4 TUY—=XBIEAWS Config CEIERIRE(C
0. BREEDBICIY ISATUAF TV, B .
V4

CI{EIEZEITCETDRLDICRAD I
« CloudFormation Registry(CUY —XXDT0O/\F+ &K U.

3rd Party'y—JLBIN S (FAPI T — )L CIREEZ B2 8419 3 AL
KBNS L7



AWS CloudTralil

v 160 EDAWSH —EXR &G
BEIN(CAPI? U5« EF + ZUEE

v ANRD hOFFZE iR

Bl e, TJU>2)UL. UOITX

L AR X

vV AR NeEPREBFINIXE

AWS CloudTrail

Amazon S3
(Q

Amazon
CloudWatch

adWs
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AWS CloudTrail: Updates
1. CloudTrail Insights

* Introducing AWS CloudTrail insights

Identify unusual activity in your
AWS accounts

+ Unexpected spikes in resource provisioning
« Bursts of IAM management actions

+ Gaps in periodic maintenance activity

v" Save time sifting through logs

v" Get ahead of issues before they
impact your business

adWws
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AWS CloudTrail InsightsZH3*

« CloudTrailh"H:h U=API 7 Ot R 04 %= B /Y
(COMTU. BEEERDB IS4 EST4=ZUX
LCEAU TSN gE=0O0—>F

. FZ (X FTerminateInstance@’ﬁEfEb“ﬁ%‘c‘:ﬁ
BICERDIGE. IR EUTHRAMUUX S
CENBDl EWVLWDSES
e URXRMSARD MZIEIRUT, BEOHEEE S
BICEDEEMRBENHDINZSBRIT B ETHEHE
h\TD\%/X}E D n”ﬁt%é

e AR NFIOYV—)LTRBMIC, S3/\ 4w K~
CloudWatch Events(TiXfEEND

. WIBEHNT=004100,000447= D $0.35DEF




AWS Cost Management Tools

A
5 M &
1. 2. 3.
AWS Invoice AWS Billing Console AWS Cost Explorer
AWS Budget

lha >

4,

AWS Billing File (CUR)
DIY Dashboards

3 party tools

22T, BEM, 155, BHEY.
IIRIRIRIR ARUNRIRIE
adWs
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AWS Cost Management: Updates

1. Cost Categories
2. Saving Plans
3. Cost Explorer
e HR—KFIXFZED
e RIS TGV Y —XLAN)LDFMIEH (XTI
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AWS Cost Categories (beta) ZH=&

« AWSDOUY —XEHELZDIXR MNEREDHIT
TJUICHFEL. DX NEEZESH(C T DITHDEEE

o EDVVDEOARMZEDHFTIVUICHIEITDINZE
H£I DI ZHELUCHRATD, YOZFIAUL

=3 RS

- JO>x 0 hEOBERYS. STHWERFIDRME(E/RE —
BRAQ I FECOM = IEE

- AWS Organizations@Payer?jj'j/ NN HRIZ L
e 70> NTDHRIE - FIANEIEE




Cost Explorer®F18#kaED Y 7R— NE B2 Nk

« AWS Cost Explorer&AWS BudgetsZz#IFH9 3
EEF(C. FREIOX MMIAWSHR— hOERHA IR
SNCETE=NDLD(ICo

- HREB. EZRA I2H-TSAXADBR— bk
LANIIVZHIFHLUTWSIHE(IC. FEITERTRIZ
ST DMBENIRLIED

o X MFHIBEE (M FEE DT /O ICEDE
BEDZH /S-S EOERZ AT B/
&, BEOERGTENESS(CEEI(C




Others

 AWS Resource Group
« AWS Chatbot

adWs
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AWS Resource Group Updates: Tag PoliciesZHHZ=R ‘

- AWS OrganizationsCTEIE NS 771> NEFHEC
TDAWSUY - (CH5T350(CEETDIL—IL
ZEZECED

- Tag Policiesz#IfA9 3 EIEENYTF—%TE
ZUED, FBESNBDEREZIBEEIDZENT
=DLDICIRD

e RUS—ERAEIC, )L—ILICESE URWSY T =R
1L LR— b9 DHEEBIREE

- RR%Z(EUHLETDIR)—>3 > THIEREE

J.I.I._

0

GUGT

J.I.I._

cT
&)
T

"

{7
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AWS Chatbot (beta) R & @ o

Amazon SNS AWS Chatbot
A n SN s

« Integrated with
) AWS Bl”'ng and COSt Management 4 ?Z:alldD‘:tyFmdlng | ap-northeast-1 | Account: [ NN

Finding type: Recon:lAMUser/UserPermissions

O AW S C I O U d FO rm a ti O n APIs commeonly used to discover the users, groups, policies and

permissions in an account, was invoked by IAM principal ABAC-peg-

° N Otlfl Catl o n S fo r AW S Deve I O pe r TOO | S engineering under unusual circumstances. Such activity is not typically

seen from this principal.
First Seen Last Seen

«  Amazon CloudWatch Alarms s s
« Amazon CloudWatch Events e
- AWS Config
« Amazon GuardDuty
« AWS Health
« AWS Security Hub

« AWS Systems Manager

(1/8)

@aws cloudwatch describe-alarms --region ap-northeast-1

1. Command execution (2019/11/22)

AlarmName: EC2AnomaryDetection

StateValue: INSUFFICIENT_DATA

StateReason: Unchecked: Initial alarm creation
ComparisonOperator: LessThanLowerOrGreaterThanUpperThreshold




AWS Chatboth'SlackiZHTD IV > REITICH IS

ilya 2 M
aws help

SlackDF v > RILS1EkZEfE L. Lambdal Erp—

| can run most read-only commands for you as defined by the AWS-Managed

— \Y
Hé % =/ g— —_— b‘ t“ % CJ: — ( — 7_ N 77_ ReadOnlyAccess policy, invoke Lambda functions, and create Support cases.
3? ;E{ ] (G t j (- d\ j { S You can use standard AWS CLI syntax:
@aws service operation --parameter-1 foo --parameter-2 bar

For example, you can type:

{§IJ = (j:“L |: j Fﬁ*‘ 'y%*u % ( t ! ' | (] I\ f Z% Bans cloudwatch describe-alarms --state-value ALARM
Z a I I I a * § / \ Or enter values one parameter at a time by first providing an operation. For example, if
you type:

KEEITDITENTED

| will prompt you for subject and you may respond:
€aws subject Can't ssh to EC2 instance

and then | will prompt for the next value:

5l % (£ TCloudWatchdd 7S — AlEiHREFRRUN S
BEERUYNR— MM —XZERETD] &L -

UTC to 2019-11-24T23:32 UTC.

CloudWatch Alarm: Lambda-Errors | Resource: MyAwesomeLambda | Account
123456789012 | Region us-east-1

LambdaRaZiF O Lo B3 (BTG

Uncaught Exception

{"errorType": "Runtime.UserCodeSyntaxError® , "errorMessage” : "SyntaxError:
Unexpected identifier","stack": ["Runtime.UserCodeSyntaxError: SyntaxError:
Unexpected identifier”,” at _loadUserApp (/var/runtime
« NS /UserFunction.j 13)" at Object.module.exports.load (/var/runtime
/\_ I D /UserFunction.js:140:17)", at Object.<anonymous> (/var/runtime
S t L/ Z % JJ | I I Hb /index.js:45:38)","  at Module._compile (internal/modules

/cjs/loader. js:778:30) Object.Module._extensions. .js
(internal/modules/cjs/loader. js: : at Module.load
(internal/modules/cjs/loader. js: at tryModuleLoad
(internal/modules/cjs/loader. X at Function.Module._load
(internal/modules/cjs/loader. 3", at Function.Module. runMain
(internal/modules/cjs/loader.js:831:12)","  at startup (internal/bootstrap
/node.js:283:19)"1}




AWS management and governance services

- & ® ) B 9
Enable ( (&) ) .. o .
(078! AWS AWS AWS AWS AWS Well-
* Control Tower Organizations Budgets License Manager Architected Tool
Provision ”\" @ aoo %
AWS AWS AWS AWS
CloudFormation Service Catalog OpsWorks Marketplace

e ki =
0 pe rate @) Amazon ﬁ % A%%ems Awsgcg and %

Security and IAM

CloudWatch CloudTrail Config Manager Usage Report Cost Explorer

Agility and Control »

Automation

© 2019, Amazon Web Services, Inc. or its Affiliates. All rights reserved. aWS
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re:Invent 2019 @ YARZIADN & HIN\FRAEEYVE3>

v a3 an
e re:dlnvent 2019 M AWS YRZ XA NI\ F XS 3> CENRN

https://aws.amazon.com/jp/blogs/news/aws-magement-and-governance-aws-reinvent-2019/

- pEBATYSIZENTE
https://aws.amazon.com/|p/events/events-content/

« NRBHFTYI I HIE—E
https://www.youtube.com/watch?v= PrFgbuEgqLA&list=PL2yODdvIhXf8ea2DTRJKeselaZvOAnr9Y

SSM Explorer / SSM AppConfig / CFn Resource Provider Development Toolkit / ImageBuilder
DfFEERSH DX T

aws
~—


https://aws.amazon.com/jp/blogs/news/aws-magement-and-governance-aws-reinvent-2019/
https://aws.amazon.com/jp/events/events-content/
https://www.youtube.com/watch?v=_PrFgbuEqLA&list=PL2yQDdvlhXf8ea2DTRJKese1aZv0Anr9Y

&3 : re:Invent 2019 @

IRIAI D & HINF RN XA ERN—E

« XIHTBIRdITYI I EABICDONTIE

JO7Z lre:Invent 2019 D AWS YR XS RANF>RtwS 3> CEN] ZSRBD &

- CNBDI\>XAERIZ re:Invent 2019 BICYERR SN TULDES. FERLK FOTCATER
<IR2ED. BFORECTIEIER(CEMELRWTIEEMENSDDET ., CTHELSIESZTUV

o )\ XAZEMICHIEDAWSHIBRIENRE T DIHBENHDET,

Ehe& (SEY)ICY Y — RHIBRZIT D TIZS0)

Workshops

. https://reinvent2019.aws-management.tools/mgt305/en/
. https://reinvent2019.aws-management.tools/mgt306/en/
. https://reinvent2019.aws-management.tools/mgt312/en/

Builders Sessions

. https://reinvent2019.aws-management.tools/mgt401/en/
. https://reinvent2019.aws-management.tools/mgt402/en/
. https://reinvent2019.aws-management.tools/mgt403/en/
. https://reinvent2019.aws-management.tools/mgt404/en/
. https://reinvent2019.aws-management.tools/mgt405/en/
. https://reinvent2019.aws-management.tools/mgt406/en/
. https://reinvent2019.aws-management.tools/mgt407/en/

© 2019, Amazon Web Services, Inc. or its Affiliates. All rights reserved.

https://reinvent2019.aws-management.tools/mgt408/en/

https://reinvent2019.aws-management.tools/mgt409/en/

https://reinvent2019.aws-management.tools/mgt410/en/

https://reinvent2019.aws-management.tools/mgt411/en/

https://reinvent2019.aws-management.tools/mgt412/en/

https://reinvent2019.aws-management.tools/mgt413/en/

https://reinvent2019.aws-management.tools/mgt414/en/

https://reinvent2019.aws-management.tools/mgt415/en/

https://reinvent2019.aws-management.tools/mgt416/en/

https://reinvent2019.aws-management.tools/mgt417/

https://reinvent2019.aws-management.tools/mgt418/

https://reinvent2019.aws-management.tools/mgt419/en/

adWws
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https://reinvent2019.aws-management.tools/mgt305/en/
https://reinvent2019.aws-management.tools/mgt306/en/
https://reinvent2019.aws-management.tools/mgt312/en/
https://reinvent2019.aws-management.tools/mgt401/en/
https://reinvent2019.aws-management.tools/mgt402/en/
https://reinvent2019.aws-management.tools/mgt403/en/
https://reinvent2019.aws-management.tools/mgt404/en/
https://reinvent2019.aws-management.tools/mgt405/en/
https://reinvent2019.aws-management.tools/mgt406/en/
https://reinvent2019.aws-management.tools/mgt407/en/
https://reinvent2019.aws-management.tools/mgt408/en/
https://reinvent2019.aws-management.tools/mgt409/en/
https://reinvent2019.aws-management.tools/mgt410/en/
https://reinvent2019.aws-management.tools/mgt411/en/
https://reinvent2019.aws-management.tools/mgt412/en/
https://reinvent2019.aws-management.tools/mgt413/en/
https://reinvent2019.aws-management.tools/mgt414/en/
https://reinvent2019.aws-management.tools/mgt415/en/
https://reinvent2019.aws-management.tools/mgt416/en/
https://reinvent2019.aws-management.tools/mgt417/
https://reinvent2019.aws-management.tools/mgt418/
https://reinvent2019.aws-management.tools/mgt419/en/

Q&A

BEZXTETRMDIETERICDVNTIE
AWS Japan Blog [https://aws.amazon.com/jp/blogs/news/] (CTT
#rEB/BELUFET,
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https://aws.amazon.com/jp/blogs/news/

AWS DOHEARZFERDEFT [AWS &8 THER®E

aws AABYF—LnEHVADE YH—k BB« 7aovh - [ DEEEED

~——7
BE YWUai—-¥3ry H&E PFFaXrbh 2B /N—hkF+— AWS Marketplace 0Ot Q

AWS 750 RY—EXERERSEN Y

PIVY 9x 7 H—EZ (AWS) RBRELISIRY—ERATSY R 74—ALT. EIRADIAT—/LERREYR— FTRNEBHEH, F—IR—2AZA MY, LT ZTOMZEEES
BEERULET. SEREBAELY—EAERRL. SELSLEFCARAVWEEREY. FhoxFRATALHLEIDAXRERE,. BEI YTy VESHCRHELTED T, (BHr
kiEE, AWS Webinar TERALEERS LAY FIV FESF—EHEEBBLTVET, )

H—ERBIEHE »

AWS Webinar SR »

https://amzn.to/JPArchive
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https://amzn.to/JPArchive

7Y 75— T W O(HBFIAWST

FWRMERIRTE5 > HR—k v PAYVE - AWS PHDY REERT S

®E YYa—vary HE FFaxAyhk 2/ /X—hF— AWS Marketplace HRAIV—X#E ZS5KHELRES Q

HFIY - IFs>av v

Amazon Web 7oy

BEEA, TAIEER, YYa— j)?-i??#ﬂ)’F /EY, Wl EDB/IACLSIER
S>TEEUILR, WEWKEEFE L ?u EWT : N i® D AWS re:lnvent
2019EMEVWSHEEH > T, ')Kl, = AWS londyk J RESNDELE
Llch. Z0k$HSELRHRET DULET | KER1A288 (K) p"HYIA¥EVIT—RBOT, B~ KEEXTOABTT,

More

7 hOTERTY, COBETIAWSE, —EFEOAWSTO

9, PEEEOERT VTT— H.D‘\(hvj'"

Read More

FIAWS - 2019/11/

ZhicEi>, AWSY Ya— 7 3 (FAWS reiinvent 20190 B E nE ¥, BERR BT v T
ENEIOT, 74 BoTWEL DV T IF—EBEVELET. TESD) Y IHSERLAHNE
) < &, SHRICRRSNI-E0%E (AIRABRD) ¥ vIPvILEY, ESKHE
MLTWEXT DT, BRLHK
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AWS Well-Architected ERIFEMHHZRS

A" W -AfE R HitE R =" 72 SRt
« AWSDOYV U —=>327—=F77 b(SA)IC
XIRIG EZHR 9D Z EHP]HEE

&

80 AWS Well-Architected
o FIAAHIANRD NEFITA1 MOS 2 -
(https://aws.amazon.com/jp/about-aws/events/) j u
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