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XEFERE
Percent
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Task definition =FA 14 CPU (%)
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« Cloudwatch Logs Insights D EIEICER L. XRIXIDEHITET

TV —23arOJPIo—O7ICR LmHEFzEELc/IT V=

HITTH5FENTETS
- HARZ R o FciRZRX. MeTBEROEUF D Al 8
BNV FVr—>a>rOsh 5 TException) & WSXFEESTOJ &S L. BRI THEZ TR

[

filter @message like

ption/

< 20T9-10-0T (OU:0000) - 2079-11-14 (23:59:59)

stats count(*) as exceptionCount by bini
sort exceptionCount desc

Y TUORT Foyay v

=

i

bin(1d)

2019-10-28T00: 00:00.000Z
2019-10-28T .000Z
2019-10-3@T 000z
2019-10-30T .00z
2019-11-13T 0002
2019-11-13T00: 000z
2019-10-31T00: 00: 00 .000Z
2019-10-31T00:

YYZNITY v | Ta—RRyIRBHETN? EXA—LERED LS,

@message

kotlin.KotlinNullPointerException: null

at org. springframenork.security.web.access.ExceptionTranslationFilter .do..
at org.springframework.security.web.access.ExceptionTranslationFilter.do..
kotlin.KotlinNullPointerException: null

at org. springframework.security.web.access.ExceptionTranslationFilter.do..

java.lang.NumberFormatException: empty String
at org. springframework. security.web.access.ExceptionTranslationFilter.do..
kotlin. KotlinNullPointerException: null

at _org.springframework_security.web_ access ExceptionTranslationFilter do_

03 PM

exceptionCount
65
65
56

Amazon CloudWatch
Logs Insights
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ZTYDNILT REBIETES

/aws/ecs/containerinsights/FargateStac...
2019-11-26 (11:11:23) - 2019-11-26 (14:11:23) ~ avrvk

fields
filter @message like /Exception/

| stats count(*) as exceptionCount by bin(5m) filter
| sort exceptionCount desc

stats

cort
IITYDET Fara Z4— RNy IDBDEITN?EX-ILEBED LS,

limit
Lambda @ ) parse

Ay | ARk VPC 7O0—O4 DY TY ®HEEhie7 =LK

CloudTrail @~ TV Q
_mal\jf\ﬁ T IJ =R = e &~
k BmBinaEhiz 25 HoOs1~R v » @ingestionTime

Route 53 7 T\ 54T ElcAY ICRES hBHNADE » @logStream

B AWS AppSync & T U FIATREVWOZIRY RDYZ K > émessage
» @timestamp

¥ CloudWatchMetrics.@.Dime..
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e —fEMBRITVUE THOF)ILoT) )] WS L TR e
e EHEAED (JTUDAILT] h6OT Y RFEEL TV I HAHEE

JIT)DNILT DHMIETES
/aws/ecs/containerinsights/FargateStac...
12L& HFIESTWTOS 70 —ILRERBL e
2019-11-26 (11:11:23) - 2019-11-26 (14:11:23) ~ 4, COATYRTHR. =, l=. >. >=. < avrEk
fields

filter @message like /Exception/ . <=REQHEHAATF. and. or. notBEDT

| stats count(*) as exceptionCount by bin(5m) —LEET. BLUEREREBETEET, filter BTN
stats

sort
JIYDET Fooay v DAl A e T4—RRyIBDET limit

| sort exceptionCount desc

Lambda @4 T 1) parse

osv AL VPC 7O0—0O4 D45 T Y BEEhiZ7—ILE

CloudTrail @7 Y Q
— hox! = ey - o
kB9 T BIFEIE Wi 25 BOOSCRY k » @ingestionTime

Route 53 7 TU 54T cOTICRES hBHNDK » @logStream

AWS AppSync 7 T BATERNOZIRY RDY R b > Gmessage
» @timestamp

¥ CloudWatchMetrics.@.Dime..
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- \/7—_7_% :to) CPU ﬁﬁﬁ$(/\°7 1—?‘/Zlilﬁ) Amazon CloudWatch

Logs Insights

stats pct(container_cpu_usage_total, 50) as CPUPercMedian by kubernetes.container_name
| filter Type="Container"

J—ROFEFZCPUERARNT x—~N>AOY)

STATS avg(node_cpu_utilization) as avg_node_cpu_utilization by NodeName | SORT
avg_node_cpu_utilization DESC

VIR ) —ROBEEBRNTx—~I>AOY)

stats avg(cluster_failed_node_count) as CountOfNodeFailures | filter Type="Cluster" | sort @timestamp
desc

FIUr—oayadIs— (F IV r—a>ynd)

Count by container name: stats count() as countoferrors by kubernetes.container_name | filter
stream="stderr" | sort countoferrors desc

m@Container Insights X kU7 ZD&RR
https://docs.aws.amazon.com/ja_jp/AmazonCloudWatch/latest/monitoring/Container-Insights-view-metrics.html
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- Container Insights TX-Ray® k L —RBFHRDEUE T B ICIET7 TV Ir— 3>
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2
) X-Ray7—EVHIAVTF 21 FA—C LTRETS

AWS X-Ray

—RARY
o, AWS X-Rayd >V — L THR1L
=4 XRayF—EA = G ‘
request AppRi 3> 77 a7 Teine
st e ||]111]1 . 21 11]11] R e —— . R
response S hL—XF—%& rv7A—=F AWS X-Ray
API

ABAWS X-Ray
https://docs.aws.amazon.com/ja_jp/xray/latest/devquide/aws-xray.html
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o XRXIDADEROAVY=ILD TRTY T 2: VT XAZ—DFKE] BEEICT
[ Container Insights ZBXICT D1 ICFTvIZAND

CloudWatch Container Insights

CloudWatch Container Insights I > FH{bdhic 7 7V r—va v e/ O —ERQDE=ZF VTR TNV a—F
AT DIHDY ) 2—32TT, CPU. AEY, TAAY, Ry NIV B EOHEFERE, $LU7725—OBEE
MhaF TRERICHEATZ2OICEID., AT H—BREBOAREEOZHBREBHTINE. £10. BLUENLET,

& FHECE5

CloudWatch Container Insights v  Container Insights £F#Ic T %

« AWS CloudFormation’**AWS Cloud Development Kit(CDK)h* 5 $ 2356

o THUYMEf, IAMO—JLEf, IAMIA—HFELOWVWTIAHNT
Container Insightsh'A 7 k1 > SN TWVWBIHENDH 3
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DAY —
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F
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Clusters
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11
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Container Insights (v)
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Container InsightsZB3¥MICF 5 ~ ECSim ~
« Container InsightsDFA T b1 ICDWT

B Container InsightsD# 7 k1 IZAWS CLID 5 H EITHEE

PHOY FBUATOAT 1>

aws ecs put-account-setting-default --name containerinsights --value enabled --region us-
east-1

A—YHHEATOAT 1>

aws ecs put-account-setting --name containerinsights --value enabled --principal-arn
arn:aws:iam::aws_account_id:user/userName --region us-east-1

AO— LB TOAT~1>

aws ecs put-account-setting --name containerinsights --value enabled --principal-arn
arn:aws:iam::aws_account_id:role/roleName --region us-east-1
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BEOIZRAZICH LEMET S

« Container Insights I&. BEfZ®D Amazon ECS U 5 X2 R U FRBICIER L0 5 X
A—THIMITETS
- BIFD Y 5 XX TContainer Insightsz BZIC T dICI&. AWS CLIN S TFOOY Y
N ZEFET
$ aws ecs update-cluster-settings --cluster <myCICluster> --settings

name=containerinsights,value=enabled

¥ AWS CLIO/N— 3 > HY.16. 200 ABE D NE

AEAmazon ECS T® Container Insights Dty k7v 7
https://docs.aws.amazon.com/ja_jp/AmazonCloudWatch/latest/monitoring/deploy-container-insights-ECS.html aWS

\./7



https://docs.aws.amazon.com/ja_jp/AmazonCloudWatch/latest/monitoring/deploy-container-insights-ECS.html

Container InsightsZB%C9 % ~ ECSHg ~

Container Insightsh"&ZhH & S HMid. ECSD Y T XX —EMET Container
Insights] ICIRBDF TV IHBA>TVWEIDNE DN THEERTETS

CloudWatch E=4 U >4

container-demo > —— :
Container Insights

FARGATE

No data No data

CPUUtilization MemoryUtilization




Container InsightsZB8%hlC9 % ~ EKS. Kubernetes on
EC2f& ~

Container InsightsZ B%hIC 9 3 7D D RlIRE = FESE

« EKS/ Kubernetes on EC2 THELREMH
B Container Insights A F|BRIGER ) —2 3 > TO S XEZDEEFLTWS
B kubectl 1 VX b—JL. 1ERFEEDT T LTED. kubectl apply HEITAIBERIRREIC
BoTW3
« Kuberneteson EC2 TWELSM
B Kubernetes 7 5 X Z—T. O—ILR—XD 7 7t Xl (RBAC) BEMICE->TWS
BToTW3B
B kubelet T Webhook FREEE— RHABEMICHE->TWS
B OYV57F+ 7231 LhDockeriCE>TW3

BBAmazon EKS ¥ Kubernetes T Container Insights Ztw k7w 9% #HREGORHS
https://docs.aws.amazon.com/ja_jp/AmazonCloudWatch/latest/monitoring/Container-Insights-prerequisites.html aWS
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Container InsightsZB%hlC9 % ~ EKS. Kubernetes on
EC2f& ~

Container Insightsz &%hiC 9 % FE

- WAFIE
. CIoudW;tch ICX RO X%3ZEET BCloudWatchT— 1 > k%ZDaemonSetz L Tt v
77wy
«  CloudWatch Logsic A% % ix1E9 % DaemonSet L TFluentDZ v k7w
- AT a3 FIE
« AmazonEKS O> hO—JL7L—>oOJE&EzEaxdsd(A>r rO—-JILSL—>00O
4/ % CloudWatch Logs TEEE ¢ 2 NENH B35 R)

+ StatsD T RAR1> b LTCloudwatch T— x> bty 7w 9 %(StatsD%
FRALTWVW3IHER)

AEAmazon EKS ¥ Kubernetes TG Container Insights Ztzwv k7w /93
https://docs.aws.amazon.com/ja_jp/AmazonCloudWatch/latest/monitoring/deploy-container-insights-EKS.html
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 Container Insights DIEEEZ BMICT D E N RZALA NI R LTNT =< 2O5H

S ARBEfA, —EXEf, FXVEA. V7B TCloudWatch LogsicH 1IN 3
« NT7F—XDROTZHCICHEA v aR— R LETHAREDTHONS
« BEOHARZLXNIZZER. O4 % )L—F*CloudWatch Logs Insightsh*5 2 1) T

PHIBHTEHAEE

ENT+—>A0O5

® Container Insights &%}

Amazon CloudWatch
Logs

B#j4 v aR—R
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NTA—I2AO0TDAR
e NT7FA—VY2AOVDZFEEHDT—42BE R a X2 TR

Typers “Container" AVTTHEFET B
: 825 ID

"TaskDefinitionRevisio 2" :l V%T?‘J@Elﬁéh—c L\%
"ContainerInstanceId": " 456 21467cc9" W
"EC2InstanceId" 2 v -'j_— t X@%ﬁﬁ

"ServiceName":

"ClusterName": T
"Timestamp": 1561586749104 X
"CpuUtilized": 1.8381139895790504, 1§% = n—c L\é
"CpuReserved": cPUOZ Vi I\ﬁ
"MemoryUtilized": 295,
"MemoryReserved": 400,
"StorageReadBytes": 10817536,

"StorageWriteBytes": 2085376000
"NetworkRxBytes": 6522, ' ﬁ% l—_‘s *L—C L\% >( :E U (MB)

"NetworkRxDropped": 0,
"NetworkRxError 0,

"NetworkRxPack : 83,
"NetworkTxBytes": 3904,
"NetworkTxDropped": 0,

JNetworkixErrors s MemoryUtilized / MemoryReserved * 100

'
"NetworkTxPackets": 44

=295/ 400
9V FF DT —aE = 75% [XEFEAR]

m@Amazon ECS @ Container Insights /X7 #—< > 2O AR k
https://docs.aws.amazon.com/ja_jp/AmazonCloudWatch/latest/monitoring/Container-Insights-reference-performance-logs-ECS.html

m@Amazon EKS @ Container Insights /N7 #—< > 2O 1R k
https://docs.aws.amazon.com/ja_jp/AmazonCloudWatch/latest/monitoring/Container-Insights-reference-performance-logs-EKS.html aWS
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INT A= > AOT DR F*E
INT #+—< > X0 lFCloudWatch Logs® 045 5 )L— T H 5 H HEERRIRE
ECSDi58E : Jaws/ecs/containerinsights/<% = A 4 %4>/performance

EKSDIZE : laws/containerinsights/< 7 = A 4 %4 >/performance

fl) container-demo cluster|ZBZE T LT LY Bcontainer /N7 #—<X > X047

CloudWatch > Q4% )L—7 > /aws/ecs/containerinsights/container-demo/performance »> FargateTelemetry-6938

F§ (UTC +00:00)
2019-11-25

:"Container","ContainerName":"~internal

19:14:00
:"Container","ContainerName":"ecsdemo-no:

19:14:00

yte:

"Sturaéew‘riteéyt

aWws
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CloudWatch Logs Insightsh5DINT #—< > 2O QSR
ap>

e NTF—YVRAOJTAHBIZ@message” « —IL RICHEFINS
- CpuUtilezedIBH Z Ei5 L 7= W Z S IE@message.CpuUtilezed TEISFH AT &E

) 2 X2 M CpuUtilzed & MemoryUtilizedIBB B 9 %

/aws/ecs/containerin... v 2019-11-01 (00:00

I TYDRET Foyay v YFNoxTY v ZA4—RRyIRBEDEIN? EX—IL%E

/aws/ecs/containerin...

fields fields @message.CpuUtilized, @message-Mem RY

| filter hasTaskId and TaskId like /7bd7f80d MemoryUtilized 4 —IE )(‘I % 7 .t _}l/ l\ IE E 7&
MemoryReserved Z4—I)E =
Timestamp 74 —JIF *ﬁj‘]_‘, L, —t < j l.é
@timestamp Za—IEE
CloudWatchMetrics.®.Metrics.@.Name 7 ..

CloudWatchMetrics.@.Metrics.@.Unit 7.
CloudWatchMetrics.@.Metrics.1.Name 7 ..
CloudWatchMetrics.@.Metrics.1.Unit 7..
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) Y =X BEYICEEDTET TLREWLE

§Z7§WTHUV—ZE%ﬁﬁ55ﬁ\Hﬁwjy;+§.

TUY—XHED TLARL

EB5DAYTHICOBRADHBIH. ZFAILET
)Y — 2 & FHRMICEZ TULALIREE

CPUZw b 20481=w b

XED:

CPUIZw ¥ 10243=vw bk
XE: 1024MB o
E: &277 ZEIDHTS
- N
111 111
Nginxd> 77+ Railsd> 77
128 /768MiB /256MiB
128 /7681w k 2561= h ]

2048MB
ZEIDYTS

| AT —

I
Nginxd > 77+

128 /1536MiB

128 /15361 = k

~N

1
Railsd> 77+
250 /512MiB
250 5121 =w b )

aws
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Container InsightsZ > TEYIZBZ D Y — XD Z1T5

Container Insightsid A>T FEMUDVY —XEZZ ) VIHQERETH 2 H. EAVTF
ISEYR)Y — A HPMITONTWVWEIDL ZHERTET S
BV Y —ERICE D, WRMHDDOLLIERATITZVY—IX%ZEDYHTS

BRY

—

CPUZw MK
XEY:

10241

1024MB

v b

ZEIDHTS

Nginxd > 7+
128 /768MiB
128 /7681 = b

Railsd> 77+
/256MiB
2561 =

BRY

_——

CPUIZ v MK
XE:

10241

1024MB

Yk

ZEIDHTS

Nginxd > 7+
128 /344MiB
128 /3441 =

Railsa> 57+
250 /680MiB
250 6801 = )

\ Container InsightszfE>TU Y —XDfE

RARRzE=Z2U>0TF3
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AT w1 ContainerC EDA MY I XA %=WRT S

« Container InsightsD B&)X v > 27— KH'5 TECS Tasks) Z:ZEIRL. ContainerC
EDINT #—X VA %zHERT B

CloudWatch: Container Insights v BSRINEE 1 BSRY SERD 128 18 38 18 HAYL - FU

ECS Tasks container-demo h Filters: ¥ -

CPU {3 AEYERAE FYRT—T TX

Percent Percent Bytes/second
@ ichigun-producti... @ ichigun-producti... h

0.641 51.5 1

BEAOOVTFICEBEME- T
WBZ EHHIEBL 7= !

Container performance

Filter task definitions, container names, tasks...

Task definition aAvF+4 45 CPU (%) FHRAEY (%)

task-demo container-a . 80.1227 I 85.6548

task-demo container-b [] 9.6542 1 11.6954

aWws
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AT7w .2 Container VY — X9 %2ZEEIT S

e ECSOAVY—IDRARIVEEDSRZAIAOATFHIY —RAMN%EZEET S

container-a : XE€!J256MB/CPU 1281 = k container-a : XE€!1J384MB/CPU 1921 = k
container-b : X®&1J256MB/CPU 1281 = k container-b : XE&1J128MB/CPU64 1=

FAIAEY (GB) 05GB
# A7 CPU (vCPU) 4 A2 CPU (vCPU)

AVFFATYOFHAOY AZ AT IORARD YT AVFFAEYOFHEOT AT AT OBRKRIDET

0 0
AYTFHAD CPUDRAND YT AYFFAD CPUDRERDET

o
AVTHOES

N=F/YTFRAEY... cCPUIZ.. N=F/VTRAEY...

128

dWs
) —



AT v 73. BUContainerc DY — X =R

« H5T=HT Container Insights "5 AT FT DY —AERRRIEHERT S

CloudWatch: Container Insights v~ EEROGEER 1 BSRI SESRD 12B5R0 1H 3H 18 HRYL -

ECS Tasks v container-demo Filters: T -

CPU f{ERE XEFEHEE FZy k7= TX

Percent Percent Bytes/second
® ichigun-producti... ® ichigun-producti... vt

0.641 515 1

W)Y —XED Y TH
TSI =R !

Container performance

Filter task definitions, container names, tasks..

Task definition aAvF+HE i3 CPU (%) EHAEY (%)

task-demo container-a | 45.3721 | 50.2441

task-demo container-b - 42.9787 . 44,1687
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H—EXTEEL TVWARAEHOEZRXAIDSE, HEDAZRX Y CTHEELIRE
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ATYTL BRI CEDINT #—I >V A%z HE:D

Task performance

ecsdemoa-nodejs

Task definition

ecsdemo-nodejs
ecsdemo-nodejs

ecsdemo-nodejs

Eﬁﬁggccﬂﬁ§EEHZ)7t:&b\
(703> > 7

T3 CPU (%)

1 6.4649

I 95.1297

5.0975

ecsdemo-nodejs 4.5607

ecsdemo-nodejs 4.5090

BEDRARIDA)Y—XEZEE LI HELTWLWS
770U /7__>3 \/DO%EEEIL,\
7U7—>3ymﬁ®§mJ

AWS X-Ray h L—RADER

K7 A=Y AT OERTR
7 o

2RY



ATwT2.CPU., XEVERAXROFWARRAYZ DOV %R

test-app

filter @message like /Exception/
stats count(*) as exceptionCount by bi ), @message
sort exceptionCount desc

JITVORT PoLrg2 ~ YUY v Z1—ENR

=5 AI#R{E

TV —a3 > Ogh6BENREL TVWEVLWHERESE
BEENREELTLWAERWMEIDZ X7 L DEEBEHER

2019-10-01 (00:00:00) - 2019-11-14 (23:59:59) ~

YIDRBODETM? EX—ILERED LIEE L,

i bin(ld)
2019-10-28T00:
2019-10-28T@0:
2019-10-30T00:
2019-10-30T00:
2019-11-13T@0:
2019-11-13T@0:
2019-10-31T00:
2019-10-31T@0:
2019-10-22T00:

i @message

kotlin.KotlinNullPointerException: null

at org.springframework.security.web.access.ExceptionTranslationFilter.
at org.springframework.security.web.access.ExceptionTranslationFilter.
kotlin.KotlinNullPointerException: null

at org.springframework.security.web.access.ExceptionTranslationFilter.
java.lang.NumberFormatException: empty String

at org.springframework.security.web.access.ExceptionTranslationFilter.
kotlin.KotlinNullPointerException: null

at org.springframework.security.web.access.ExceptionTranslationFilter.

@message 7 « —JL
ICOJ ORBENKRT
InTw3
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Container Insights IFA TFDIEE TEREIND

ECS®Container Insights D& Dl
BItE:
10 {BldD Amazon EC2 1 > X2 > A, 50 EQOFEHNABERTHDOI > T7F. 20 @O—EDXZX V%, 5ED—ED
Y—EXREEHD L1 DOAVTFHFITRAEZ—%F_F) VI T BREE
CloudWatchhH X2 L X MY o ZER:

BENDYTZAZ—ARYITR+BREDEAIARI IR *20HD—BEDEZXIVEA)+ (L1 ADHT—EXXRUIX
*5ED—ENDY—E X4) =183 CloudWatch X k1) 2 X

183 * 0.30USD = 54.90 USD
CloudWatch LogsZF:
Amazon ECS TIEFHL T 1EBHID X M) I XTEIZ 13 KB BEXDIAEFND
(13 KB/1024/1024) GB * 183 X k1) - X * B35 730 B¥fE] = B 1.66 GB
1.66 GB * 0.50USD = 0.83USD

&5t B%355.73 USD

BZAWS CloudWatch® #l &
https://aws.amazon.com/jp/cloudwatch/pricing/ aWS
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« Container Insightsi&aA > T HEEINT7 TV Tr—a3 >0 X Mo RO
JwIE. Eit. B TZ B CloudWatchDigED—D

« Container InsightsDEHZICELD. T—RKN—TsHDY—ILXEHEIDAH R
ALAR)OZZEALESTH, XY AT FLRILTOEZZY
VI DAIEEICE o T

e CloudWatch B&14 v ah—REREICHA AT, A>T FLARILTD
O NT A—IVREZRN) VTR EDHREN LD RIEE
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