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«  AWS does not offer binding price quotes. AWS pricing is publicly available and is subject to
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http://aws.amazon.com/agreement/. Any pricing information included in this document is
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AWS Lambda @) Metrics

Amazon CloudWatch
Dashboards

[ZIBNTA]BE
2 I | Addtodashboard || 1h 3h (120 1d 3d 1w @
Invocations Duration Error count and success rate (%) :
543 166 i 1 100
- 9 -1 86.9
— — e xand
/ = _ o oA S T E AT A
Lambda Functions KinesisDataEgestFunc
272 5 50
1 - g 0 0
03:00 06:00 09:00 12:00 03:00
Configuration Monitoring 2019-08-13 10:10 UTC
1. > O Success rate (%) 100
Throttles dLetterErrors 2. < O Errors 0
1
1 CloudWatch metrics
0.5 No data available.
0.5 16.0k Try adjusting the dashboard time range.
0 — 1.03k 0

03:00 06:00 09:00 12:00 03:00 06:00 09:00 12:00 03:00 06:00 09:00 12:00
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CloudWatch
mydash
| Dashboards
* mydash 4 ;
Invocations
Alarms
Count
543
OK [ 6 )
Billing
272
Events
Rules
Event Buses
L ! -
0gs 03:00 06:00
Insights @ Invocations
Metrics
Settings Throttles
. Count
Favorites
1
© Add a dashboard
0.5
0 .
03:00 06:00
@ Throttles

Actions ¥ Save dashboal

Duration
Milliseconds

166

83.7

1.03 ——
03:00 06:00 09:00 12:00

@ Duration Minimum @ Duration Average @ Duration Maximum

IteratorAge
Milliseconds
31.0k
16.0k
1.03k \/J Lﬁ
03:00 06:00 09:00 12:00

@ lteratorAge

R

th 3h 12h 1d 3d 1w custom ~ S

Error count and success rate (%)

Count No unit
1 - 100
0.5 50
0 - 0
03:00 06:00 09:00 12:00
@ Errors @ Success rate (%)
DeadLetterErrors
1
05 No data available.
Try adjusting the dashboard time range.
0
03:00 06:00 09:00 12:00

@ DeadletterErrors
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Queue PollingR— X CHEIREIR Throttles

«  0.5F[EIfE TMessage ZQueuelZiE(S

(metrics[FIZZEDS5min)

CloudWatch metrics at a glance o — — View logs in CloudWatch View traces in X-Ray
MessageMDEfEZ LLHT-C &
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Invocations Q  Duration Errors, Availability (%) Q

Count Milliseconds Count

/@\/,\,~ S —

“| 54580ENETT
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219 & 3 031 o
04:30 04:45 05:00 0515 04:30 04:45 05:00 0515

0

05:00 0530

@ Invocations @ Duration Minimum @ Duration Average @ Duration Maximum @ Errors @ Availability (%)

Throttles IteratorAge DeadLetterErrors Q
Count 1.00 1.00
1.00

0 o — o 0 o o 0 o
05:00 05:15 04:30 05:00 05:15 04:30 05:00
@ Throttles @ (teratorAge @ DeadLetterErrors
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Lambda Function Lifecycle Duration
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Lambda Function Lifecycle
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Lambda Function Lifecycle Duration
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VPC Lambda Function Lifecycle
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AWS Lambda @) Metrics
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Stream Polling’x— X M Errors Metrics &zt

Q: AWS Lambda I& Amazon Kinesis X 1) —L#H
& U Amazon DynamoDB R k1) =L 5D T—4
ZEDELEDICMEBLETH?

(snip)

HHLA—FIZHTEIEVELNFIA LT RIS
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IS5—hARELI-HE. Lambda (IRINT B ET
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https://aws.amazon.com/jp/lambda/fags/

Errors
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https://aws.amazon.com/jp/lambda/faqs/

Stream PollingR— X TDER - BAKRA > k Errors

Errors metricsmM LN o =15 & (X, WWEATO VI INRTWLSEBNALH S,

Lambda® 7 045 5 LRIE
e StreamMDIFE. ErrorsZEZE(TH WK S IZHE/TAMETEHIENEE
e CloudWatch LogslIZT5— L)L TR
« SQSIZEELIO—FZEZFFL T, ShardldEH S

LambdaZ k') —19 BStarting positionZTRIM_HORIZONAN 5, LATEST /
AT_TIMESTAMPIZE R (T—A2 ZHFEJITETHILICHLIDTIEER)
TRIM_HORIZON — Shard D&z £ & LY L O — FH 5 R A A A
LATEST — Shard R D& #T L 31— K S FRA+iAH
AT_TIMESTAMP — #§ 7€ L =timestamp7R ¥ & 3 U\ b Fer A H
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Stream Polling/N— XA CODESREIR IteratorAge

1. 0.3#fElfE CrecordZKinesis Streams/\iX{S
2. IR Cshard D EIZELT

Invocations Q Duration Errors, Availability (%)

crt 5537CH#J300 — linvocation/sec =~ titisones count

509 e A 395 1.00
f T LambdaiE Bt /\ /
/ ]\ N~

. 19.9
shard &

850 o 4 026 T 1 0 r o 990
07:30 06:00 06:30 07:00 07:30 08:00 : E 08:00

@ Invocations @ Duration Minimum @ Duration Average @ Duration Maximum @ Errors @ Availability (%)

Iz N\ 5
Throttles IteratorAge Sﬁa)fdb dometrics max Q  DeadLetterErrors Q

NTRRSNTLD

Count Milliseconds 1.00

1.00 17.3k

C‘P T shard9ZlTLambda
AR DO EIEL,

0

ot 0 1.04k o 0 0 ot 0
07:00 07:30 : 07:00 07:30 06:00 ; 07:00 07:30
@ Throttles @ iteratorAge @ DeadlLetterErrors




IteratorAge%Z Cloudwatch metricsT#Hd & | IteratorAge

2018-10-30 07:05 UTC

1. Q lteratorAge/Maximum)17.3k

2. @ lteratorAge Average ~ 898

Apply time range Q

3. O lteratorAge Minimum 32.0

05:50 05:55 06:00 06:05 1 06:25 X E 07:05

rAge Maximum IteratorAge Minimum @ IteratorAge Average

All metrics Graphed metrics (3) Graph options Source

© Add a math expression @ Statistic: (multiple) v Period: 5 Minutes v Remove all
Label Details Statistic Period i Actions

IteratorAge Maximum Lambda * IteratorAge * FunctionName: KinesisBatch Maximum 5 Minutes f(ﬂ [x]
IteratorAge Minimum Lambda * IteratorAge * FunctionName: KinesisBatch Minimum 5 Minutes (@ [x]

IteratorAge Average Lambda * IteratorAge * FunctionName: KinesisBatch Average 5 Minutes f?_] [x]

[ 59D dDmetrics MaximumhRIRSNTLD |
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Stream PollingR— X THDER - ‘ERAAKRA > F IteratorAge

lteratorAgeM’Average” WK E L > TWAIGEITNEENIEEINS,

¢ LambdaETIREBOAR Yy I RILEIZEYETHBOEREZZE A S
o AEIEEAgLE

e Kinesis Streams®Mshard Z 59-Z|
o shardZx9E|9 5 & THTUEBHIEZ
e HWEI—3 MBS, 1stream®dri=l). ZOOshards/\illi'C*‘EIﬁE

https://docs.aws.amazon.com/ja _jp/streams/latest/dev/service-sizes-and-limits.html

XT T4 IL bDShard EFREE. AWS ) —2 3 > KEEE IWN—2=7IdLE) . XE
BE (A LTY). BEEERIN (ZFA4ILF > K) T500ShardsTY, DD —2 3>
DT IHIL DS v — RFIRIZT T 200 Shards T,
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AWS Lambda @) Metrics

=
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ZFIRFRITE
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Availability(3% &SNS
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=L J— Ri&mDIFZ ELambdat I N> R E U TREUREIRIZET
FREIND
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DeadletterErrors@ %*ﬂ DeadLetterErrors

Dead Letter Queue(DLQ) & (&

e BKY FSAEEIRTRIZ. Lambda®Event X4 O— K ESQSMHIEHE
Queue/SNS + Ew 7 [TEIET HHEEE

o JERIEAA RN b CLambdahFEUNHE S NF-EZ&IZF| A

Debugging and error handling

DLQ resource Info
Choose the AWS service to send the event payload to after maximum retries are exceede

DeadLetterErrors & [£E% & i
HDDLQIZEZT AL &N 55 Queue

The name of the existing queue or topic to s

TELRMEAIC, BT S

Enable AWS X-Ray Info
Enable AWS X-Ray to trace and monitor capabilities for your Lambda function

https://docs.aws.amazon.com/ja jp/lambda/latest/dg/dlg.html
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EventA\—X /StreamNA\—_ADAWS Lambda

* At Least Once

e AWS LambdaldM U H SN IEFE—EIEETT S EFHREEL TLY
%,
o MEUNH LEIAFENH 7450y
« MEUH LAINELEIFENHT
e ZMNEZRITAWS Lambda TIZER/BEMNTEA LY
- 2ERDEIEATRETT DIULELH D
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EventN—ADAWS Lambda

o S3ALambdaZMEUH S 78Uy

https://docs.aws.amazon.com/ja_jp/lambda/latest/dg/with-s3-example-deployment-pkg.html

%t A5
o EventEXEA/N\YT Y FEWEERH/NT Y FEERT S E T, EventHBENFEN
R 5, *
2

o Even

. \¢ T

_ q) File Pu _ w% manipulate
Uploa
bucket / deepy

= Qo
©
client ¢

/ Lambda

a) File Py Function

Amazon
CloudWatch Resized
Events bucket aws
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https://docs.aws.amazon.com/ja_jp/lambda/latest/dg/with-s3-example-deployment-pkg.html

EventFE NN XI=H1

import boto3
s3_client = boto3.client('s3')

def lambda_handler(event, context):
for record in event['Records']:
bucket = record['s3']['bucket']['name']
key = record['s3']['object']['key']
download_path ="/tmp/{}{}'.format(uuid.uuid4(), key)
s3_client.download_file(bucket, key, download_path)

s3_client.upload_file(download path, 'upload-lambda-resized’, key)
s3_client.delete_object(Bucket=bucket, Key=key)

return

adWs
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EventA\—X /StreamNA\—_ADAWS Lambda
- OO T

XHAULA5
- Lambda Code TTOEZFMHDMHER
« DynamoDB ConditionExpression /A% — >

1. AAARNY FORBERMEDEZERF. @BAIDRL)
2. BEIBEMNTABLE [CHFEHET ANESIHIZEHERELET,
FHETHEE . WEZESKIPL) LambdaZEFEIZHRTLET
FELLBEWEES., BEEZPUTL CTEEDETZHELET,
3. BHOBEMNERICERT LI-1ZE. TABLEICEFENEENFTT,
4. BEHOBENEEICKET LI5S, TABLENGEFEZEHLET,

https://aws.amazon.com/jp/premiumsupport/knowledge-center/lambda-function-idempotent/
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https://aws.amazon.com/jp/premiumsupport/knowledge-center/lambda-function-idempotent/

FHEEVH LA EO=dn 0y 4§l

def lock(id) :
try:

dynamodb.put_item(
TableName=table _name, Item={"id": {"S": id}},
ConditionExpression="attribute_not_exists(id)"

)

return True

except ClientError as e:

if e.response['Error']['Code'] == 'ConditionalCheckFailedException’:
return False

else:
raise

adWs
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AWS Lambda® MetricsEEtHRD £ & &

ThrottlesZ €18 L /=315 &
« EDAWS LambdaM K=([ZE > TLNEHDEE

THhHY NERTEFRIL TULVYA => Limit Increase 5
LambdaBi i TEAFI L TLV5 => Reserve ConcurrencyiXEZEH
ErrorsD’EML TS S

« IAMTOIERZTERN

* IAMRoleZDEHKELEBF L TWBEES., BEZTENTHONI=C

EROTCHD
e Queue/Streamld. batch size & E{RMIEFFE & timeout(min/sec) &2
o BAGTALIRRFERE x batch size =2 {RLIBFFRE > timeout
s INHUENEFLGIWVNNI—2IZES

53]

* CloudWatch® 7 h ™ > MBI & {ERILambdaB 1 D5 KR 7 #EER

&
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AWS Lambda® MetricsEEtHRD £ & &

Dead Letter QueueH 1 Z &5 (T 5

c BEWNIE, BEEIXTLODIYUEE, DRATLRELTOEZFDHESER
EZ=Et

) b S A NEBDOERE
- FEREETHNIXIBIOZEST. 2BIDY) FTA4 BN fThi, I XTELREL=E5
Blz. EELTLNRIE) Dead Letter Queue~nizEb N b
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Amazon APl Gateway D Log * TraceD B34t

dev AT —YITF445— 27 —J DU

URL OFEUH U hitps:/| execute-api.ap-northeast-1.amazonaws.com/dev

BE RAJ/ML—R | ARTF—YEEH SDKOER @ IVRAKR—F | F7OMBE @ FFaxXYhEE

Canary
ATF—=YOAFYIB LML —RABREERBELE T,
CloudWatch %7E

CloudWatch QY &%t @O

OJLAIL  INFO 4

v

YIIZMLRARYRETATAY

14 CloudWatch X NV 2%ZE#{t 9O

HAY LTI EADOT TR
FPoEAOYOEME O

CloudWatch ¥ JL—7 arn:aws:logs:ap-northeast-1: log-group:LogginAPI_log_group

O4J o S$contextidentity.sourcelp $context.identity.caller $context.identity.user

[$context.requestTime] "$context.nttpMethod $context.resourcePath
$context.protocol" $context.status $context.responselLength $context.requestld

AN DB | CLF| JSON| XML || csv
OJZEHDY X b
X-Ray hL—2X £

X-Ray FL—2DE#HL B O X-Ray 4> 7Y VT IL—ILORE




Amazon APl Gateway D Log * TraceD B34t

dev AT —YITF445— 27 —J DU

URL OFEUH U hitps:/| execute-api.ap-northeast-1.amazonaws.com/dev

BE RAJ/ML—R | ARTF—YEEH SDKOER @ IVRAKR—F | F7OMBE @ FFaxXYhEE

Canary
ATF—YDOFVIRBLIVONL—IAREEEELET,
CloudWatch %7€

CloudWatch O %#%%1t @O

OJLAIL  INFO 4

v

YIIZMLRARYRETATAY

¥4l CloudWatch X )V 2%ZE#{t 9O

HAY LTI EADOT TR
FPoEAOYOEME O

CloudWatch ¥ JL—7 arn:aws:logs:ap-northeast-1: log-group:LogginAPI_log_group

O4J o S$contextidentity.sourcelp $context.identity.caller $context.identity.user

[$context.requestTime] "$context.nttpMethod $context.resourcePath
$context.protocol" $context.status $context.responselLength $context.requestld

AN DB | CLF| JSON| XML || csv
OJZEHDY X b
X-Ray hL—2X £

X-Ray FL—2DE#HL B O X-Ray 4> 7Y VT IL—ILORE




Amazon APl Gateway D Log * TraceD B34t

dev AT —YITF445— Z2F—J0UR | yT0HE

URL OFEUH U hitps:/| execute-api.ap-northeast-1.amazonaws.com/dev

BE RAJ/ML—R | ARTF—YEEH SDKOER @ IVRAKR—F | F7OMBE @ FFaxXYhEE

Canary
ATF—YDOFVIRBLIVONL—IAREEEELET,
CloudWatch %7€

CloudWatch O %#%%1t @O

OJLAIL  INFO 4

YIIZMLRARYRETATAY

14 CloudWatch X NV 2%ZE#{t 9O

HAY LTI EADOT TR
FPoEAOYOEME O

CloudWatch ¥ JL—7 arn:aws:logs:ap-northeast-1: log-group:LogginAPI_log_group

Oy ofs  $contextidentity.sourcelp $context.identity.caller $context.identity.user
[$context.requestTime] "$context.nttpMethod $context.resourcePath
$context.protocol" $context.status $context.responselLength $context.requestld

AHDBI: | CLF| JSON | XML | CSV
OJZEHDY X b

X-Ray hL—2X £

X-Ray FL—2DE#HL B O X-Ray 4> 7Y VT IL—ILORE




dev AT —YITF445— 27 —J DU

URL OFEUH U hitps:/| execute-api.ap-northeast-1.amazonaws.com/dev

BE QOJ/ML—R | RTF—YEE SDKODER IIRKR—b F701BE R¥aXV N EE  Canary

ATF—=YOAFYIB LML —RABREERBELE T,
CloudWatch %7E
CloudWatch OJ &%t @O

OJLAIL  INFO 4

YIIZAMLARYREIRTAOY
14 CloudWatch X NV 2%ZE#{t 9O

HAY LTI EADOT TR
FPoEAOYOEME O

CloudWatch ¥ JL—7 arn:aws:logs:ap-northeast-1: log-group:LogginAPI_log_group (i}

Oy ofs  $contextidentity.sourcelp $context.identity.caller $context.identity.user
[$context.requestTime] "$context.nttpMethod $context.resourcePath
$context.protocol" $context.status $context.responselLength $context.requestld

RN

AHDBI: | CLF| JSON | XML | CSV
OJZEHDY X b

X-Ray hL—X s@izz 55

X-Ray FL—2DE#HL B O X-Ray 4> 7Y VT IL—ILORE
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Amazon API Gateway @) Metrics

o

AxXError count Sum(F4xxITS5—DEET#L. Average(ddxxT5—=
5xXError count Sumi(IsExxTS5—DEETEL. Average(d5xx TS5 —X

CacheHitCount count APIFvwZans5LRRRAUTE,
SumidFvrwv=>a1bw U AverageldFr v 1bw hE&

CacheMissCount count FrvaZzBRCULTVBIN, NI RMSIEEUIEE
SumldFrwv>a1=RXkbw Y. AverageldF+v v 1 XK

Count count APIDOUITIR MR

|nteg rationl_atency ms API Gatewayb‘\ JI\WOTRANUOIRARUT, I\WOT2 RS
L RN A WNRA N2 F TODRER

Latency ms API GatewayD IS5+ > S UJT A MEZFED, 542 b
IREN T B ETDHfE, API GatewayDA—/)\N\wv RESFENSD




Amazon API Gateway @) Metrics

ﬂ‘-i’ﬂ Amazon
L AP| Gateway

Latency ;

P
«

v

Count _
> Integration
4xx, SxxError :  Latency
CacheMissCount : Proxy AWS Lambda
client
) CacheHitCount Cache
Request/Response Integration
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API Gateway®)Cache

APIs

Baseball Team
Resources
Stages
Authorizers
Gateway Responses
Models
Resource Policy
Documentation
Dashboard
Settings

DynamoDBQueryAPI

FileOperation

Hello World

prod Stage Editor

Invoke URL: https://t

Settings Logs/Tracing Stage Variables SDK Generation Export

Cache Settings

Cache status AVAILABLE Flush entire cache

Enable API cache

Enabling API cache increases cost an

Cache capacity

Encrypt cache data

Cache time-to-live (TTL)




APl GatewayD XA Aw ~ 1) > EER

Metrics& L TThrottlesMEZE SN TWVEW=HHTTP 429 D L ARV X &
29 % (HTTP 429 = too many requests)

CloudWatch Untitled graph 2019-07-31 (17:07:00) - 2019-08-15 (17:07:00) ~ | Stacked area ¥ Actions ~ _C v (2]

Dashboards
Alarms p count Apply time range Q
1.16k
oK o
Billing 580
Events
Rules
0
Event Buses 08:01 08:01 08:02 08:02 08:03 08:03 08:04 08:04 08:05 08:05 08:06 08:06 08:07 08:07
Logs @ 4XXError
Insights
| Metrics
. All metrics Graphed metrics (1 Graph options Source
Settings P () i
Favorites © Add a math expression (2] Dynamic labels v Statistic: Sum v  Period: 1Second v Remove all
©Add a dashboard v Label Details Statistic Period Y Axis Actions

v [ ] 4XXError ApiGateway * 4XXError * ApiName: Hello ...  Sum 1 Second > N w2 x)




APl GatewayD XAy b VT #BET 5

HTTPS
Requests

YV vV v V

[M] Amazon Tokens Token D FT IR E
“U APl Gateway O O @ 10,000 tokens/s(#IHA 1)
‘ 1Request7iH &
1Request%7iH &
Max(Tokens) o ‘ >
= 5000 - L .
. @ ‘-/ Request# 2t L T
S O HEE S

Bucket

IN—XR b = Bucket®DTokenMD Ex K= = 5000/account (¥ HA{E)

https://docs.aws.amazon.com/ja jp/apigateway/latest/developerquide/api-gateway-request-throttling.html
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https://docs.aws.amazon.com/ja_jp/apigateway/latest/developerguide/api-gateway-request-throttling.html?icmpid=docs_apigateway_console

=4 Amazon DynamoDB® Metrics
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Amazon DynamoDB@) Metrics

o

ConsumedReadCapac Count EEDHBARIZEESINE-GARYBE1=y + (RCU) DO
ityUnits

ConsumedWriteCapa Count EEOHMAIZEEIN-EZTAABTEI=Y F(WCU)O)%I
cityUnits

ReadThrottleEvents Count T—NLFEEEFIA—NILEAVEIAVTYIRAOTOED 3 Y
gant-HmARYEELI=Y % X 5 DynamoDBAD Y Y T X +

WriteThrottleEvents Count T—JIIFEREFTa—N\ILth ‘/’5"")4‘/7"““}7?(0)7"!:! Eva=>
JENF-EZTAABREIL=yY FEH#EZ 5 DynamoDB ~ D)V TR |,

SystemErrors Count B SN-HRBP(ZHTTP500 R T—2 XA O— F&4% 9 5. DynamoDB
F7=lEX DynamoDB R k1) —LAD YV TRk, #E. HTTP 500 [XAHER
Y—ERXRIS—%TRLET,




EEHMEISHE SN

Count

0.5

0

H RO H A{ER Z &

.

HAMY [EESAHBRED

w FEEFR

13:10 13:15

@ [max: 0, avg: 0, sum: 0] ConsumedWriteCapacityUnits [ ] ConsumedReadCapacityUnits

All metrics Graphed metrics (2/5)

© Add a math expression 2] Dynamic labels v

Label

ConsumedReadCapacityUnits

[max: ${MAX}, avg: ${AVG}, su...
[max: ${MAX}, avg: ${AVG}, su...
[max: ${MAX}, avg: ${AVG}, su...

[max: ${MAX]}, avg: ${AVG}, su...

13:20

Graph options

Details

DynamoDB ° ConditionalCheckFailedRequests * TableName...
DynamoDB * ConsumedWriteCapacityUnits * TableName: s...
DynamoDB * ProvisionedWriteCapacityUnits ® TableName: ...

DynamoDB ° ProvisionedReadCapacityUnits * TableName: ...

13:25 13:30

13:35

13:40

13:45

» DynamoDB Metrics? 7 MRead capacity
Unit/Second [EF BB AL D TR 7R

* CloudWatch ConsumedReadCapacityUnits
(F 53 B2 D TR (CloudWatch® 5% € 121K 7F)

Source

DynamoDB|

* ConsumedReadCapacityUnits

TableName: s...

Statistic: Avera,

Statistic
Average
Average
Average

Average

Average

1 Minute

13:50 13:5¢
: 1 Minute v Remove all
Y Axis Actions
» NN
> NMOLBO
> AMN@O
> ML 2O
> NMLBO




DynamoDBD A Aw k1) > JEI1R

Throttled read events/Throttled write eventsDEs R
e T—JINIZTOEY IV EINHARY/ESAABTE
(RCU/WCU) eI TB A=YV IR T, T—7NIZTROE
DAZVTEINERL—TY FHIREED) VIR BRI ZE
FIBFTE 5

https://docs.aws.amazon.com/ja_jp/amazondynamodb/latest/developerguide/metrics-dimensions.html

Capacity: table

Read capacity Units/Second - 1 min avg o Throttled read requests Count Throttled read events Count o Write capacity Units/Second - 1 min avg o

100 1,500 1,500

» 1,000 1,000
50
o5 500 500
0

0 0 0
8/12 8/12 8/12 8/12 8/12 8/12 8/12

13:00 13:30 13:00 13:30 13:00 13:00 13:30

Provisioned Consumed Batch Provisioned Consumed
- - Il Get Scan [ Query Il get - -



https://docs.aws.amazon.com/ja_jp/amazondynamodb/latest/developerguide/metrics-dimensions.html

DynamoDBD Y A T LT 5 —E R

System errors read/write & E5 5
s IS—MNELELEMNESINTHIER
s BEINIIOTHINETIE
o VRTLITZ—DH =HTTP Status 500 D
 DynamoDB / DynamoDB Streams ~AD I 5—1 Y TR b

Errors BEEO EHZ->TWAIET

System errors read Count o System errors write Count o User errors Count o Conditional check failed Count

1 1 1 1
0.5 0.5 0.5 0.5

0 0 0 0
8/12 8/12 8/12 8/12

13:30 14:00 13:30 14:00

Batch Batch

Il Get Scan [l Query Il Il Put Update [l Delete Il
get write

(i ]



APl & Read Capacity Unit(CU)DjEH &

READDEYE. query, scan, get_item(I VTR FEMDT—2H9 4 X TEH

@ Amazon DynamoDB

1RCU = 4KBD T— 7 181k oo oo -
: : 3KB :
Lambda function ™ _3|ZB_ _____
5KB
5KB
https://docs.aws.amazon.com/ja_jp/amazondynamodb/latest/developerqui Table

de/HowltWorks.ReadWriteCapacityMode.html

adWs

\-/7


https://docs.aws.amazon.com/ja_jp/amazondynamodb/latest/developerguide/HowItWorks.ReadWriteCapacityMode.html

APl & Read Capacity Unit(CU)DjEH &

READDEYE. query, scan, get_item(I VTR FEMDT—2H9 4 X TEH

@ Amazon DynamoDB

3KB
e . 3KB
2RCU = 8KBD F— 4 184k ~ el Aol :
. : 5KB :
Lambda function 5KB
Table



APl & Read Capacity Unit(CU)DjEH &

READDEYE. query, scan, get_item(I VTR FEMDT—2H9 4 X TEH

@ Amazon DynamoDB

|
: 3KB ;
| |
4RCU = 16KBDT— 4% #4F : 3KB ;
< | |
| 5KB !
Lambda function : :
I 5KB [
. " e e e e e e e e e - -
MEHCU =L AR R F—42 4 A X/4KB desteis |
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7 VAt G I F

E g Amazon DynamoDB

— N/3 RCU

Partition
N/3 RCU

Partition

BED/N—T 43 IC N/3 RCU
TOEAMNEFT S /
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TTLDEFR

TTLIXCUZEE L LY

TTLZFIA LG VEIBRDIZEE L. HIBRX LD T—42 Fquery/scanL TH 5
delete A RL— 320 ERQ Y, BERIMICKELR/WCUEZRTET SE
MTULGEERLECUNEEANE

TTLEARRA B ETY CICHIBRESN S0+ TIXE <. 48BFRILLAIZHIER &
HoTWADT, 77— a G ERIINE
query CTTLYIND 7 14 T LA EN S aTREMEN B 5

TimeToLiveDeleteditemCount CTTLIZ K Y IR EN=-7 A T LEZHD >
k3B Z &4 AR

https://docs.aws.amazon.com/ja_jp/amazondynamodb/latest/developerquide/TTL.html
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https://docs.aws.amazon.com/ja_jp/amazondynamodb/latest/developerguide/TTL.html

A= R7—) T ZFALTVSDIZCUFE

A—FR5—ILZFALTEH., RINM O T ERADZERIGHEE L LY
« BRIZKBR/INALD
e ARVKIZEKBARINAY

APIa > tO—JL (L LLIFA—FRT—ILEGERABRBRWNMEE L H S

A— R —ILZERELE-T—TILLHEAREIX RCU/WCU & £ IZ5A W HAE
EIEANDT., COHOELEE

https://docs.aws.amazon.com/ja_jp/amazondynamodb/latest/developerquide/AutoScaling.CLI.htmIl#AutoScaling.CLI.BeforeYouBegin
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https://docs.aws.amazon.com/ja_jp/amazondynamodb/latest/developerguide/AutoScaling.CLI.html
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Amazon CloudWatch LogsDffE LNF 515

CloudWatch(XfEE[CLogH A TE., & THEFRITT,

CloudWatch CloudWatch > Log Groups St 0) ?é-\: & *ﬁ H’lﬁ' E,‘] [
R \‘/\
Dashboards Bt ?_ *ﬂz“ BE \{:\ﬁ LUy

Alarms 4 Search Log Group Create Logroure _sereterogwean

Lambda® 3 > 7 F#C &l

Filter: Log Stream Name Prefix

OK (6 Log Streams / Last Evel $ o 7\ 7 JL— = A
Billin 2019/08/12/[$LATEST]aQffa344823042129b1f0e97543684af 5079-08- st-1::
Eventz 2019/08/12/[$LATESTI6I 11a2044fca7613b03b4129499  2019-08-' APNTND Ist-1:¢
Rules 2019/08/12/[$LATEST]4« 350c849b6a802e9cd74cc7af1 2019-08-12vwwse annawoauye.ap o u€ast-1:
Event Buses 2019/08/12/[$LATEST]2: 1dc154cc1af65e565942¢5f33 2019—08-1‘ 2 16 UT6+9 arn:aws:logs:ap-northeast-1:
I Logs 2019/08/12/[$LATEST]4: 3bdefdealac251414580e2799 2019-08-12 18:13 UTC+9  arn:aws:logs:ap-northeast-1:
Insights 2019/08/12/[$LATEST]3: 3a4c847389a782ba3eal8667a  2019-08-12 18:11 UTC+9  arn:aws:logs:ap-northeast-1:
Metrics 2019/08/12/[$LATEST]6x 123f34c80a77bee1df2a48721 2019-08-12 18:10 UTC+9  arn:aws:logs:ap-northeast-1:

Settings 2019/08/12/[$LATEST]222dicb2{6604f229b1a14d3e0f168d9 2679-08-12 17:59 UTC+9  arn:aws:logs:ap-northeast-1::



A4 ILA—NE—2DFFE

e OJHMEFRIESNTUWWELTEH — BT H5XFIDHEE L ATHEE,

e 7)== a3 AT AO—T 74—y FEFIRIL—ILEBRREILLT
% Z & Tmetricfilter b {ERLTZE 5

e print CHADTADTIEAL ., loggerBE# G EXFIBLTOIHEATHIEN
HIITH

Define Logs Metric Filter

Filter events

Filter for Log Group: /aws/lambda/KinesisBatch

You can use metric filters to monitor events in a log group as they are sent to CloudWatch Logs. You can monitor and
count specific terms or extract values from log events and associate the results with a metric. Learn more about
pattern syntax.

Time (UTC +00: Message

2018-10-30
Loading function
Get record count:
Decoded payload: {"Tmp": 16, “TimeStamp®: 1540898004111, *ID": “test1"}
END Reque: : 13b5b1b-70e6-459b-a85e-b13ec98ec010
REPORT Requestld: e13b5b1b-70e6-459b-aB5e-b13ec98ec010 Duration: 0.48 ms Billed Duration: 100 ms Memory Size: 128 MB Max Memon
START Requestld: 370c60b5-2458-4ac9-8844-fbBc68aabf34 Version: SLATEST
{u'Records": [{u'eventVersion': u'1.0', u'eventlD": u'shardld-000000000002:4958966277076782051671819314117161995846152360373203764
Loading function
Get record count:
6
Decoded payload: {*Tmp": 15, “TimeStamp": 1540898004419, *ID": “test1"}
Decoded payloa , “Time! 1 1540898004728, “ID": “test1"}
Decoded payload: { = 25, t *: 1540898005038, “ID": "test1"}
Dex yl : ) *: 1540898005349, *ID": “test1"}
5 1540898005657, “ID": "test1"}
p*: 1540898005969, “ID": “test1"}
370(:60b:> -2458-4ac9-8844-Tb8c6Baabi34
REPORT Requestid: 370c60b5-2458-4ac9-8844-fb8c68aabf34 Duration: 0.66 ms Billed Duration: 100 ms Memory Size: 128 MB Max Memory
START Requestld: 694{203-55fd-4a32-a99e-eb1a540573bd Version: $LATEST
: [{u'eventVersion': u'1.0', u'eventID': u'shardld-000000000002:495896627707678205167181931415705654789343513688240292
Loading function
Get record count:
Decoded payload: {"Tmp": 23, “TimeStamp*: 1540898006586, *ID": “test1"}
59472(“9- fd-4a32-a99e-eb1a540573bd

Filter Pattern
START

Show examples

Select Log Data to Test

2018/10/30/[$LATEST]ea85257e07314867b20d1942e045d67d % | TestPattern
Clear

START Requestld: 52afba3f-539c-4335-9468-5c61f25abfc3 Version: $LATEST

{u'Recort u'eventVersion': u'1.0', u'eventID': u'shardid-000000000002:49589662770767820516718189
Loading function

Get record count:
33

Decoded payload: {"Tmp": 25, "TimeStamp": 1540883102840, "ID": "test1"}
Decoded payload: {"Tmp": 19, "TimeStamp": 1540883103150, "ID": "test1"}

Results
Found 3 matches out of 50 event(s) in the sample log.

Show test results

] e




CloudWatch Logs filter pattern

filter patternM L4k

« RKXF. IMNFIEREAEND
ERKRBITFIATEEL

BB /NE —2 7y FDHFI A EE
JISONFEH . AR—XRYY (FFI AT 8E
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CloudWatch Logs InsightsDiFE.

fields @timestamp, @message

/aws/lambda/clLogFormat2json

| SOrt @tImEStamp deSC | sort @timestamp desc

| filter @message like "[INFO]"

| filter @message like "[INFO]" RS

| ||m|t 20 m Actions v

Logs

Visualization

! @timestamp

2019-07-02T13:35:21.530+09:00
2019-07-02T13:35:19.810+09:00
2019-07-02T13:35:19.491+09:00
2019-07-02713:35:19.231+09:00

Q 15m 30m 1h 6h 12h 1d custom ~

Sample queries v Have feedback? Email us.

: @message

[INFO] 2019-07-02T@4:35:21.530Z feb95ca9-3aef
[INFO] 2019-07-02T04:35:19.810Z 498b5d85-16e0
[INFO] 2019-07-02T04:35:19.490Z 714bf133-8d56
[INFO] 2019-07-02T04:35:19.231Z 714bf133-8d56

adWs
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CloudWatch Logs InsightsD & FF

fields @timestamp, @message

/aws/lambda/clLogFormat2json Q  15m 30m 1h 6h 12h 1d custom ~

| Sort @tImEStamp desc | filter @message like "[INFO]"
| stats count(*) by bin(im)

| filter @message like "[INFO]” [piRERE:
| stats cou nt(*) by bln(lm) Actions v | Sample queries v
| limit 2000

Logs Visualization

: bin(1m) ¢ count(*)
2019-07-02T13:40:00.000+09:00
2019-07-02T13:35:00.000+09:00
2019-07-02T13:20:00.000+09:00
2019-07-02T13:00:00.000+09:00
2019-07-02T12:50:00.000+09:00

Have feedback? Email us.




0o R E R

Lambda® O R EHAME LT 7 4 )L FHVEHAE
- HELHBICERET S LEENLDE

CloudWatch CloudWatch > Log Groups
Dashboards
Alarms 4 Actions v
Filter: Log Group Name Prefix X
OK e Log Groups Insights | Expire Events After | Metric Filters
Billing /aws/apigateway/welcome Explore Never Expire 0 filters
Events /aws/lambda/ConditionFunc Explore Never Expire 0 filters
Rules /aws/lambda/CreateCognitoUser Explore Never Expire 0 filters
Event Buses /aws/lambda/CreateCognitoUserjs Explore Never Expire 0 filters
I Logs /aws/lambda/DLQfunc Explore Never Expire 0 filters
Insights /aws/lambda/DynamoDBreadfunc Explore Never Expire 0 filters
Metrics /aws/lambda/DynamoDBtoLambda Explore | Never Expire 0 filters
Settings /aws/lambda/JWTFumction Explore | Never Expire 0 filters
Favorites /aws/lambda/KinesisDataEgestFunc Explore Never Expire 0 filters
/aws/lambda/KinesisDatalngestFunc Explore Never Expire 0 filters
© Add a dashboard
/aws/lambda/KinesisDatalngestLoopFunc Explore Never Expire 0 filters
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Dashboard
My domains
| logsearch

Reserved instances

logsearch

Amazon Elasticsearch Service

Configure cluster Modify access policy Manage tags Delete domain Upgrade domain

Overview Cluster health

Domain status
Elasticsearch version
Endpoint

Domain ARN

Kibana

Instance health Indices Logs Upgrade history

Active

6.7
https://search-logseard | I 2noadpy.ap-northeast-1.es.amazonaws.com

:domain/logsearch

arn:aws:es:ap-nort

https://search-logsear (i R 2o cry-ap-northeast-1.es.amazonaws.com/_plugin/kibana/

Availability zones
Instance type

Number of instances

Storage type
EBS volume type

EBS volume size

Encryption at rest

1
t2.small.elasticsearch

1

EBS
General Purpose (SSD)
10 GB

Disabled




CloudWatch CloudWatch > Log Groups Amazon CloudWatch Logs Q‘?
Dashboards

Alarms 4 Create Metric Filter Actions v
Create log group o & O
OK o Filter: hello % ¢ <« Log Groups 1-1
Billing Log Groups ic Filters = Subscriptions
Events © helloworld_loggrouy Export data to Amazon S3 Brs None
Rules View all exports to Amazon S3

Event Buses

| Logs Stream to AWS Lambda

Insights
Metrics

Settings

Favorites

© Add a dashboard



Step 1: Choose Destination

Step 2: Configure Log Format
and Filters

Step 3: Review

Step 4: Confirmation

Start Streaming helloworld_loggroup to Amazon Elasticsearch Service

You are about to start streaming data from your "helloworld_loggroup" log group to an Amazon Elasticsearch Service
cluster. Any new log data sent to this log group will be sent to the cluster you choose.

Select account @ This Account

Another Account

e

Amazon ES cluster] logsearch

Lambda Function

CloudWatch Logs uses Lambda to deliver log data to Amazon ES. You must specify an IAM role that grants Lambda
permission to make calls to Amazon ES. You can choose an existing role or create an IAM role that automatically has
the required permissions. To deliver log data to another account, you must specify the Elasticsearch Domain ARN and
Elasticsearch Endpoint of other account and ensure permissions are granted to be able to publish to that ARN.

Lambda IAM Execution Role* LambdaElasticServiceRole 1 0

Cancel

R




Step 1: Choose Destination

Step 2: Configure Log Format
and Filters

Step 3: Review

Step 4: Confirmation

Success

You have started streaming log data from your "helloworld_loggroup" log group to your "logsearch" Amazon
Elasticsearch Service cluster.

If you have set an access policy for your Amazon Elasticsearch Service cluster that allows access from your
browser, you can start interacting with your log data using the following links:

o Kibana 3
« Kibana 4
« Elasticsearch API

The following Lambda function transforms your incoming CloudWatch Logs data to index documents and
submits them to your Elasticsearch cluster. You can modify this function to add custom data transformations
(for example, converting IP addresses to geo-locations):

» LogsToElasticsearch_logsearch

If you are streaming any of the following AWS log data sources you can import sample Kibana 3 dashboards
by downloading the relevant dashboard file below. Learn how to import dashboard files in Kibana 3.

e Amazon VPC Flow Logs
« AWS Lambda
¢ AWS CloudTrail

You can cancel the streaming of your log data to Amazon Elasticsearch Service any time by removing the
subscription filter associated with your log group.

R

Cancel Previous I Start Streaming | )



¥ kibana
‘ VA % Kibana

Index Patterns No default index Create index pattern
o Saved Objects PRl L L Kibana uses index patterns to retrieve data from Elasticsearch X Include
iscover . select or create one to L . . . S indi
Advanced Settings continue indices for things like visualizations. system indices
Visualize
bashboard Step 1 of 2: Define index pattern

Index pattern

Timelion * I

C W = / I cwl-*
You can use a * as a wildcard in your index pattern.
You can't use spaces or the characters\,/, 2, ", <, >, |. > Nextstep

v Success! Your index pattern matches 1 index.

Alerting

Dev Tools

Management
cwl-2019.08.11

Rows per page: 10 v

© 2019, Amazon Web Services, Inc. or its Affiliates. All rights reserved.



K kibana

Discover
Visualize
Dashboard

Timelion

Alerting

Dev Tools

Management

% Kibana

Index Patterns
Saved Objects
Advanced Settings

No default index
pattern. You must
select or create one to
continue.

¥. kibana

Create index pattern

Kibana uses index patterns to retrieve data from Elasticsearch X Include
indices for things like visualizations. system indices

Step 2 of 2: Configure settings

You've defined cwl-* as your index pattern. Now you can specify some
settings before we create it.

—Lims Eilter ficld name Refresh

@timestamp v

The Time Filter will use this field to filter your data by time.
You can choose not to have a time field, but you will not be able to
narrow down your data by a time range.

> Show advanced options

< Back I Create index pattern I




¥ kibana
‘ kibana % Kibana

Index Patterns & cwl* * cwl-* * 2

Saved Objects

Discover Time Filter field name: @timestamp
Advanced Settings
Visualize This page lists every field in the cwl-* index and the field's associated core type as
recorded by Elasticsearch. To change a field type, use the Elasticsearch Mapping API

Dashboard %

Timelion Fields (29) Scripted fields (0) Source filters (0)

Alerting Filter All field types ~

Dev Tools N

ame Type Format Searc.. Aggre... Exclu...

Management @id string ° 7
@id.keyword string ° ° 7
@log_group string ° V4
@log_group.keyword string ° ° V4
@log_stream string ° 7




50 hits New Save Open Share Inspect C'Auto-refresh < @ August 11th 2019, 21:45:20.817 to August 11th 2019, 21:45:20.897 >

kibana
‘ >_ 200| Options C Refresh

Discover Add a filter +
Visualize cwl-* August 11th 2019, 21:45:20.817 - August 11th 2019, 21:45:20.897 — Auto s

Selected fields
Dashboard , 25

? _source 20
Timelion Available & E 15

fields S 10
Alerting t @id 5 H

0 [ M ™
Dev Tools t @log group 21:45:20.840 21:45:20.840 21:[:20.850 21:45:20.860 21:45:20.870 21:45:20.880 21:45:20.890
imestamp per millisecond

Top 5 values in 50/ 50
Management records

helloworld_loggroup @ @ Time _source

» August 11th 2019, 21:45:20.841 @gpessage: 13.231.21.130 — — [11/Aug/2019:12:45:20 +0000] "GET

t @log stream
t @message

Top 5 valuesin 50/ 50
records

13.231.21.130-- [11..Q Q

1o

13.231.21.130-- [11..Q Q

1o

13.231.21.130-- [11..Q Q

1o

August 11th 2019, 21:45:20.843

/helloworld HTTP/1.1" 200 20 e129c3fb-bc35-11e9-a4a8-71d913e77613
date: 11/Aug/2019:12:45:20 +0000 request: GET /helloworld HTTP/1.1
ident: - bytes: 20 el129c3fb-bc35-11e9-a4a8-71d913e77613

host: 13.231.21.130 authuser: - status: 200

@message: 13.231.21.130 - - [11/Aug/2019:12:45:20 +0000] "GET
/helloworld HTTP/1.1" 200 20 el2al2le-bc35-11e9-a4a8-71d913e77613
date: 11/Aug/2019:12:45:20 +0000 request: GET /helloworld HTTP/1.1
ident: - bytes: 20 el2al2le-bc35-11e9-a4a8-71d913e77613

host: 13.231.21.130 authuser: - status: 200




‘ 1 hit New Save Open Share Inspect C'Auto-refresh <€ O August 11th 2019, 21:45:20.817 to August 11th 2019, 21:45:20.897 >
kibana

>_ el2al2le Options C Refresh
Discover Add a filter +
Visualize cwl-* August 11th 2019, 21:45:20.817 - August 11th 2019, 21:45:20.897 — Auto s

Selected fields ; B
Dashboard

? _source 0.8
Timelion Available o £ 06

. =

fields S 04
Alerting t @id 0.2

0

Dev Tools t @log group 21:45:20.830 21:45:20.840 21:45:20.850 21:45:20.860 21:45:20.870 21:45:20.880 21:45:20.890

@timestamp per millisecond
Top 5valuesin1/1

Management records
helloworld_loggroup @ @ Time _source

» August 11th 2019, 21:45:20.843 pytes: 20 el2al2le-bc35-11e9-a4a8-71d913e77613 @message: 13.231.21.130

t @log_stream - - [11/Aug/2019:12:45:20 +0000] "GET /helloworld HTTP/1.1" 200 20
el2al2le-bc35-11e9-a4a8-71d913e77613 date: 11/Aug/2019:12:45:20 +0000

t @message

request: GET /helloworld HTTP/1.1 ident: - host: 13.231.21.130
Top 5valuesin1/1
records

13.231.21.130--[11..@ Q

100.0%

t @owner

authuser: - status: 200

© @timestamp
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CloudWatch LogStream Z Lambda®Event5 | T (T 5

{
"awslogs": {
"data": "H4sIAAAAAAAAAITSWYrbMBD9FaNr18mMJVmSb4
Em6WFLC/FtNwTZmnUMTpzacrdLylL934gXsaaES "
, / pzacraty . Q - Event5| %k
Salls)
AsHJKorPaoEWGuU77ZDv104ZsjdV3/2g9dODDazOh
wY81T1M8TuP8be6inGmc3lVB3G7721+9vgAVcwlAAA=="
} -
} A LogStream(d. gzip/EHE=
(\ BEE R BEER 1. BASE64T > 11— R
@ i : . ncnd
: 92Ip  BASE64 . PstreamERIDT(EIRL,
Amazon CloudWatch filter AWS Lambda JdA4)L593

aws
~—

© 2019, Amazon Web Services, Inc. or its Affiliates. All rights reserved.




CloudWatch CloudWatch > Log Groups

Dashboards Amazon CloudWatch Logs Ca?

Alarms 4 Actions v
Filter: hello X 1€
OK o Log Groups Insights  Expire Events After = Metric Filters = Subscriptions
Billing ") helloworld_loggroup Explore Never Expire I 0 filters INone
Events
Rules

Event Buses
| Logs
Insights
Metrics
Settings

Favorites
© Add a dashboard

© 20"



Step 1: Define Pattern
Step 2: Assign Metric

Define Logs Metric Filter Amazon CloudWatch Logs Q“?

You can use metric filters to monitor events in a log group as they are sent to CloudWatch Logs. You can monitor and
count specific terms or extract values from log events and associate the results with a metric. Learn more about
pattern syntax.

Filter for Log Group: helloworld_loggroup

Filter Pattern
helloworld

Show examples

Select Log Data to Test

00cbfdb04daad5c1761d9890b1735a70

¢| Test Pattern |
Clear

13.231.21.130 - - [11/Aug/2019:12:45:20 +0000] "GET /helloworld HTTP/1.1" 200 20 e129eaec-bc35-11€9-b37 e
13.231.21.130 - - [11/Aug/2019:12:45:21 +0000] "GET /helloworld HTTP/1.1" 200 20 e150fb30-bc35-11€9-b37¢
13.231.21.130 - - [11/Aug/2019:12:45:21 +0000] "GET /helloworld HTTP/1.1" 200 20 e158754e-bc35-11€9-b37
13.231.21.130 - - [11/Aug/2019:12:45:21 +0000] "GET /helloworld HTTP/1.1" 200 20 e175e890-bc35-11€9-b37
13.231.21.130 - - [11/Aug/2019:12:53:58 +0000] "GET /helloworld HTTP/1.1" 200 20 157e1c37-bc37-11€9-b37¢
13.231.21.130 - - [11/Aug/2019:12:53:58 +0000] "GET /helloworld HTTP/1.1" 200 20 15859552-bc37-11€9-b37
13.231.21.130 - - [11/Aug/2019:12:53:58 +0000] "GET /helloworld HTTP/1.1" 200 20 159091e4-bc37-11€9-b37
Results

Found 8 matches out of 8 event(s) in the sample log.

Show test results

Cancell Assign Metric |




Step 1: Define Pattern
Step 2: Assign Metric

Create Metric Filter and Assign a Metric Q“?

Filter for Log Group: helloworld_loggroup

Log events that match the pattern you define are recorded to the metric that you specify. You can graph the metric
and set alarms to notify you.

Filter Name: ' helloworld (i )

Filter Pattern: helloworld

Metric Details
Metric Namespace: LogMetrics % © Create new namespace

I Metric Name:  helloworld_metric I (i)

Show advanced metric settings

Cancel Previous Create Filter



. ®
Create function . AWS Lambda &

Choose one of the following options to create your function.

Author from scratch O Use a blueprint o Browse serverless app re
Start with a simple Hello World Build a Lambda application from pository
example. sample code and configuration Deploy a sample Lambda
presets for common use cases. application from the AWS
Serverless Application Repository.
=¥ -~
B=v =

Blueprints info

‘ Q  Add filter m‘ < 1

I Keyword : cloudwatch-logs-process-data ) |

cloudwatch-logs-process-data o

A real-time consumer of log events ingested by an Amazon
CloudWatch Logs log group.

nodejs - logs - cloudwatch

© 2019, Ama 5
—




CloudWatch Logs trigger Remove

Log group

Please select the CloudWatch Logs log group that serves as the event source. Log Events sent to the log group will trigger your Lambda function with
the contents of the logs received.
I ‘ helloworld_loggroup I v ’
Filter name
Choose a name for your filter.

‘ helloworld ’

Filter pattern
Enter an optional filter pattern.

Lambda will add the necessary permissions for Amazon CloudWatch Logs to invoke your Lambda function from this trigger.
Learn more about the Lambda permissions model.

Enable trigger

Enable the trigger now, or create it in a disabled state for testing (recommended).




AWS Lambda &

Function code info

Code entry type Runtime

Edit code inline v Node.js 8.10 v

2~ File Edit Find View Go Tools Window

v (7] LogStreamTriggerFt £~ | index.js X

%> index.js const zlib = require('zlib');

Environment

1

2

3 exports.handler = async (event, context) => {
4 const payload = new Buffer(event.awslogs.data, | 'base64');

5 const parsed = JSON.parsedzlib.gunzipSync(payload)f toString('utf8'));
6

7

8

9

console.log('Decoded payload: ", ON.stringity(parsed));
return “Successfully processed ${parsed.logEvents.length} log events.";

e
I

© 2019, Amazon Web Services, Inc. or its Affiliates. All rights reserved.



CloudWatch CloudWatch > Log Groups
Amazon CloudWatch Logs
Dashboards
Alarms 4 Create Metric Filter Actions v
Create log group o & 0
P Delete log grou i e

OK 0 Filter: hello b Log Groups 1-1

Billing Log Groups ic Filters  Subscriptions
Events © helloworld_loggrou Export data to Amazon S3 Brs None

Rules View all exports to Amazon S3

Event Buses
| Logs
Insights Stream to Amazon Elasticsearch Service
Metrics
Settings

Favorites

© Add a dashboard

© 201



Lambda Function

Step 1: Choose Destination

Step 2: Configure Log Format Choose the Lambda function that should execute when a log event matches the filter you are going to specify. Learn Q“?
and Filters more about Lambda functions.

Step 3: Review

Lambda Function*l LogStreamTriggerFunc I ;0

A Warning

Streaming large amounts of CloudWatch Logs data to other destinations might result in high usage
charges. We recommend that you create a Budget in the Billing and Cost Management console. For
more information, see Managing Your Costs with Budgets.

Cancel




Review & Start Streaming to Amazon Lambda Service

Step 2: Configure Log Format CloudWatch Logs will stream data from the log group "helloworld_loggroup" to the Lambda function
and Filters "LogStreamTriggerFunc".

Step 1: Choose Destination

R

Step 3: Review o
Choose Destination Edit

Lambda Function Name LogStreamTriggerFunc

Configure Log Format and Filters Edit

Subscription Filter Name LambdaStream_LogStreamTriggerFunc

Filter Pattern [host, ident, authuser, date, request, status, bytes]

Cancel Previous | Start Streaming I '



Filter events

Message
2019-08-10 07:37:48

START RequestId: 7cablff5-6ea8-4a5c-afb@-alca7fe8a4@f Version: $LATEST

2019-08-10T07:37:48.810Z 7cablff5-6ea8-4a5c-afb@-alca7fe8a4@f Decoded payload:

{
"messageType": "DATA_MESSAGE",
"owner":
"logGroup": "helloworld_loggroup",
"logStream": "05d6d898fc9676b8468c3fe74ded9382",
"subscriptionFilters": [
"LambdaStream_LogStreamTriggerFunc"
=i
"logEvents": [
{
"id": "34910091598381004365381727989893135091847801358698938368",
"message": "27.0.3.145 - - [10/Aug/2019:07:37:27 +0000] \"GET /helloworld HTTP/1.1\" 200 20 b4@ldcd7-bb41-11e9-9070-6dac7fc19459",
"date": "10/Aug/2019:07:37:27 +0000",
"request": "GET /helloworld HTTP/1.1",
"ident": "-",
"bytes": "20 b40@ldcd7-bb41-11e9-9070-6dac7fc19459",
"host": "27.0.3.145",
"authuser": "-",
"status": "200"
}
}
L

©2

END RequestId: 7cablff5-6ea8-4a5c-afb@-alca7fe8a40f
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AWS X-Ray A > R—HR > b

— Request
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AWS Lambda TX-RayZF|HI 5 1=HIZIL. .

LambdafA/\y & — U ITX-Ray SDKZEEML., 79 T4 7 bL—XZONIZT 5,
IAM rolet, AZE . Managed policy’ BE S TLV3

«  PythonDiHZ&E
Python 2.7, Python3.6 LA[%

L Node .jS 0) 173_ é Debugging and error handling
Node.js 4.3 A&

o JavaDBZE

DLQ resource Info

None

Java8LA[&
« GoDIFE
Gol.7LAR%
- NETODHE
.NET Core 2.0 LA[% CLFG&*L‘is

--tracing-config &= 7> 3 >
aws
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24l (Python)

from aws_xray_sdk.core import xray_recorder
from aws_xray_sdk.core import patch_all

patch_all()
def main(event, cotext):
xray_recorder.begin_segment(‘main segment’)
(mainfLEE)
xray_recorder.begin_subsegment(‘sub segment’)
(JREEA)
xray_recorder.end_subsegment(‘sub segment’)
xray_recorder.end_segment
return
adws

\/‘7



24l (Python)

from aws_xray_sdk.core import xray_recorder
from aws_xray_sdk.core import patch_all

patch_all()

LTS T4 T3 )IZ/\y Fi#EH
pythonDIZ &

-botocore, boto3

-requests

-sqlite3

-mysg-connector-python

HE

patch_all Cld7%: < patch(’boto3’ )i EE T B Z & L A[RE

adWs

\/‘7



24l (Python)

from aws_xray_sdk.core import xray_recorder
from aws_xray_sdk.core import patch_all

patch_all()

def main(event, cotext):
xray_recorder.begin_segment(‘main segment’) MIBLEKRDET AV M EESE

(mainfLEE)
xray_recorder.begin_subsegment(‘sub segment’)
(RFEA)
xray_recorder.end_subsegment(‘sub segment’)
xray_recorder.end_segment
return
aws

\/‘7



£ l(Python)

from aws_xray_sdk.core import xray_recorder
from aws_xray_sdk.core import patch_all

patch_all()
def main(event, cotext):
xray_recorder.begin_segment(‘main segment’)

(mainJLEE) e
xray_recorder.begin_subsegment(‘sub segment’) MEEO_) a8 'C“"j'? O AME
(ALERA) B & AR

xray_recorder.end_subsegment(‘sub segment’)
xray_recorder.end_segment
return
aws

\/‘7
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Q&A

PEATETEMDETERBIZOLTIE
AWS Japan Blog Thttps://aws.amazon.com/jp/blogs/news/| [ZT
®BW/EBELFT,
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https://aws.amazon.com/jp/blogs/news/

8 A @ Black Belt Online Seminar B2{EF 5E
https://amzn.to/JPWebinar

08/06- {0 12:00-13:00-AWS Glue

1]s c c = o

08/20 (&) 12:00-13:00 Serverless E=4% 1) >4
08/21 (7K) 18:00-19:00 AWS AppSync
08/28 (7K) 18:00-19:00 Amazon Aurora with PostgreSQL Compatibility
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AWS D BAREBERDIGA TAwWs ] THR®E

aWS7 BABUF—AASHVEDE YH—h BABE -+ FHOVh o

BE YYa—yary HE RFaxXybd FH /N—hF— AWS Marketplace Z0Oft Q

AWS 750 R —ERXFRERNEN YT
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