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« AWS does not offer binding price quotes. AWS pricing is publicly available and is subject to
change in accordance with the AWS Customer Agreement available at
http://aws.amazon.com/agreement/. Any pricing information included in this document is provided
only as an estimate of usage charges for AWS services based on certain information that you
have provided. Monthly charges will be based on your actual use of AWS services, and may vary
from the estimates provided.
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Amazon DynamoDB (35— J)L(CH& SN IEEEMECWT I3
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Getltem
AWS Lambda Amazon DynamoDB
def get_user(event, context): .

user_id = event['pathParameters']['id’] 1321$E3$25e2?ﬁ:t10n5'
response = table.get_item( _ AttributeName: 1&

key={'1d": user_id}) AttributeType: S
item = response.get('Item’) KeySchema: ’
return { : - AttributeName: 1id

statusCode': 200, KevTvpe: HASH

"body': json.dumps(item)} . VI
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AWS Lambda

__—1

Getltem

71

T Lambda EED IAM O—JLICHRT I 733 > 5FEE

- Effect: Allow
Action:
- dynamodb:GetItem

RCSUUI LC.

- Fn::Sub:

arn:aws:dynamodb: ${AwS: :Region}: ${AWS: :Acco

untId}:table/User

« dynamodb:* (F3FFE L <7R0)
o WORERT IS I3>DHEER

TableName: User
AttributeDefinitions:
- AttributeName: 1id
AttributeType: S
KeySchema:
- AttributeName: id
KeyType: HASH
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. Allow
on:

- dvnamodb:GetTtem

resource:
- Fn:
arn:aws:dynamodb: ${AwS: :Region}: ${AWS: :Acco
untId}:table/User

:Sub:

71

~ Lambda BID IAM O—JLICHBI B 703> 2EE
dynamodb:* ($iFFE U < 7R
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TableName:! User
AttributeDeTinitions:
- AttributeName: id
AttributeType: S
KeySchema:
- AttributeName: id
KeyType: HASH
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- Effect: Allow
Action:
- dynamodb:GetItem
Resource:

- Fn::Sub:
arn:aws:dynamodb: ${AwS: :Region}: ${AWS: :Acco
untId}:table/User

Condition:
ForAllvalues:StringEquals:
dynamodb:LeadingKeys:
- ${www.amazon.com:user_id}
dynamodb:Attributes:
- 1id
- name
- email
StringEqualsIfExists:
dynamodb:Select: SPECIFIC_ATTRIBUTES
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Amazon API Gateway D72t Al - Lambda

AWS Lambda RV S —%IR U CTZNZE(IC 7O XFHEHTTHONS

° 77’]’) % hb\bn:b\nIE '\ g ”D
/)(D/ \7>(_97@ER(/TH25 Lambda Auth

function

* Authorizer B&EF+wv o i e
® AUthorlzer %%&Wtéfgﬁ EIL\;\_.I- Request w/ a bearer

token or params

. ®

AWS Lambda

I:I \\/\\ \y 7 % EEF{ﬂ]j . L t. W Allowed functions
Epr v . ‘
« APIG ateway HY IREIEN 7:_/—|_\ Client AP| Gateway Policy is [ [ ] i accossbn cadpoRt
1)< ‘:H ﬂﬁ 403 Denied evalufted Aen

==

Policy is
cached

https://docs.aws.amazon.com/ja_jp/apigateway/latest/developerguide/apigateway-use-lambda-authorizer.html
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Lambda Authorizer - E3%4l

def authorize(event, context):
user_id = event['pathParameters']['id’]

token = event['headers']['Authorization’]
effect = "Allow' if is_authorized(user_id,

return {

'principalId': user_id,

"'policyDocument': {
'Version': '2012-10-17’,
'Statement': [{

}

"Action': 'execute-api:Invoke’,
'"Effect': effect,
'Resource': event['methodArn’],

token) else 'Deny'

P

Lambda Auth

function
Context + Token

or Request params

4
/
. =1 + Policy
Request w/ a bearer / ll E
—_—

token or params

C t. @ Allowed Aot
(S /
. L 4 &

Client AP| Gateway Policy is b =TS ”I',; y B b2t
evaluated
403 Denied l Anron 23
Policy is
cached
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Lambda Authorizer - E3%4l

i :I. « event & context ZZITHDD(EIHHIRESD
def authorize(event, context):

user_id = event['pathParameters']['id’]
token = event['headers']['Authorization’]

effect = '"Allow' if is_authorized(user_id, token) else 'Deny'

(ST —— AT AEAT ST MK
'principalId': user_id, 7"\Jﬂ>~>/(’)I/ID .
lpo'l.iCyDocumentl . { DVWOW_CEEEE_C_‘THE IAM /—I_\UV_

'Version': '2012-10-17’,
'Statement': [{
"Action': 'execute-api:Invoke’,
"Effect': effect,
'Resource': event['methodArn’],

}

adWws
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Lambda Authorizer - E3%4l

I « event (& Amazon APl Gateway 5D O— RZ2ZH ‘
def authorize (eVe R ——

user_id = event['pathParameters']["' 1d ] ‘
token = event['headers']['Authorization © FRDLEIZPRAZ KNy ESTENTNS
8TTEec

— T TOW T e AUTROTTZeTIRer—Td, |  MMERUAEN RS

return {
'principalId': user_id,
"'policyDocument': {
'Version': '2012-10-17’,
'Statement': [{
"Action': 'execute-api:Invoke’,
'"Effect': effect,
'Resource': event['methodArn’],

}

} adWs
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Lambda Authorizer - E3%4l

def authorize(event, context):

SREEROIO=w 2 user_id, token =&
TDFER(CKD T Allow H Deny =iR$DD

user_id = event['pathParameters']['1d’]
~token = event['headers'll'Authariz

effect $ "Allow' if|is_authorized(user_ id,

return {

'principalId': user_id,
'policyDocument': {

'Version': '2012-10-17",
'Statement': [{

"Action': 'exe

Jjte-api:Invoke’,

token)! else 'Deny'

I- RESNTIZRIE % Effect (C

'"Effect' : PR

'Resource':

}

event[ 'methodArn’],
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Lambda Authorizer - E3%4l
~Important!!

def authorize(event, context):
user_id = event['pathParameters']['id’]
token = event['headers']['Authorization’]

effect = '"Allow' if is_authorized(user_id, token) else 'Deny'
return { o FOSAVICFDTAILRI— REIBET D EEFRE
"'principalId': user_id, c U URBHSEHRNIICIEET D ENEE

'policyDocument': {
'Version': '2012-10-17",

‘Statement”: | vore’) UV — R EEEICIRNCISE TS
[ . ' B _ = y ® \_X Btk (C /T?‘:E}'—:E
'Act1on'. %ecute api:Invoke « event['methodArn’] (FFEICUIITR b%&
Effect’': effect, LEDELTWBIY RRA> MR E
'Resource’ :l event[ 'methodArn’] HTTP XYV v RO BARENTZ5BF

1]

}
} aws
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Amazon API Gateway DX It AHlil — Private API

VPC IT> R > MERTOIHI T NEZHFTDTSAR— N4 API

{
"Version": "2012-10-17",
"Statement": [

{
"Effect": "Deny",
“Principal™: ", _ vpc-3d3wpge2utq78tpfc
"Action": "execute-api:Invoke",

"Resource": "arn:aws:execute-api:{region}:{iascountId}} jokwzthgj7/*",
"Condition": {
"StringNotEquals": £
"aws:sourcevpc": §'vpc-3d3wpge2utq78tpfc"

}
}
}

]
}/7

API Gateway DU Y —ZXRUZ—T &_ D‘/’U

7Ot Aa]EEIR VPC ZREHKSD

jokwzthgj7
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from base64 import b64decode

ENCRYPTED = os.environ['F00']

DECRYPTED = boto3.client('kms').decrypt(Ciphertextslob=b64decode (ENCRYPTED))['Plaintext"']

def lambda_handler(event, context):
TODO
pass
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from base64 import b64decode

ENCRYPTED = os.environ['F00']

DECRYPTED = boto3.client('kms').decrypt(CiphertextBslob=b64decode (ENCRYPTED))['Plaintext"']

def lambda_handler(event, context):
TODO
pass
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import boto3
import os

from base64 import b64decode

ENCRYPTED = os.environ['F00']

DECRYPTED = boto3.client('kms').decrypt(CiphertextBslob=b64decode (ENCRYPTED))['Plaintext"']

def lambda_handler(event, context):
TODO
pass
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AWS Lambda O%

« AWS Lambda @077 (& Amazon CloudWatch Logs (CEEEkE=ND
« IV 3> AETON—SAMJSUREICK>D THASNZOTEEK
« Lambda BEA'EEZATOT (IEH TS > T)LIRIEHRDH

R (UTC +09:00) Ayt—3J

2019-08-13

NWEDEZBHNINRYNEBDEFEA, BHIT,
v 04:39:25 START Requestld: bdfd2ae0-3a20-4165-86a1-403edb4a1603 Version: $LATEST

START Requestld: bdfd2ae@-3a20-4165-86a1-403edb4al6@3 Version: $LATEST

v  04:39:25 Something has been happened: RuntimeError Traceback (most recent call last): File "/v4

Something has been happened: RuntimeError

Traceback (most recent call last):

File "/var/task/lambda_function.py", line 14, in lambda_handler
raise RuntimeError('Something has been happened')

RuntimeError: Something has been happened

v 04:39:25 END Requestld: bdfd2ae0-3a20-4165-86a1-403edb4al1603

END RequestId: bdfd2ae@-3a20-4165-86al1-403edb4al603

v 04:39:25 REPORT Requestld: bdfd2ae0-3a20-4165-86a1-403edb4a1603 Duration: 1.36 ms Billeg

REPORT RequestId: bdfd2ae@-3a20-4165-86al1-403edb4al6@3 Duration: 1.36 ms Billed Duration: 10@ ms Memory
Size: 128 MB Max Memory Used: 67 MB aWS
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AWS Lambda O%

0/ % Amazon CloudWatch Logs (CEZIADT=H(C(E

BRI S —ZEDHTDIRENDD

- PolicyDocument:

version: 2012-10-17 « CloudWatch Logs [CEEZIADHER
. « AWSLambdaBaseExecutionRole &[EANE
Statement: _
o Effect: Allow 72D TEFRI SN TLD
- Effect: Allow

Action: y

- logs:CreateLogGroup
- logs:CreateLogStream
- logs:PutLogEvents
Resource:

- arn:aws:logs:*:*:*
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Atz 0XATJ0-TUIIR cELRRRZE NL—2 270

« YARZAZ OVl caRb

FINy ST 7B

« SAM D&Y — XD Properties B T~ (SIEHN
« AWS::Serverless::Api
« TracingEnabled: true
« AWS::Serverless::Function
: : aws
* “Tracing: Active ~—



AWS X-Ray [C&KBDRE L —>20%B3E

Atz 0XATJ0-TUIIR cELRRRZE NL—2 270

« Lambda BEER(CERER TSN TLVSD IAM O—JLIC X-Ray DR = —%Z810

xray:PutTraceSegments
xray:PutTelemetryRecords
xray.GetSamplingRules
xray.GetSamplingTargets
xray:GetSamplingStatisticSummaries

https://github.com/awslabs/serverless-application-model/blob/master/versions/2016-10-31.md
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AWS X-Ray [c&D bL—2 2O WREIEM

«  Amazon DynamoDB ND V7 I RE cL—2 20 DMRITENUZVWNEE
« AWS X-Ray SDK for Python D&
« VTG —23> DERECUATOWVNTNHADEREZIBNN

from aws_xray_sdk.core import patch_all
patch_all()

from aws_xray_sdk.core import patch
patch(('botocore', 'boto3'))

https://docs.aws.amazon.com/ja_jp/xray/latest/devguide/xray-sdk-python.html
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aws_xray_sdk.core.patch, aws_sdk_core.patch_all Dl

o HIR—hENTWBSAISUZ/\WF

« ENSOMNUHURFICUOIIR MEL AR X% AWS X-Ray (CERER

s BEDSATSUDHIC)\FUTELIZE(S patch

o« HIR—KFESNTVWBIRTDSAITSUZ—IT/\WFUTZWEE(S patch_all

from aws_xray_sdk.core import patch_all
patch_all1()

b‘/‘l'\ h=nTnads>1J350

botocore, boto3
pynamodb

aiobotocore, aioboto3
requests, aiohttp
httplib, http.client
sqlite3
mysql-connector-python

from aws_xray_sdk.core import patch
patch(('botocore', 'boto3'))

https://docs.aws.amazon.com/ja_jp/xray/latest/devguide/xray-sdk-python-patching.html
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9-08-11, 08:13:.01 PM PutBucketPolicy S3 Bucket
« API J1—)L v I F v
-11, 08:13:01 PM StartLogging CloudTrail Trail
2019-08-11, 08:13:01 PM PutEventSelectors CloudTrail Trail
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