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« AWS does not offer binding price quotes. AWS pricing is publicly available and is
subject to change in accordance with the AWS Customer Agreement available at
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document is provided only as an estimate of usage charges for AWS services based on
certain information that you have provided. Monthly charges will be based on your
actual use of AWS services, and may vary from the estimates provided.
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AWS Key Management Service (KMS) &
AWS CloudHSM
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Microsoft CryptNG (CNG) &L\ TzZER ,TEOD%#'E SAPI%
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AWS Cloud HSM 517> Amazon Linux, Amazon Linux 2,
(BIBOSA477>2 ) Red Hat Enterprise Linux 6.7+, 7.3+, Cent OS 6.7+. 7.3+,
Ubuntu 16.04 LTS, Microsoft Windows Server 2012, 2012 R2,
2016
CNG/KSP Z0)\1 45— Microsoft Windows Server 2012, 2012 R2, 2016
PKCS #11 Amazon Linux, Amazon Linux 2, Red Hat Enterprise Linux 6.7+,

7.3+, Cent OS 6.7+. 7.3+, Ubuntu 16.04 LTS
JCEZO/\%— (Open]DK 1.8t Amazon Linux, Amazon Linux 2, Red Hat Enterprise Linux 6.7+,
HR— ) 7.3+, Cent OS 6.7+. 7.3+, Ubuntu 16.04 LTS

&% : CloudHSM VI RO T 7S5 TS UDER :
https://docs.aws.amazon.com/ja_jp/cloudhsm/latest/userguide/use-hsm.html
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CloudHSM CLIE{TIRIEDE K

$ sudo service cloudhsm-client stop

$ sudo /opt/cloudhsm/bin/configure -a <HSM®ENI IP7 kL X>

$ sudo service cloudhsm-client start

$ sudo /opt/cloudhsm/bin/configure -m

CloudHSMZ&EI#E 9 BEC21 > XY > X LT, CloudHSM®D
{EARWEE. HSMZEN. HIFfYT BEF(Cconfigurer’y—JLZET LT,
CloudHSMOONY > RSA WY —)LHSHB I 318k T 7 1 ILZEH9 D
WMENHDD
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cloudhsm_mgmt_util A¥> R
HSMOEARNIBHRE D, 11— —EEREN 0]

aws-cloudhsm>loginHSM CU satoshi <password>

loginHSM success on server 0(10.0.1.87)
aws-cloudhsm>getHSMiInfo
etting HSM Info on 1 nodes

HSMDIBHkRZ LN T DIV K

*** Server 0 HSM Info ***

FIPS state :2 [FIPS mode with single factor authentication]

Label :cavium

Model :NITROX-IIl CNN35XX-NFBE
Serial Number :3.0G1611-ICM000665
HSM Flags :0

Manufacturer ID :

Device ID 10

Class Code 1100000

System vendor ID  :177D
SubSystem ID 110

TotalPublicMemory :561236
FreePublicMemory :286584
TotalPrivateMemory :0
FreePrivateMemory :0

© 2019, Amazon Web Services, Inc. or its Affiliates. All rights reserved.

aws



CloudHSM 11— —&1
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B 15— (CE3EEDIT1THHD (FIRBEBMNRIELRDD(E2IEFEDH)
m Crypt Officer (CO)
11— —ERRENERD 1T —
m Crypto User (CU)
HEIBIES(EARL -2 3 > ARSI I - —
m Application User (AU)
HSM-1 > 24> ZRDRIEA(CfEDN S 1—H—

BT —FIRENDT I (FHIR=NTND
AWS(FEZ DI —Y —ZFERA U TCHSMA > X5 > ADEEIZITD TLD
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cloudhsm_mgmt_utillcK3I1—T—EH I > RFl

Number of users foun.d:.3

User Id User Type

1 CoO
2 AU
3 CuU

aws-cloudhsm>

loginHSM succe \Y
aws—cloudhsm:‘»listUsers
Users on serve .

aws-cloudhsm>loginHSM CU Satoshi <password>

er 0(10.0.1 87)

87):

dA—Y—Z2THRRIDIANR

User Name MofnPubKey LoginFailureCnt
admin NO 0
app_user NO 0
satoshi NO 0

2FA
NO
NO
NO

© 2019, Amazon Web Services, Inc. or its Affiliates. All rights reserved.
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key_mgmt_util A¥Y> R

key_mgmt_util O~ > RIEEEDIERT1 > R— b, TOXR—hEEITIT D

$ /opt/cloudhsm/bin/key_mgmt_util

(Command: loginHSM -u CU -s Satoshi -p <password>

Cfm3LoginHSM returned: 0x00 : HSM Return: SUCCESS J—Y— Satoshic LCOU1 >

Cluster Error Status
Node id 6 and err state 0xO0000000 : HSM Return: SUCCESS

/(Sommand: findKey \

Total number of keys present: 9

Number of matching keys from start index 0::8

Handles of matching keys:
1048582, 1572871,1572872,1572874, 1572875, 1572876, 1572877, 1572878, 1572879

Cluster Error Status — _ = —
Node id 6 and err state 0x00000000 : HSM Return: SUCCESS HSMO?ZQ L DIESHE R,
BRSNS TULND
\ Cfm3FindKey returned: 0x00 : HSM Return: SUCCESS —

Command:

adWs
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CloudHSM Classic®A>I L = ADHSMbO 5D
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- A3 NN
B BIThHA R
https://s3.amazonaws.com/cloudhsmv2-software/CloudHsmClient/Docs/CloudHSMUpgradeGuide-latest.pdf

) — —

B BIT7TDHSM LTI O ANR— MRIBEESRTE SN TCTLVB (T T O X h— b
Gl

B EEARL —ZDICEXTCREBEKRBRVGEICIE. BSEDoTv T, 77>
v & E> THREFOREZREL KD
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https://docs.aws.amazon.com/ja_jp/cloudhsm/latest/userquide/introduction.html
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Black Belt Online Seminar : AWS Key Management Service
https://aws.amazon.com/jp/blogs/news/webinar-bb-kms-2018/
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