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«  AWS does not offer binding price quotes. AWS pricing is publicly available and is subject to
change in accordance with the AWS Customer Agreement available at
http://aws.amazon.com/agreement/. Any pricing information included in this document is
provided only as an estimate of usage charges for AWS services based on certain information
that you have provided. Monthly charges will be based on your actual use of AWS services, and
may vary from the estimates provided.
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Configuration.BlockDeviceMappings.0

~ Ohject
deviceName: “/dev/sdf”
~ ehs: Ohject
attachTime: “2019-06-17T12:51:06.000Z
deleteOnTernination: false
status: “attached”
volumeld: “vol-02: 1912fc”

I Configuration.State.Name “stopped”

“running”

Configuration.PubliclpAddress

“54.250

i

Configuration.InstanceType “t2.micro” “cd.large”

Configuration. StateTransitionReason “User initiated (2019-06-07 03:29:25 GMT)”

Configuration.PublicDnsName “ec2-54-250- .ap-northeast-1.conpute.anazonaws.con”
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Search for existing or deleted resources recorded by AWS Config. For a specific resource, view the resource details, configuration timeline, or compliance timeline. The
resource configuration timeline allows you to view all the configuration items captured over time for a specific resource. The resource compliance timeline allows you to
view compliance status changes. To query your resource configurations, use the advanced SQL query editor.
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1 SELECT
2 resourceld,
resourceNane ,

4 resourcelypes List all EC2 instances currently running in my account

] relat ionships

5 WHERE List all EC2 instances with AMI ID "ami-2a69aa47

relat ionships.resourceld = "sg-e7hBi )

List all EBS volumes that are not in use

List all resources that are related to security group "sg-12345"

List all Dynamo gr:g%

List all IAM use

List all RDS ins

1 ~ 7L SQL 1
eassasssy List all RDS DB

List all Lambda

List all S3 buck
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AWS Config Rule Development Kit (RDK)
ARARLIL=ILDIERZZIRT SEFEFY

IJ awslabs / aws-config-rdk @O Watch 25  esStar 112 YFork 55

for sg in response['SecurityGroups']:

<> Code Issues 29 Pull requests 2 Projects 0 Security evaluations.append(
{
'ComplianceResourceType': 'AWS::EC2::SecurityGroup’,
The AWS Config Rules Development Kit helps developers set up, author and *ComplianceResourceld': sg['GroupId'],
Config, create a Config rule and test it with sample Configurationltems. "ComplianceType': 'COMPLIANT',
'Annotation’': 'This is an important note.’,
& 296 commits 11 branch © 0 releases 'OrderingTimestamp': str(datetime.datetime.now())
Branch: master v New pull request
return evaluations
*! jongogogo and michaelborchert correct the import of module in test_code for the rdklib (#176) Latest commit 59aa4e8 13 days aqo
$ rdk test-local MyTestRule
docs Add support for Python 3.7 (#152
= PR Lk ( ) Running local test!
i policy 1107 (#142) Testing MyTestRule
Looking for tests in /Users/mborch/Code/rdk-dev/MyTestRule
i rdk correct the import of module in test_code for the rdklib (#
il testing Add support for Python 3.7 #152) | T

https://github.com/awslabs/aws-config-rdk Ran: Bie-r oo a0
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« Amazon S3NT Y R TNT VY IETAHT IV ADFT TGV & =R
 rds-snapshots-public-prohibited

« AmazonRDS R} v 7> ay FHRHELEThTVWEID ZHEED
* s3-bucket-server-side-encryption-enabled

« Amazon S3 /A7 kT Amazon S3 D5 7 # )L FEES{LH EIDFER
« access-keys-rotated
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AWS Config Rules Repository

A aZTA4R—RXATHRAEIAL XENT-AWS Config Rules

GitHub E T2

AWS Config Rules Repository

AWS Community repository of custom Config rules. Contributions welcome. Instructions for leveraging these rules are below.

Please review each rule carefully and test within your dev/test environment before integrating into production.

Getting started with the developement of Rules

We recommend to use the RDK (Rule Development Kit) to author Config Rules. It is available here: https://github.com
/awslabs/aws-config-rdk

Blog post: https://aws.amazon.com/blogs/mt/how-to-develop-custom-aws-config-rules-using-the-rule-development-kit/

Related Projects

RDK (Rule Development Kit) - https://github.com/awslabs/aws-config-rdk

Config Rules Engine (Deploy and manage Rules at scale) - https://github.com/awslabs/aws-config-engine-for-compliance-
as-code

© 2019, Amazon Web Services, Inc. or its Affiliates. All rights reserved.
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AWS Management Tools Blog

AWS Conﬁg best practices

y Sid Gupta | on 27 JUL 2018 | in AWS Config, Management Tools | Permalink | # Share

AWS Config is a service that maintains a configuration history of your AWS resources and evaluates the
configuration against best practices and your internal policies. You can use this information for operational
troubleshooting, audit, and compliance use cases. In this blog post, | share best practices on how to use AWS
Config as a tool for enabling governance across your enterprise.

1. Enable AWS Config in all accounts and Regions.

This is an industry best practice recommended by the Center for Internet Security (CIS). By using AWS Config you
can audit the configuration of your AWS resources and ensure that they comply with configuration best practices.
You can use AWS CloudFormation StackSets to enable AWS Config in multiple accounts and Regions using a

common CloudFormation template.
2. Record configuration changes to ALL resource types.

When you are setting up AWS Config, select “All resources” for the resource types that need to be recorded in AWS
Config. This ensures that you have a comprehensive configuration audit in place because AWS Config supports
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