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AWS Black Belt Online Seminar 

•

•

①吹き出しをクリック
②質問を入力
③ Sendをクリック

Twitter 

#awsblackbelt 



© 2018, Amazon Web Services, Inc. or its Affiliates. All rights reserved. 

• 2019 05 21

AWS (http://aws.amazon.com)

• AWS

AWS

•

• AWS does not offer binding price quotes.  AWS pricing is publicly available and is subject to 

change in accordance with the AWS Customer Agreement available at 

http://aws.amazon.com/agreement/.  Any pricing information included in this document is provided 

only as an estimate of usage charges for AWS services based on certain information that you 

have provided.  Monthly charges will be based on your actual use of AWS services, and may vary 

from the estimates provided.
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• Amazon SES 

• Amazon SES 

• Amazon SES 

•

•
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• Amazon SES 

• Amazon SES 

• Amazon SES 

•

•
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Amazon SES

E

E

Amazon S3 AWS Lambda 

Amazon SNS 
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• Amazon SES 

• Amazon SES 

• Amazon SES 

•

•
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Amazon SES 

• Amazon SES 

• Amazon SES API

• SMTP 
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Amazon SES 

E 

• Amazon SES 

• E 
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Amazon SES API 

2 API

• SendEmail API:

• From, To, Subject, Body Amazon SES

• SendRawEmail API

•

IAM Amazon SES API 
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SMTP 

Email SES SMTP

• 25 / 465(SMTP over SSL) / 587(Message Submission)

• TLS(Transport Layer Security)

•

IAM

SMTP SMTP
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SMTP 

EC2 TCP 25

• Spam

• Spam

SES

Tokyo

MTA on EC2

Virginia, Oregon, Ireland

SES

SMTP port 25 ( )

https://aws.amazon.com/jp/premiumsupport/knowledge-center/ec2-port-25-throttle/

SMTP port 465/587

https://aws.amazon.com/jp/premiumsupport/knowledge-center/ec2-port-25-throttle/
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E

SES SES

• 24 E

• E SES 24 E

• SES 1 E

•
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Amazon SES Dashboard
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/ API  / CloudWatch 

•

•

•

•

•

• (new)

• (new)

• (new)

https://docs.aws.amazon.com/ja_jp/ses/latest/DeveloperGuide/monitor-sending-activity.html

https://docs.aws.amazon.com/ja_jp/ses/latest/DeveloperGuide/monitor-sending-activity.html
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/

E E 
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E URL

E 1 x 1 GIF

E

New

https://aws.amazon.com/jp/blogs/messaging-and-targeting/open-and-click-tracking-have-arrived/

https://aws.amazon.com/jp/blogs/messaging-and-targeting/open-and-click-tracking-have-arrived/
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Configuration Sets 

URL

ses:no-track

<a ses:no-track href="https://aws.amazon.com/"> </a>

New
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E 

E

•

• 10,000 E

• HTML 500KB

• SendBulkTemplatedEmail 50

(CC/BCC )

New

https://docs.aws.amazon.com/ja_jp/ses/latest/DeveloperGuide/send-personalized-email-api.html

https://docs.aws.amazon.com/ja_jp/ses/latest/DeveloperGuide/send-personalized-email-api.html
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E 

json

{

"Source": "sender@example.com",

"Template": "MyTemplate",

"ConfigurationSetName": "ConfigSet",

"Destination": {

"ToAddresses": [ "alejandro.rosalez@example.com"

]

},

"TemplateData": "{ ¥"name¥":¥"Alejandro¥", ¥"favoriteanimal¥": ¥"alligator¥" }"

}

{

"Template": {

"TemplateName": "MyTemplate",

"SubjectPart": "Greetings, {{name}}!",

"HtmlPart": "<h1>Hello {{name}},</h1><p>Your favorite animal is 

{{favoriteanimal}}.</p>",

"TextPart": "Dear {{name}},¥r¥nYour favorite animal is {{favoriteanimal}}."

}

}

https://docs.aws.amazon.com/ja_jp/ses/latest/DeveloperGuide/send-personalized-email-api.html

New

https://docs.aws.amazon.com/ja_jp/ses/latest/DeveloperGuide/send-personalized-email-api.html
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/

E

• SES HTTP REST API

• Daily message quota exceeded

• Maximum sending rate exceeded

• SMTP

• 454 Throttling failure: Maximum sending rate exceeded

• 454 Throttling failure: Daily message quota exceeded
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•

•

•

•

※

https://docs.aws.amazon.com/ja_jp/ses/latest/DeveloperGuide/increase-sending-limits.html

https://docs.aws.amazon.com/ja_jp/ses/latest/DeveloperGuide/increase-sending-limits.html


© 2018, Amazon Web Services, Inc. or its Affiliates. All rights reserved. 

• (Verify e-mail )

•

• 200 /24

• 1 /

•

•

•
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AWS IAM E

E

E

1. E E ID( E

ARN arn:aws:ses:us-east-

1:123456789012:identity/example.com SES

2. ID SES E

SES

https://docs.aws.amazon.com/ja_jp/ses/latest/DeveloperGuide/sending-authorization.html

https://docs.aws.amazon.com/ja_jp/ses/latest/DeveloperGuide/sending-authorization.html
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• (E ) E 

• E

• Return Path E

•

• From

http://docs.aws.amazon.com/ja_jp/ses/latest/DeveloperGuide/sending-authorization-policy-examples.html

http://docs.aws.amazon.com/ja_jp/ses/latest/DeveloperGuide/sending-authorization-policy-examples.html


© 2018, Amazon Web Services, Inc. or its Affiliates. All rights reserved. 

Suppression List 

Suppression List

Email

• 14

•

• SES Call SES

Suppression List

SES IP
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• Amazon SES

(assemble) ISP Spam

Header Body Amazon SES Spam

Amazon SES (Reputation)

•



© 2018, Amazon Web Services, Inc. or its Affiliates. All rights reserved. 



© 2018, Amazon Web Services, Inc. or its Affiliates. All rights reserved. 

SMTP

SPF - IP
• Sender Policy Framework (SPF), Sender ID

• IP DNS

• DNS

DKIM -
• Domain Keys Identified Mail (DKIM)

• DNS

•

DMARC http://www.dmarc.org

• SPF DMARC SPF Mail-From From

• DKIM DMARC DKIM From DKIM 

d= domain

https://docs.aws.amazon.com/ja_jp/ses/latest/DeveloperGuide/dmarc.html

http://www.dmarc.org/
https://docs.aws.amazon.com/ja_jp/ses/latest/DeveloperGuide/dmarc.html
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Amazon SES SPF

Amazon SES MAIL FROM 
amazonses.com ( ) 

MAIL FROM 

Amazon SES SPF (Sender Policy 

Framework) 
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MAIL-FROM 

MAIL FROM amazonses.com (

) 

例えば、SPF DMARC (Domain-based Message Authentication, 

Reporting and Conformance) E 

MAIL FROM 

New
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MAIL-FROM 

1. E MAIL FROM 

Domain 

2. MX TXT(SPF)

3. MAIL FROM Domain DNS

MX

4. MAIL FROM Domain DNS

SPF

New
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MAIL FROM 

1. 

From: user-b@example.com

To: user-a@example.net

mail-from: user-b@example.com

rcpt-to: user-a@example.net

2. mail-from 

From: user-b@example.com

To: user-a@example. net

mail-from: {uuid}@mail.example.com

rcpt-to: user-a@example. net

DNS 

mail.eample.com txt "v=spf1 include:amazonses.com ~all"

SES MTA

3. SPF

MAIL FROM Domain mail.example.com

New
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DKIM

SES CNAME

SES

MTA

1.

From: user-b@example.com

To: user-a@example.net

2. Email

From: user-b@example.com

To: user-a@example.net

DKIM-Signature: s=xyz; d=example.com

example.com

amazonses.com

3. 

TXT xyz._domainkey.example.com

4. CNAME 

CNAME xyz.dkim.amazon.ses.com

5. 

TXT xyz.dkim.amazon.ses.com

6. 
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SPF DKIM DMARC

- SPF

- DKIM

- SPF DMARC

- DKIM DMARC
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IP

• Amazon SES IP 

E 

• IP 

• IP

New

https://docs.aws.amazon.com/ja_jp/ses/latest/DeveloperGuide/dedicated-ips.html

https://docs.aws.amazon.com/ja_jp/ses/latest/DeveloperGuide/dedicated-ips.html
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IP

IP

• IP

•

•

• IP

IP

New
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IP IP New

https://docs.aws.amazon.com/ja_jp/ses/latest/DeveloperGuide/dedicated-ips.html

https://docs.aws.amazon.com/ja_jp/ses/latest/DeveloperGuide/dedicated-ips.html
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IP

• 1 

•

• IP 

• IP

• IP 

• IP IP 

New

https://docs.aws.amazon.com/ja_jp/ses/latest/DeveloperGuide/dedicated-ip-case.html

https://docs.aws.amazon.com/ja_jp/ses/latest/DeveloperGuide/dedicated-ip-case.html
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IP

• ISP IP 

• E 

• E 2 6 

New

https://docs.aws.amazon.com/ja_jp/ses/latest/DeveloperGuide/dedicated-ip-warming.html

https://docs.aws.amazon.com/ja_jp/ses/latest/DeveloperGuide/dedicated-ip-warming.html
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IP

• IP IP IP E 

• IP 

• IP IP ( ) IP 

( ) E 

E 1,000 

New
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IP New
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IP

IP IP

• E 

• E 

• etc…

New
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E 

• Amazon SES

E API

•

New

https://aws.amazon.com/jp/blogs/messaging-and-targeting/protect-your-reputation-with-email-pausing-and-configuration-set-

metrics/

https://aws.amazon.com/jp/blogs/messaging-and-targeting/protect-your-reputation-with-email-pausing-and-configuration-set-metrics/
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E 

• E E 

Bounce/Complaint  

New
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E 

Amazon SNS AWS Lambda Amazon CloudWatch AWS

New

SES

CloudWatch Alarm SNS Lambda SES

Send Metric to

Triggers Notifies Executes
Pauses

sending on

Notifies

SMS, Email or Push Channels



© 2018, Amazon Web Services, Inc. or its Affiliates. All rights reserved. 



© 2018, Amazon Web Services, Inc. or its Affiliates. All rights reserved. 

SMTP

sender.example.com

HELO sender.example.com

250 OK

MAIL FROM: user@example.com

250 OK

RCPT TO: user1@example.jp

250 OK

example.jp

DATA

354 Start

ヘッダ，本文.. <CRLF>.<CRLF>

250 OK

QUIT

250 OK

MTA/MUA
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SMTP

200

•

•

300

• (354)

400

• busy

500

•

• : 
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SMTP

• MTA

•

Return-Path or Errors-To 

SMTP

• MTA

•
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SES

ISP

ISP

ISP

Message

Producer

Message to

each receiver

SQS

Bounce

SQS

SNS

SES

Complaint

Complaint

Bounce

User

Unknown

Bounce
Bounce

Bounce Complaint
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SES

SES

Amazon SNS

Complaints
SNS

{"notificationType":"Delivery",

"mail":{

"timestamp":"2014-05-28T22:40:59.638Z",

"messageId":"0000014644fe5ef6-9a483358-9170-4cb4-

a269-f5dcdf415321-000000",

"source":"test@ses-example.com",

"destination":[

"success@simulator.amazonses.com",

"recipient@ses-example.com" ]

},

"delivery":{

"timestamp":"2014-05-28T22:41:01.184Z",

"recipients":["success@simulator.amazonses.com"],

"processingTimeMillis":1546,     

"reportingMTA":"a8-70.smtp-out.amazonses.com",

"smtpResponse":"250 ok:  Message 64111812 accepted"

} 

}
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SES

SNS Topic Configuration

https://docs.aws.amazon.com/ja_jp/ses/latest/DeveloperGuide/notification-examples.html

https://docs.aws.amazon.com/ja_jp/ses/latest/DeveloperGuide/notification-examples.html
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• Bounce/Complaint

• Spam Filter

2%

5%

10% E 
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HEALTHY 
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• AWS E 

•

• AWS 

ses-review@amazon.com E 

FAQ

https://docs.aws.amazon.com/ja_jp/ses/latest/DeveloperGuide/e-faq.html

改善方法や改善結果のアピールに不安があれば担当営業/SAまでご相談ください

mailto:ses-review@amazon.com
https://docs.aws.amazon.com/ja_jp/ses/latest/DeveloperGuide/e-faq.html
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SES
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EC2 MTA

- MTA

- ISP

-

- Email DNS
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root

EC2 25 DNS (rDNS)

- https://aws.amazon.com/jp/premiumsupport/knowledge-center/ec2-port-25-

throttle/

- https://aws.amazon.com/forms/ec2-email-limit-rdns-request

https://aws.amazon.com/jp/premiumsupport/knowledge-center/ec2-port-25-throttle/
https://aws.amazon.com/forms/ec2-email-limit-rdns-request
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DNS (rDNS)

: “sending out weekly news leters for 

customers on htt://example.com”

EIP

-

- A
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EC2 MTA

- MTA EIP

- 25 rDNS

- DNS
- SPF

- DKIM

- MX

-
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:SES

ISP

ISP

ISP

Message

Producer

Message to

each receiver

SQS

Bounce

SQS

SNS

SES

Complaint

Complaint

Bounce

User

Unknown

Bounce
Bounce

Bounce Complaint
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EC2

ISP

ISP

ISP

Message

Producer

Message to

each receiver

SQS

Complaint

Complaint

Bounce

User

Unknown

Bounce
Bounce

SMTP

Complaint
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- success@simulator.amazonses.com

- bounce@simulator.amazonses.com

- ooto@simulator.amazonses.com

- complaint@simulator.amazonses.com

- suppressionlist@simulator.amazonses.com

-

-

-

-

-

https://docs.aws.amazon.com/ja_jp/ses/latest/DeveloperGuide/mailbox-simulator.html

mailto:success@simulator.amazonses.com
mailto:bounce@simulator.amazonses.com
mailto:ooto@simulator.amazonses.com
mailto:complaint@simulator.amazonses.com
mailto:suppressionlist@simulator.amazonses.com
https://docs.aws.amazon.com/ja_jp/ses/latest/DeveloperGuide/mailbox-simulator.html
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Bounce処理
を実装予定

No
Bounce処理はどちらの
方法でも重要です。実
装しましょう。

Yes

EC2上のMTA構築も検討

Bounceやコンテン
ツの問題による送
信レート抑制を受

入可

No

SESの利用も考慮に

Yes

想定される送信先の制限・注意
事項の確認と検証

- /ISP/ SPAM 

-
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• Amazon SES 

• Amazon SES 

• Amazon SES 

•

•
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SES

• SMTP

•

•

•

•
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• Amazon S3

• Amzon SNS

• AWS Lambda

•

•

•

• Amazon WorkMail

SNS

SES

S3

Lambda

WorkMail
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SES

•

• E

• E

• E

• E
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SES

•

• IP

•
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•

•

bounce@example.com user1@example.com

S3
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IP

IP
• IP IP

• IP

• IP

• Amazon EC2 IP 

• Amazon EC2 

SES IP
• SES IP

• IP IP
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E

1. SES IP 

2

• IP 

• IP Amazon SES 

2.  SES E 

3. SES 

SES 
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E

4. SES 

1 

Rule Sets

Action Action Action

Action Action Action

Action Action Action

Rule1

Rule2

RuleN

SNS

S3

Lambda

WorkMail

Action

Bounce
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SES E

•

• MX

• SES AWS

• IP

•

•
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SES

SES DNS

TXT
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MX

Mail exchanger (MX)

DNS

SES MX

( ) : inbound-smtp.us-east-1.amazonaws.com

( ) : inbound-smtp.us-west-2.amazonaws.com

( ) : inbound-smtp.eu-west-1.amazonaws.com
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DNS TXT MX
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SES AWS

E SES

SES

S3バケットへの
書き込み権限

Lambda functionの
呼び出し権限

KMS

他のアカウントの
SNSトピックへの公
開権限

KMSの鍵を使ったEメー
ルの暗号化
権限

SNSS3 Lambda



© 2018, Amazon Web Services, Inc. or its Affiliates. All rights reserved. 

IP

IP IP
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事前にS3書き込み等該当する権限をSESに対して許可する必要あり
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SES E E

2

• S3

• SNS E

raw
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E

S3 E S3 SES

• S3

• AWS SDK

• AWS SDK for .NET/Go/Java/PHP/Ruby/C++

Amazon KMS

• KMS

S3 E
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SES

E S3 E 1 30MB

E SNS E 1 150KB

E S3 SNS

SES IP

IP

IP
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Amazon CloudWatch

- PublishFailure: SES

- PublishExpired: SES

SES E

-

- 4 SES
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• Amazon SES 

• Amazon SES 

• Amazon SES 

•

•
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E 

E

1.

2.

3. URL

AWS SDK/CLI 

New

https://docs.aws.amazon.com/ja_jp/ses/latest/DeveloperGuide/custom-verification-emails.html

https://docs.aws.amazon.com/ja_jp/ses/latest/DeveloperGuide/custom-verification-emails.html
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E 

{

"TemplateName": "SampleTemplate",

"FromEmailAddress": "sender@example.com",

"TemplateSubject": "Please confirm your email address",

"TemplateContent": "<html>

<head></head>

<body style="font-family:sans-serif;">

<h1 style="text-align:center">Ready to start sending 

email with ProductName?</h1>

<p>We here at Example Corp are happy to have you on

board! There's just one last step to complete before

you can start sending email. Just click the following

link to verify your email address. Once we confirm that 

you're really you, we'll give you some additional 

information to help you get started with ProductName.</p>

</body>

</html>",

"SuccessRedirectionURL": "https://www.example.com/verifysuccess",

"FailureRedirectionURL": "https://www.example.com/verifyfailure"

}

New



© 2018, Amazon Web Services, Inc. or its Affiliates. All rights reserved. 

E New
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Amazon WorkMail

Amazon WorkMail SES

WorkMail SES

– 送信承認ポリシー

• WorkMailからお客様のドメインを介
して送信されることを許可

– 受信ルール

• お客様のドメインの受信メールを
WorkMailに配信するWorkMailアク
ションが設定されている



© 2018, Amazon Web Services, Inc. or its Affiliates. All rights reserved. 

SES Amazon CloudTrail

SES API CloudTrail

CloudTrail CloudTrail 

• SendEmail

• SendRawEmail

• SendTemplatedEmail

• SendBulkTemplatedEmail

• SendCustomVerificationEmail

CloudWatch 
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E 1,000 0.10 USD

0.12 USD / GB

E 1,000 0 USD 1,000 0.10 USD

1,000 0.09 USD

IP 1 24.95 USD

( ) 256 (KB) 
1 

768 KB 
3 255 KB 0 
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EC2

•

• Tier

• 1GB

• 10TB 0.12 USD/GB (us-east-1, us-west-2, eu-west-1)

• http://aws.amazon.com/ec2/pricing/#DataTransfer

注：リージョンを越えた送信は送信元リージョンからのリージョン間転送料金が追加適用
（2016年1月現在、Tokyoリージョンでは0.09 USD/GB）
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Amazon EC2 62,000 /

: 
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• Amazon SES 

• Amazon SES 

• Amazon SES 

• Amazon SES 

•

•
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SES Email

-

SES AWS
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Amazon SES 

• Bounce Complaint

IP

• Spam

• /ISP/ SPAM 

• Bounce/Complaint SES
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NTT Docomo 

https://www.nttdocomo.co.jp/service/imode_mail/notice/

https://www.nttdocomo.co.jp/service/imode_mail/notice/
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au 

au @au.com @ezweb.ne.jp

https://www.au.com/mobile/service/attention/

https://www.au.com/mobile/service/attention/
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Softbank 

https://www.softbank.jp/mobile/support/mail/antispam/howto/wrestle/

https://www.softbank.jp/mobile/support/mail/antispam/howto/wrestle/
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Bounce処理
を実装予定

No
Bounce処理はどちらの
方法でも重要です。実
装しましょう。

Yes

EC2上のMTA構築も検討

Bounceやコンテン
ツの問題による送
信レート抑制を受

入可

No

SESの利用も考慮に

Yes

想定される送信先の制限・注意
事項の確認と検証

- /ISP/ SPAM 

-
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Amazon Simple Email Service Email Sending Best Practices
https://d1.awsstatic.com/whitepapers/aws-amazon-ses-best-practices.pdf

Amazon SES 

https://docs.aws.amazon.com/ja_jp/ses/latest/DeveloperGuide/best-practices.html

Amazon SES 

https://aws.amazon.com/jp/ses/faqs/

https://docs.aws.amazon.com/ja_jp/ses/latest/DeveloperGuide/faqs-dg.html

https://d1.awsstatic.com/whitepapers/aws-amazon-ses-best-practices.pdf
https://docs.aws.amazon.com/ja_jp/ses/latest/DeveloperGuide/best-practices.html
https://aws.amazon.com/jp/ses/faqs/
https://docs.aws.amazon.com/ja_jp/ses/latest/DeveloperGuide/faqs-dg.html
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#Mailerstudy
• http://www.slideshare.net/ar_maniacs/mailerstudy

http://www.slideshare.net/ar_maniacs/mailerstudy
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Q&A

AWS Japan Blog https://aws.amazon.com/jp/blogs/news/

https://aws.amazon.com/jp/blogs/news/
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AWS AWS 

https://amzn.to/JPArchive

https://amzn.to/JPArchive
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AWS Webinar

https://amzn.to/JPWebinar https://amzn.to/JPArchive

https://amzn.to/JPWebinar
https://amzn.to/JPArchive

