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How can I
securely connect 
constrained, 
microcontroller-based 
devices?

?
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Will it work on my chip? Does it have the 
functionality I need?

How do I start?Where do I get it?
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IoT Operating System for Microcontrollers 

Amazon FreeRTOS

Amazon FreeRTOS, based on the popular FreeRTOS, is a microcontroller 
operating system that makes small, low powered edge devices easy to program, 

deploy, secure, connect, and maintain. 
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EMBEDDED APPS

FreeRTOS
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Amazon FreeRTOS

Will it work on my chip? Does it have the 
functionality I need?

How do I start?Where do I get it?

IoT Operating System for Microcontrollers 

Amazon FreeRTOS, based on the popular FreeRTOS, is a microcontroller 
operating system that makes small, low powered edge devices easy to program, 

deploy, secure, connect, and maintain. 
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Local Connectivity 
Libraries

Cloud Connectivity 
Libraries

Security 
Connectivity

Libraries

Over-The-Air 
Updates &

Code Signing 

Based on FreeRTOS kernel 

AWS Greengrass AWS IoT Core 

IoT Microcontroller OS

Amazon FreeRTOS
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Over-the-Air 
Firmware Updates

• Use AWS IoT Device Management 
to assign updates to groups

• Code sign new firmware images 

• Stream updates to your device 
over MQTT

• Validate signature on device

• APIs to control installation and 
reboot logic

• Simple to manage groups

• Control authorship and ensure devices 
only run trusted code

• Memory efficient updated client
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Developer 
authors update

Upload to AWS 
and sign 
image

Schedule an 
update job

Notify device 
update is 
available

Amazon FreeRTOS

Over-The-Air Updates – User Actions
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Developer authors 
update

Upload to cloud 
and sign image

Schedule an 
update job

Notify device 
update is 
available

Device downloads 
image over MQTT 

in chunks

Write image to 
flash

Close file and 
verify signature

Notify application 
that new image is 

ready

Application 
activates when it 
is ready (set boot 
flags and reset)

Amazon FreeRTOS

Over-The-Air Updates – Agent Actions
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Developer 
authors update

Upload to cloud 
and sign image

Schedule an 
update job

Notify device 
update is 
available

Device 
downloads image 
(or streams over 

MQTT)

Write image to 
flash

Close file and 
verify signature

Notify application 
that new image is 

ready

Application 
activates when it 
is ready (set boot 
flags and reset)

Verify image at 
boot

Initialize OTA 
agent and confirm 
current image is 

latest

Hand control to 
application for self 

test

On passing self 
test, commit new 

image

Update cloud 
status to 

completed.

Amazon FreeRTOS

Over-The-Air Updates – Reboot Actions
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Developer authors 
update

Upload to cloud 
and sign image

Schedule an 
update job

Notify device 
update is 
available

Device downloads 
image (or streams 

over MQTT)

Write image to 
flash

Close file and 
verify signature

Notify application 
that new image is 

ready

Application 
activates when it 
is ready (set boot 
flags and reset)

Verify image at 
boot

Initialize OTA 
agent and confirm 
current image is 

latest

Hand control to 
application for self 

test

On passing self 
test, commit new 

image

Update cloud 
status to 

completed.

Amazon FreeRTOS

Over-The-Air Updates – Overview
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Register the device in AWS IoT

Create Thing 
Policy

Create Thing

Create and 
Download 
Certificates

Configure, install and run MQTT demo application

Download and 
import code

Configure WiFi and 
Certificates

Load, run and 
observe

Build, sign, load and run the initial image

Create Certificates

Load into ACM

Modify code

Build image

Sign image

Load into flash

Run and observe

Build an update image

Change code

Build image

Setup and schedule 
an OTA job

Create bucket

Create role

Upload image

Create job

Execute job

Amazon FreeRTOS

Over-The-Air updates Demonstration
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Amazon FreeRTOS

Over-The-Air-Updates demonstration
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Thank you!


