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ORANDMove fast Stay secure

In AWS:

with automation
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What is AWS WAF?

Web traffic filtering 

with custom rules

Malicious request 

blocking

Active monitoring

and tuning
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AWS WAF available on

Amazon CloudFront

(Amazon’s CDN)

Application Load Balancer

(ALB)
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Flexible Rule Language (Combine conditions)

Restrict a rule to specific URIs, such as the login page.

IP match

String match
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AWS WAF - Dashboard
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Threat Detection and Notification

Introducing Amazon GuardDuty
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Covering the Attackers Kill Chain
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How Does Amazon GuardDuty Work?

VPC flow logs DNS Logs CloudTrail  
Events

Integrated Threat Intel ML/AI Anomaly Detection

GuardDuty Findings

Data Sources

Detections

Findings
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Findings Dashboard
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Findings Formats
AWS Management Console

API / JSON Format
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Response Automation Patterns
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Automated Response Pattern

CloudTrail

CloudWatch Events

Config

VPC FlowLogs

Application Logs

…

Signature Match

Behavior Heuristics

Insecure Config Check

Threshold Alarms

ML Analysis

…

Notify Admins

Add Malicious IP to WAF

Add Malicious IP to NACLs

Revert SG Changes

…

Record It! Check It! Fix It!

Logging Detection Remediation
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Automated Response Pattern

Logging

GuardDuty Findings are 

recorded in CloudWatch

Events

Detection

CloudWatch Event Rule 

routes GD findings to a 

Lambda function

Remediation

Lambda updates WAF 

ACL, VPC NACL and 

emails via SES

Record It! Check It! Fix It!
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Demo Time!
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Automated Response Pattern

Based on Blog Post: “How to use Amazon GuardDuty and AWS Web 

Application Firewall to automatically block suspicious hosts”
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Next Steps and Resources
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WAF for Web App Protection

2. Fast Incident 

Response

1. Easy to deploy 3. Affordable

5. Managed Service4. Full API Support
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Turn On GuardDuty!
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Review the Blog Post
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Links to More Resources:

Amazon Confidential

• How to use Amazon GuardDuty and AWS Web Application Firewall to automatically block suspicious hosts: 

https://aws.amazon.com/blogs/security/how-to-use-amazon-guardduty-and-aws-web-application-firewall-to-

automatically-block-suspicious-hosts/

• GitHub repo: https://github.com/aws-samples/amazon-guardduty-waf-acl

• AWS WAF Documentation: https://docs.aws.amazon.com/waf/latest/developerguide/what-is-aws-waf.html

• AWS GuardDuty Documentation: https://docs.aws.amazon.com/guardduty/latest/ug/what-is-guardduty.html

https://aws.amazon.com/blogs/security/how-to-use-amazon-guardduty-and-aws-web-application-firewall-to-automatically-block-suspicious-hosts/
https://github.com/aws-samples/amazon-guardduty-waf-acl
https://docs.aws.amazon.com/waf/latest/developerguide/what-is-aws-waf.html
https://docs.aws.amazon.com/guardduty/latest/ug/what-is-guardduty.html
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Thank You!


