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The "GDPR" is the General Data Protection Regulation, a significant new
EU Data Protection Regulation

Introduces robust requirements that will raise and harmonize standards for
data protection, security, and compliance across the EU

The GDPR is enforceable May 25th, 2018 and it replaces the EU Data
Protection Directive (Directive 95/46/EC)

Territorial scope: Organisations established in the EU and Organisations
without an EU presence who target or monitor EU individuals



Content vs. Personal Data

Content Personal Data

= Information from which a

= anything that a customer living individual may be

(or any end user) stores, or identified or identifiable

processes using AWS (under EU data protection
services, including: law)

Software | Data | Text | Audio | Video - Customer’s “content” might
include “personal data”
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The Right to Data The Right to Be Privacy By Data Breach
Portability Forgotten Design Notification

Individuals have the right to a copy of all the personal data
that controllers have regarding him or her. It also must be
provided in a way that facilitates reuse.
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The Right to Data The Right to Be Privacy By Data Breach
Portability Forgotten Design Notification

This gives individuals the right to have certain personal
data deleted so third parties can no longer trace them.
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The Right to Data The Right to Be Privacy by Data Breach
Portability Forgotten Design Notification

This helps to facilitate the inclusion of policies, guidelines,
and work instructions related to data protection in the
earliest stages of projects including personal data.
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The Right to Data The Right to Be Privacy By Data Breach
Portability Forgotten Design Notification

Controllers must report personal data breaches to the
relevant supervisory authority within 72 hours. If there is a
high risk to the rights and freedoms of data subjects, they

must also notify the data subjects.



How AWS can help customers

achieve GDPR compliance
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Customers are AWS as
Controllers Processor

Data Subjects

Controllers and Processors have
obligations under GDPR
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Customer’s customer Customer as

AWS as Processor
as Controller Processor

Data Subjects

Controllers and Processors have
obligations under GDPR
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GDPR in practice: implementing TOMs ~ E

Under GDPR Controllers and Processors are required to implement appropriate Technical
and Organization Measures (“TOMs”) ...

(1) Pseudonymisation and (2) Ensure ongoing confidentiality,
encryption of personal data integrity, availability, and resilience
of processing systems and
services

(3) Ability to restore availability and| (4) Process for regularly testing,
TRl access to personal data in atimely | assessing, and evaluating the
manner in the event of a physical effectiveness of TOMs
or technical incident




What AWS provides awg
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AWS Shared Responsibility Model

Customers are
responsible for
their security and
compliance |N
the Cloud

AWS Foundation Services

: N
riEramazon
web

services
AWS Global Availability Zones
S

AWS is
responsible for
the security OF

the Cloud

Edge Locations
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GDPR is also a “shared responsibility” —

® Legal Compliance
(both controllers and processors)

® System Security and Data Protection by Design
(both controllers and processors; AWS has tooling to help)

® Records of Processing Activities
(both controllers and processors; AWS has tooling to help)

® Encryption
(both controllers and processors; AWS has have tooling to help)

® Managing Data Subject Consent
(controller responsibility)

® Managing Personal Data Deletion
(both controllers and processors; AWS has tooling to help)

® Managing Personal Data Portability
(controller responsibility)

® Security of Personal Data
(controller responsibility)




Navigating GDPR Compliance with AWS Services

‘Data protection by design and default’

Amazon
Snowball

AWS |dentity
and Access
Management

Amazon
Amazon APl Virtual Private Cloud
Gateway (VPC)
Active SAML
Directory Federation

Integration

© 2017, Amazon Web Services, Inc. or its Affiliates. All rights reserved.
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‘Security of processing’

Server-side
CloudHSM Encryption

‘Records of processing activities’
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Data Access Monitoring of Data Strong Compliance
Control Access Activities Encryption Framework

The controller “shall implement appropriate technical and
organizational measures for ensuring that, by default, only
personal data which are necessary for each specific purpose of
the processing are processed.”

Multi factor authentication
API-Request Authentication
Temporary Access Tokens



AWS & The GDPR

Access Control
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AWS & The GDPR

Access Control

CloudFront > Edit Geo-Restrictions

Geo-Restriction Settings

Enable Geo-Restriction O ves @
@ No

© 2018, Amazon Web Services, Inc. or Its Affiliates. All rights reserved.
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Strong Compliance

Data Access Monitoring of Data

Control Access Activities Encryption Framework

“Each controller and, where applicable, the
controller’s representative, shall maintain a record of
processing activities under its responsibility.”

CloudTrail
Inspector
Macie
AWS Config



AWS & The GDPR

Monitoring and Logging

What is CloudTrail?

Management Console

t
. ()]
“T" ? T

AWS resources

SDK

4

/ S3 Bucket Archive and audit
|'/ %l
)
D\ /
G
AWS CloudTrail <
Troubleshoot

Amazon CloudWatch Monitor, alarm
and React

© 2018, Amazon Web Services, Inc. or Its Affiliates. All rights reserved.



AWS & The GDPR

Amazon GuardDuty

ACCOUNT 1 .

ACCOUNT 3+

Enable GuardDuty Continuously analyze Intelligently detect threats Take action
3 few clicks in the ole,
tor all you 1ts

2018, Amazon Web Services, Inc. or Its Affiliates. All rights reserved.
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Data Access Monitoring of Data Strong Compliance
Control Access Activities Encryption Framework

Organizations must “implement appropriate technical and
organizational measures to ensure a level of security appropriate to
the risk, including the pseudonymisation and encryption of personal

data.”

Encryption of your data at rest with AES256 (EBS/S3/Glacier/RDS)
Centralized (by Region) managed Key-Management (KMS)
IPsec tunnels into AWS with the VPN-Gateways
Dedicated HSM modules in the cloud with CloudHSM



AWS & The GDPR

Encryption

None

AES-256
Use Server-Side Encryption with Amazon S3-Managed Keys (SSE-53)

AWS-KMS
Use Server-Side Encryption with AWS KMS-Managed Keys (SSE-KMS)

S3 Encryption

Encryption of S3 objects using master keys in CloudHSM

KeySeoure
in EC2

Your appicatons

@ Satenet
—)@’ ProtectApp win AWS

)

n EC2

Your encrypied data
n an 3 bucket /

functionality

In-transit data encryption
* For distributed applications
* Open-source encryption

At-rest data encryption
« For cluster nodes (EC2 instance volumes)
+ Open-source HDFS  LUKS encryption

encryption

[
(instance
store/EBS)

IDFS
(Block-transfer
and RPC)

In-transit data encryption
* For EMRFS traffic between S3 and

cluster nodes (enabled automatically)
« TLS encryption

S3

At-rest data encryption

* For EMRFSon S3

+ Server-side or client-side encryption
(SSE-53, SSE-KMS, CSE-KMS, or CSE-Custom)

© 2018, Amazon Web Services, Inc. or Its Affiliates. All rights reserved.



AWS & The GDPR

Amazon Key Management Service (KMS)

SSE using KMS

Amazon S3 AWS KMS

Keys managed centrally in Amazon KMS with permissions and auditing of usage

© 2018, Amazon Web Services, Inc. or Its Affiliates. All rights reserved.
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Data Access Monitoring of Data Strong Compliance
Control Access Activities Encryption Framework

Appropriate technical and organizational measures may need to
include “the ability to ensure the ongoing confidentiality, integrity,
availability, and resilience of the processing systems and services.”

SOC 1 / SSAE 16 / ISAE 3402 (formerly SAS 70) / SOC2 /SOC3
PCI DSS Level 1
ISO 9001 / 1SO 27001 / I1SO 27017 / ISO 27018
FIPS 140-2
C5



Meet your own security objectives

Customer scope

Py g and effort is
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Built on AWS
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GDPR — Codes of Conduct

CISPE Code (Cloud Infrastructure Service Providers in Europe)

The CISPE Code of Conduct :
* An effective, easily accessed framework for complying with the
EU’s GDPR

+ Excludes the re-use of customer data

data protection * Enables data storage and processing exclusively within the EU

+ ldentifies cloud infrastructure services suitable for different types of data
processing

* Helps citizens to retain control of their personal and sensitive data

* AWS CISPE certified

+ CISPE Code of Conduct in evaluation by Article 29 WP

aws
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https://cispe.cloud/code-of-conduct/
https://cispe.cloud/general-data-protection-regulation/

AWS Marketplace:

One stop shop for familiar tools

Advanced
Threat
Analytics

ArLerTLosic

2V]

ALIEN YAULT

Application
Security

@ilVIPER\A
F:ZERATINET

ll Barracuda

Identity and
Access Mgmt

>

CIPHERGRAPH
networks

© SECUREAUTH

E

M-Pin SSO

Server &
Endpoint
Protection

@TRENQ
MICRO
@Se(urityv

Network
Security

SOPHOS

FZERTINET
[ Check Point

W Secure the Internat.

aloalto
Pletworks.

Encryption &
Key Mgmt

......................

| O tenable

Vulnerability
& Pen
Testing

network security

@UALYSGUARD‘




AWS Partner Network (APN) & GDPR

Consulting Partners Technology Partners
APN consulting partners can help APN technology partners offer
your customers get ready for GDPR. security & identity solutions to help
with GDPR.
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https://w.amazon.com/bin/view/AWS_Partner_Network/Compliance/EUR/GDPR/

ProServe Offering Development:
Technical Solution supporting Privacy-by-Design

* SRC ProServe team is in discovery efforts to understand what our customers are seeking to learn with regard
to GDPR. If you have anything you would like to share please reach out to the ProServe contacts below.
* Current activities underway include:

Offering Development: Sales & Delivery Assets targeted for February (legal dependencies)

Partner Development: Working with some of our Partners to build/create go to market information.
Customer Engagement: Webinars are planned to support Venture Capital Business; if you are interested
please reach out.

Security Summit/Lofts: Will be present to at several events to support customers onsite



AWS & The GDPR

Products v Solutions Pricing Getting Started Documentation Software Support Customers More ¥ English ~ My Account v

General’Data.Protection Regulation (GDPR) Center

aWws The Most Innovation

N The Most Capabilities
The Most Customers
The Most Experience

The European Union's General Data Protection Regulation (GDPR) protects European Union data
DOWNLOAD WHITEPAPER

subjects' fundamental right to privacy and the protection of personal data. It introduces robust
requirements that will raise and harmonize standards for data protection, security, and Navigating GDPR
compliance. Compliance on AWS

AWS services will comply with the GDPR when it becomes enforceable on May 25, 2018.

In addition to our own compliance, AWS is committed to offering services and resources to our
DOWNLOAD WHITEPAPER
customers to help them comply with GDPR requirements that may apply to their activities. New

Features are launched regularly, AWS has 500+ features and services focused on security and Addressing Data

compliance. Residency with AWS

© 2018, Amazon Web Services, Inc. or Its Affiliates. All rights reserved.
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