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Dashboard
Workloads

@ Feedback @ English (US)

SEC 2. How do you
control human access?

SEC 3. How do you control
programmatic access?

SEC 4. How do you detect
and investigate security
events?

SEC 5. How do you defend
against emerging security
threats?

SEC 6. How do you protect
your networks?

SEC 7. How do you protect
your compute resources?

SEC 8. How do you classify
your data?

SEC 9. How do you protect
your data at rest?

SEC 10. How do you
protect your data in
transit?

SEC 11. How do you
respond to an incident?

Well-Architected Tool Workloads test Review workload

SEC 2. How do you control human access? info

Control human access by implementing controls inline with defined business requirements to
reduce risk and lower the impact of unauthorized access. This applies to privileged users and
administrators of your AWS account, and also applies to end users of your application

(O Question does not apply to this workload Info

Select from the following

Define human access requirements  Info

Grant least privileges Info

Allocate unigue credentials for each individual Infe
Manage credentials based on user lifecycles info
Automate credential management Info

Grant access through roles or federation info

None of these Info

Notes - optional

Improvements for this question are in progress.

250 characters remaining

Save and exit

Helpful resources

[ Identity Federation in the AWS Cloud

[3) 1AM Best Practices

[ Delegate by Using Roles Instead of by Sharing
Credentials

2% Security Partner Solutions: Access and Control

Define human access requirements

Clearly define access requirements for users based
on job function to reduce the risks from
unnecessary privileges.

Grant least privileges

Grant users only the minimum privileges you have
defined to reduce the risk of unauthorized access.

Allocate unique credentials for each
individual

Credentials are not shared between any users to
help segregation of users and traceability.

Manage credentials based on user lifecycles
Integrate access management with user lifecycle.
For example, decommission a user to revoke
unused and unnecessary credentials when a user
leaves or changes roles.

M _______.

Privacy Policy  Terms of Use
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Serverless Application

In this “Lens” we focus on how to design, deploy, and architect your serverless application workloads on the AWS Cloud. It covers scenarios such as RESTful Microservices, Mobile back-
ends, Stream Processing, and Web Application. By using this Well-Architected lens you will learn best practices for building serverless application workloads on AWS.

Download the serverless application lens whitepaper PDF | Kindle

High Performance Computing (HPC)

In this “Lens” we focus on how to design, deploy, and architect your High-Performance Computing (HPC) workloads on the AWS Cloud. It cover scenarios such as Loosely Coupled/High-
Throughput Computing and Tightly Coupled/High-Performance Computing. By using this Well-Architected lens you will learn best practices for building HPC workloads on AWS.

Download the HPC lens whitepaper PDF | Kindle

loT (Internet of Things)

In this “Lens” we focus on how to design, deploy, and architect your loT workloads on the AWS Cloud. It cover scenarios such as Device Provisioning, Device Telemetry, Device Commands,
and Firmware Updates. By using this Well-Architected lens you will learn best practices for building loT workloads on AWS.

Download the loT lens whitepaper PDF | Kindle
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AWS Architecture Blog

Well-Architected: “To thrive, to evolve, to delight”

Well-Architected Framework o e 9 s

Today we published a subtle but significant update to the AWS Well-Architected Framework. We looked to see where
AWS Solutions Architects and customers diverged in how they judged something to be Well-Architected, and we
restructured our questions and answers to help close that gap.

(] O
,T\ I , 4 F A — I \— E There are many definitions of IT architecture, but, at its core, a good

architecture is like a well-designed building: It creates a space that we love to
be in. In technology, good architecture creates a space that allows our code
to thrive, to evolve, to delight. Bad architecture inhibits the ability of our
code to meet our expectations, and it exposes us to risk, wasted effort, extra
costs, and bad outcomes. How do you know if your architectures are good?
(2 0 1 8 E 1 1 ﬁ ) In 2012, we created the AWS Well-Architected Framework as a way to answer
that question. AWS Solutions Architects review thousands of workloads every
year using the framework. We learn from these reviews: new ideas, bad ideas,
and constant innovation. We curate those learnings, from our customers and

our teams, to create a framework that remains current but also tested and
pragmatic.

We use Kaizen 3{Zto help us continually improve the framewerk. We bring data—your anecdotes and challenges—and
use it to understand where we can improve the framework. We experiment, ask five whys, draw pictures of fish, and

whiteboard, whiteboard, whiteboard. We draft guidelines for writing best practices, we shape our best practices to fit, we
iterate. We have it reviewed by our principal community, taken for a spin by AWS Solutions Architects, and then we
publish an update to the framework. We joyfully spin round a Deming cycle.

With this update every question has been refined, and some have been split into two to ensure they focus on a single

taopic. The framework has also been updated to reflect new services and features, and is available as a whitepaper PDF
and free as Kindle books. We believe that if you follow the well-architected way, your architectures will create a space

where your code and functionality will delight your customers. You can find free training and all of the whitepapers on
the AWS Well-Architected homepage.

Philip Fitzsimons is the leader of the AWS Well-Architected Team
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AWS Well-Architected Partner Program

AWS Well-Architected Partner Program

The Well-Architected Framework has been developed to help cloud architects build secure, high-performing, resilient, and efficient infrastructure for their applications. The
Framework provides a consistent approach for customers and partners to evaluate architectures, and implement designs that will scale over time.

About the AWS Well-Architected Partner Program

The AWS Well-Architected Partner Program trains AWS Partner Network (APN) Partners on how to perform Well-Architected workload reviews. The Program is designed to
enable you to help AWS customers establish good architectural habits, eliminate risk, and respond faster to changes that affect designs, applications, and workloads. Well-
Architected Partners will gain the expertise needed to build high quality solutions, implement best practices, check the state of workloads, and make improvements when
and where AWS customers need assistance.
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AWS
Well-Architected Tool
Review your answers against
the five pillars established by
the Well-Architected
Framework

Identify the workload
to review

Then answer a series of
questions about your
architecture

Operational
excellence

Security

Reliability

Performance
efficiency

Cost optimization

Get videos and documentation
related to AWS best practices

Generate a report that
summarizes your workload review

View the results of workload
reviews across your organization
in a single dashboard
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Management Tools

AWS we“-AI"Ch itected TOOI, Define a workload
I_ea rn, m ea SU re, a n d b Ui I.d USl n g E::l?:a:r:nirlkload based on one of your existing cloud
architectural best practices

The AWS Well-Architected Tool helps you review your workloads against current AWS best practices and
provides guidance on how to improve your cloud architectures. This tool is based on the AWS Well-Architected

Framework.

Define workload

Pricing (US)

Any usage Free

How it works

Getting started

Operational
excsllence
Get videos and documentation
) related 0 AW best practices . .
Seakiy) What is the AWS Well-Architected Tool?
— 2
| i
Rellabilie = : :
! J AWS L Getting started video
] Well-Architected Tool Generate a report that
: Review your ansivers against y . summarizes your workdoad review
Identify the worklaad the five pillars established by g:';;:"'l" o
10 review the Well-Architected ¥
Then snswer a series of Framework e
QuESTIOns about your 5 FAYA
architecture Cost optimization e N
View the results of werkload
i reviews across your organization More resources
L] ina single dashboard

FAQ

AWS Well-Architected Partners
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aws
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Services v  Resource Groups v %

» Operational Excellence ()

¥ Security

SEC 1. How do you
manage credentials and
authentication?

SEC 2. How do you
control human access?

SEC 3. How do you control
programmatic access?

SEC 4. How do you detect
and investigate security
events?

SEC 5. How do you defend
against emerging security
threats?

SEC 6. How do you protect
your networks?

SEC 7. How do you protect
your compute resources?

SEC 8. How do you classify
your data?

Well-Architected Tool Workloads test Review workloa

SEC 2. How do you control human access? info

Control human access by implementing controls inline with defined business requirements to reduce risk and
lower the impact of unauthorized access. This applies to privileged users and administrators of your AWS
account, and also applies to end users of your application

(3 Question does not apply to this workload Info

Select from the following

Define human access requirements Info

Grant least privileges Info

Allocate unique credentials for each individual Info
Manage credentials based on user lifecycles info
Automate credential management Info

Grant access through roles or federation info

None of these Info

Notes - optional

Improvements for this question are in progress.

Qo

wa @ 9830-4881-5945 ~  Oregon Support ~

Helpful resources

— 1

[ Identity Federation in the AWS Cloud

[ 1AM Best Practices

[ Delegate by Using Roles Instead of by Sharing
Credentials

42 Security Partner Solutions: Access and Control

Define human access requirements

Clearly define access requirements for users based
on job function to reduce the risks from
unnecessary privileges.

Grant least privileges

Grant users only the minimum privileges you have
defined to reduce the risk of unauthorized access.

Allocate unique credentials for each
individual

Credentials are not shared between any users to
help segregation of users and traceability.

Manage credentials based on user lifecycles

Integrate access management with user lifecycle.
For example decommission a user to revoke
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Well-Architected Tool Workloads test Review workload

SEC 2. How do you control human access? i €« E Fl:ﬁ ': % 2_ -t L \ <

Control human access by implementing controls inline with defined business requirements to reduce risk and
lower the impact of unauthorized access. This applies to privileged users and administrators of your AWS
account, and also applies to end users of your application

(3 Question does not apply to this workload Info

Select from the following

Define human access requirements Info

Grant least privileges Info

Allocate unique credentials for each individual Info
Manage credentials based on user lifecycles info
Automate credential management Info

Grant access through roles or federation info

None of these Info

Notes - optional

Improvements for this guestion are in progress.
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Well-Architected Tool Workloads test

SEC 2. How do you control human access? info

Control human access by implementing controls inline with defined business requirements to reduce risk and
lower the impact of unauthorized access. This applies to privileged users and administrators of your AWS
account, and also applies to end users of your application

(3 Question does not apply to this workload Info

Grant least privileges Info

Allocate unique credentials for each individual Info
Manage credentials based on user lifecycles info
Automate credential management Info

Grant access through roles or federation

None of these Info

Notes - optional
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wa @ 9830-4881-5945 v Oregon ~ Support ¥

Helpful resources

c CIHERLGEHR—

> o — 1

[ Identity Federation in the AWS Cloud

[ 1AM Best Practices

[ Delegate by Using Roles Instead of by Sharing
Credentials

42 Security Partner Solutions: Access and Control

Define human access requirements

Clearly define access requirements for users based
on job function to reduce the risks from
unnecessary privileges.

Grant least privileges

Grant users only the minimum privileges you have
defined to reduce the risk of unauthorized access.

Allocate unique credentials for each

Credentials are not shared between any users to
help segregation of users and traceability.

Manage credentials based on user lifecycles

Integrate access management with user lifecycle.
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Improvement plan overview

Risks

(® High risk
/A Medium risk

Improvement status

None

Improvement plan configuration

Pillar priority

1. Security

2. Reliability

3. Operational Excellence
4. Performance Efficiency

5. Cost Optimization

Improvement items

SEC 1. How do you manage credentials and authentication?
@ High risk

¥ Recommended improvement items

» Define credential and authentication management requirements
* Protect AWS accounts

* Secure credentials

* Use services and toals

+ Resources from partners
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