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AWS does not offer binding price quotes. AWS pricing is publicly available and is subject to
change in accordance with the AWS Customer Agreement available at
http://aws.amazon.com/agreement/. Any pricing information included in this document is provided
only as an estimate of usage charges for AWS services based on certain information that you
have provided. Monthly charges will be based on your actual use of AWS services, and may vary
from the estimates provided.
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AWS Key Management ServicedDRZ NS5 07 « X [B#F:E

https://d0.awsstatic.com/whitepapers/aws-kms-best-practices. pdf

FIPS 140-2 Non-Proprietary Security Policy AWS Key Management Service HSM(Hardware version 2.0, firmware version
1.3.6)[2017/8/24]

https://csrc.nist.gov/csrc/media/projects/cryptographic-module-validation-program/documents/security-policies/140sp3009. pdf
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iES (Cryptographic)
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IB{EDIES1t(Data encryption in transit)
o BEBOXRENST —FETD

. SSL/TLS
« IPSec
. ) ANBE
| RET—H DG 1I3(Data encryption at rest) 73_I
Eaént£_ﬁﬁgiuam%—%wbmamanéw&ﬁ<
7} < )LIES1L
AT 7 AL AT o

. F_ SRS
. JOvw o7\ REES

© 2018, Amazon Web Services, Inc. or its Affiliates. All rights reserved.

—

N

In transit
=

o\
{n at rest
aws



10

ESDOREE(CHSVNTERINSHRE

W EC(CRESNDDN ?
ESNFET 3/ \— RO T7?
. AWSD/\— RO T T ?

(& CTEDONDDH ?

B CEIBIDIISA 7> I RIDTI7(CT?
- AWSLTHEIT B ATAICT?

sENEEZEX DM ?

e HFolmEtD1—Y—rJUs—>3>7
e A—YH—NWHFESXEAWS L7 T U5 — 3> 7?

HEENEDHENMR T+ 1 T« BRI DA N HDIDH ?

aws

© 2018, Amazon Web Services, Inc. or its Affiliates. All rights reserved.



11

Key Management Infrastructure
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AWS Key Management Service (AWS KMS)

v
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AWS KMST{EHY SEE/IE

Customer Master Key(CMK)
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Customer Data Key(CDK)
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AWS KMS&E1 5L —23>ENTLWBAWSH—EX

Alexa for Business®
Amazcon Athena

Amazon Aurcra

Amazon CloudWatch Logs

Amazon Comprehend®

Amazen Connect

Amazen DynamoDB*

Amazen DynamoDB Accelerator (DAX)"
Amazon EBS

Amazon EFS

Amazon Elastic Transcoder

Amazon Elasticsearch Service

Amazcn EMR

AWS ¥R — K KMS ¥—@&EYHi—+,LET,

Amazon Glacier

Amazon Kinesis Data Streams

Amazon Kinesis Firehose

Amazon Kinesis Video Streams

Amazon Lex

Amazon Lightsail*

Amazon Simple Email Service (SES)
Amazon Simple Queue Service {SQS)
Amazon Neptune

Amazon Relational Database Service (RDS)
Amazon Redshift

Amazon SageMaker

Amazon S3

https://aws.amazon.com/jp/kms/details/

Amazon WorkMail AWS Snowball

Amazon WorkSpaces AWS Snowmaobile

AWS Certificate Manager® AWS Snowball Edge

AWS Cloud8* AWS Storage Gateway

AWS CloudTrail AWS X-Ray
AWS CodeBuild

AWS CodeCommit”

AWS CodeDeploy

AWS CodePipeline

AWS Database Migration Service

AWS Lambda

AWS Secrets Manager

AWS Systems Manager

© 2018, Amazon Web Services, Inc. or its Affiliates. All rights reserved.
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FEIRAWS KMS API

HEEHERAPI 5 —4~ API

« CreateKey, CreateAlias  Encrypt

« DisableKey « Decrypt

« EnableKeyRotation « GenerateDataKey*
« PutKeyPolicy

« ListKeys

« DescribeKey

AWS KMSZ 149 DAPIF35E (2018511 8IRTE)

http://docs.aws.amazon.com/kms/latest/APIReference/Welcome.html

aws
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CMK®D#F5I1AFH. Bring Your Own Key (BYOK)
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CMK{ERFIREIE

1. T 7 R EERBHDIER
2.5 DENN

3. HOEIR I AFeDES
4. 82DER7 O AFR]IDESE
5.F—RU—DT L E1—

https://aws.amazon.com/jp/about-aws/whats-new/2018/11/aws-key-management-service-has-a-

new-console-experience/

aws
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AWSEHE >V —)Lh

@J X151,

5 DCMKAERX

—y — ® 0® g Kmsconsole X 4+
PATITA4TA < G (Y & hitps:/jus-west-2 [ /kms/home?regi t-2#/kms/k ¥r
s://us-west-2.console.aws.amazon.com/kms/home?region=us-west-2#/kms/keys
VTFALPYA i ) .
[ Inside Amazon ' Toodledo (@ Toggl [§ Asana & G ¥r Y! WorkDocs E5 Reading List B Account

1AM HY—EZ Yy=2FIN-7 ~ * masayuki @ masalab ~
Cognito _
Sacrets Mﬂnager - KMS Customer managed keys
GUﬁf‘dDUW Customer managed keys Key actions v
Inspector Q

Amazon Macie &
AWS Organizations
AWS Single Sign-On
Certificate Manager

Status Creation date

Alias v

Key ID v

Empty Resources

No resources to display

Key Management Service
CloudHSM

Directary Service

WAF & Shield

Artifact
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$8D- >7Rk— b - Bring Your Own Keys(BYOK)

374
. BEREFFEOKMITERE K U, - '

>M—h + S~ 00—

A R— hENJEE. AWS — @-
KMSTHA Rk =N/ciE EBEERIC, RSA public key
AWS KMS & & SNTI=AWSD KMS

H—EXT. F@maonr70
J—= 3> C{EFRTIEE -
. ROEMHRISEA A —> r
T, N o Y—=TLE KMSO A FHEET
+ SROBIER. B /°7|'\— A B3 4EKMI Hﬁ%¢bb7§256b_i€ s
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BYOKFIAFDZEE=

. BBOITUXR— MMIAE],

« A >h— hIBHEI256E Y NOIIMEDH

o BR2DA>R— MMEI2DDRSA PKCS#1RXF—LDOWVWINHEFERLU TIRESND,

- A2ik—bUREOBHO—-—FT—>3>EF A0, BEFEHTCO—FT—>3>93,

o A 27R— MEIFAWS KMSERDCMK EEEDRIRAM TH DN, MAKEERD, U—
SICEREREDHZSICBHEIBSNR,

- BRHAENEEZHREIKMSIC KD CHIBREND., AWS KMSARKDCMK(Z7H~30H®D
FHFRIN S DD(CX LT, BIEF(CHIBR. 1 > /R— hOBEM TEIHTIEE,

o  FEEDOMAMEEHIBR GFCARL—2 3> = XICKBHEHIBR) OMIGEULT, #BZNTF
BLTH L ENERDRIR.

- BEIURZEN -3 > (A 2R— g3 EFREE,

- BU. 3J—>3>DKMSTIESILUIET —5(7—FF—)ZRlU—>3 >0
KMSTES I3 EFF—IDMNEDS ZsHHRIRN,

nEﬁ@gg}vti’gg)ssliqé/docs.aws.a_gh%zre(gghgdom/ja_jp/kms/Iatest/developerguide/importing—keys.htmI aws
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Key Policy

Bt ITDIY—AR-AD/\—=wv>3>

B e ER T (CTESR
AWSEIE >V —)L. CLI/SDKICKDZEER]EE
- GetKeyPolicy : 7/RU > —@DEUS

 PutKeyPolicy : 7R = —D&TE

o/
o/

o/
S

-

<4
I X<<

I X

B5HE(CX 9 SKey PolicydDfB(C, IAM Usert>IAM Role TaIE
=N TUL\BPolicy THE 7otz AHlfEHINH el EE

© 2018, Amazon Web Services, Inc s Affiliates. All rights reserved.
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G5 edDT I A IV FRUS—fl (1/2)

"Id": "key-consolepolicy-2",
"Version": "2012-10-17",
"Statement": [

"Sid": "Enable IAM User Permissions",
"Effect": "Allow",
"Principal": {
"AWS": [
"arn:aws:iam::336580663xxx:root"
]
¥

"Action": "kms:*",
"Resource"; "*"
L

"Sid": "Allow access for Key Administrators",

"Effect": "Allow",

"arn:aws:iam::336580663xxx:user/SuperUser"

29

AWS root77 1™
> hZEFRI TS
default policy

© 2018, Amazon Web Services, Inc. or its Affiliates. All rights reserved.

"Principal": {
"AWS": [
]

Y

"Action": [

"kms:Create*",
"kms:Describe*",
"kms:Enable*",
"kms:List*",
"kms:Put*",
"kms:Update*",
"kms:Revoke*",
"kms:Disable*",
"kms:Get*",
"kms:Delete*"

1,

"DaocAlireca! - k!

e

ESiEEEEM
(FRUS—

aws




HESHODT I A I MRUS—BI (2/2)

{
"Sid": "Allow use of the key",
"Effect": "Allow",
"Principal": {
"AWS":
[ "arn:aws:iam::336580663xxx:user/Dev","arn:a

:912412960xxx:root"

]
by

ction": [

"kms:Encrypt",
"kms:Decrypt",
"kms:ReEncrypt*",
"kms:GenerateDataKey*",
"kms:DescribeKey"

1s

"Resource": "*"

I

ES A HER
(FRU= —

ws:iam::336580663xxx:role/EC2_Admin","arn:aws:iam:

{

"Sid": "Allow attachment of persistent resources”,
"Effect": "Allow",
"Principal": {

"AWS":["arn:aws:iam::33658066XXXX:user/Dev","arn:a
ws:iam::33658066XXXX:role/EC2_Admin","arn:aws:iam
1191241296 XXXX:root"

]
T,

"Action™: |
"kms:CreateGrant",
"kms:ListGrants",
"kms:RevokeGrant"

© 2018, Amazon Web Services, Inc. or its Affiliates. All rights reserved.

1;

"Resource": "*",

"Condition": {
"Bool": {

"kms:GrantIsForAWSResource": true

)

s

: y KMS &Hra ez AWS
) H—EXN, F—Z=FHT

BDIZHDHETE WS |
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Policy®s¥4ifh

BailcfI5E=NEUY - AR—XAD)\—=w=3>&. IAM User/Role
(5 UEI—Y—R—XD)\—=wv=>3>Dmms %3

Bt 5B Default Policy(droot77 00> MMIX U TETOERR
D

KMS@TU‘EX*@@ = (@ FEDIAMDPolicysHii B OO W D
7O AHERICAllow"DEEMNH D ITima. 7O A0
ZIE L7 O X&BRIC 1 DTE"Deny’ O)K'fq:h\\@j cima. 7O RS (BRI
Deny)
« T J#)LKDeny < Allow < BEZREY72Deny

aws
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5F0] (Grants)

« AWS KMST(EIF—RU>—&EFFR](Grants) ELVD2DDUY—X
NR—=ADF7otAT> bO—)LikgEZ B R— b

o HFojZFHITDE. CMKDERZ DI SA 77> MMCKD> THIDAWS
TJU)OLICEETDCENTED

o KDV O RIEDETEN BIEE

« FASINB5DDE:R

Key : CMK®DID
- GranteePrincipal )\ ==V 3> ERTDIRR
« Operations Al EnNd3ARL—2 3>
 Constraints : GrantshVBzl (C72 B ConditionZE
RetiringPrincipal : GrantsZretirec B3 DEDTEDIRR

© 2018, Amazon Web Services, Inc. or its Affiliates. All rights reserved. aWS
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SF0a] (Grants)D{ERH

# Create a grant

key id = 'arn:aws:kms:us-west-2:111122223333:key/1234abcd-12ab-34cd-56ef-
1234567890ab'

grantee principal = 'arn:aws:iam::111122223333:user/Alice’
operation = 'Encrypt'
response = kms client.create grant(

KeyId=key 1id,
GranteePrincipal=grantee principal,

Operations=operation

https://docs.aws.amazon.com/ja jp/kms/latest/developerquide/programming-grants.html

aws
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Encryption Context

b TR I BIRICKMSITIE S C & T & BKey/Valuery)?

E5{LDIRICIBET D L. ESLDRICER—DIENMNELETND
- BHNEEEET—7% (ADD: Additional Authenticated Data)& U CHIFEE]EE

CloudTrailloOZ7 (CEX TH I ENB =8, Encryption Context(C it
1B FIAE U780

Grants®Constraints®H T FD2DZE B /R— b
- EncryptionContextSubset : EncryptionContextf(CESFENTL\WUI
EqA
« EncryptionContextEquals : EncryptionContexth e®(C—R UTcBZE

aws
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Constraintsd4l

i m”.,.n

EncryptionContextSubset {“Department”:”“Finance”, “classification”:”critcal”}
{“Department”:”Finance”, “classification”:“critical”, “customer”:”12345"} -> OK

{“Department”:” Finance” } -> NG

n i ", n

EncryptionContextEquals {“Department”:“Finance”, “classification”:“critical”}
{"Department”:"Finance”, “classification”:"critical”} -> OK

{"Department”:” Finance”, “classification”:”critical”, “customer”:"12345"} -> NG

aws

© 2018, Amazon Web Services, Inc. or its Affiliates. All rights reserved.
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Grants®OFIAMH — Amazon EBSDRU 1 —AIDISE

"eventName":"CreateGrant", pr— .
"awsRegion":"us-east-1", Amazon EBSIES{bZ1TDIHZE. /N

"sourceIPAddress":"AWS Internal", )1 — LB 79vVvFUIEBROoOOT

"userAgent":"AWS Internal",
"requestParameters":{
"retiringPrincipal":"137640147550",
"constraints":{
"encryptionContextSubset":{
"aws:ebs:id":"vol-9a98axxx"

>
3
"operations":["Decrypt"],
"granteePrincipal":"33658066xxxx:aws:ec2-infrastructure:i-5439cxxx",
"keyId":"arn:aws:kms:us-east-1:33658066xxxx:key/6f712a31-88ba-4975-a4bf-0a87faxxxx"

g

aws
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CloudTraillc&kBAKMSOOY £

+  CloudTraillC& DKMSDEET > Y — )L TOIRE>SDKT DIRIETHIA LIZAPIDOO Y Z S

— CreateAlias

— CreateGrant CloudTrailllckDEMETE 300
— CreateKey . N

— Decrypt e LYD

— DeleteAlias . ECFODOAPIE

— DescribeKey e EDAWSUY —ZIHS

— DisableKey e EDAWSUY—X(Zx LT
— EnableKey

—  Encrypt

— GenerateDataKey

— GenerateDataKeyWithoutPlaintext
— GenerateRandom

— GetKeyPolicy

— ListAliases

— ListGrants

— ReEncrypt \ j

http://docs.aws.amazon.com/ja_jp/kms/latest/developerguide/logging-using-cloudtrail.html

aws
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#eF FHDAPI

Encrypt API
- T—HZEESETDITHDAPI
e —SDIES{CH
«  4KBFERTDEXFT—H (X

CMK ID,EC+

Encrypt

o ERRESNBIBEX(CIEINVINMTEEIND
HBK ID. Encryption Context’} & DIE#k

. KMS
g =
Ciphertext

¢ ;E}—QBJ:UQEEE_C‘TME g%Y(iAWSW(:(EM% Header

Encrypted Data

BN

Decrypt API
« FT—AHZET I BIZHDAPI
« CMKOIEEFAE EC+
EESXDA\YINSE T BCMKEIFTE
o BEXBSIVEX(ZAWSHIC (FFIF 20N

GenerateDataKey
- Y -NF—5DIES{EICFIF T SCDKZ LR
- EXDHEE. Encrytpt APITEES{EEN/ziiiziRd

© 2018, Amazon Web Services, Inc. or its Affiliates. All rights reserved.

BESSZ(C Iy S
SFEND

Decrypt
. KMS
Ciphertext [r——
0g o
Plaintext ——
BES X DAY S SHBKID
Z A %2 T DHBKZE
FMARLUTES
aws
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AWS KMSZ{ER UcigS i

T —5F—72FRk
o KMS[FFT—HF— LBt —45+— @ﬁﬁ?’j‘%i_ﬁ'
/94:—(177 UT—>32DAEY EICEBREL. T—5DIES{E(CHIE
« T—AF—DEEETTTVT—3 >4

« EXDT—HF—(F RUTF—ZT A RTICHVTIFIRSR)
FESALIENHR T U2 SENRE(CHIBR I B

g5{beNZT —F—FRES{bNET - EHITREFTD
- BEZEZ(CIDLCH

F—DUDIITA
S KMS - ~
’Q‘# - = = SN
T—IF—+ES{tenNET -5+ — l e —4
WHRST—4 : o o '
© 2018, Amazon Web Services, Inc. or its Affiliates. All rights reserved. 7 # ﬂ r aWS




AWS KMSZ D Iz1ES

- VIUT—2 a3 hpblEs{benizcs —SF—ZKMSITXE

« KMS[F&ZHEIDIVYRAYI—F—ZFALTT—FF+—ZESL. 7ITUT—3

>(CiRY
« PIUT—23>TT—HF—ZE>TT—9%ZES
ESEEER. FEXDT—FE—DWMDFNTER

stz —9+—

SN
7 _ox f’f? KMS
RS ’92\2—

C} QZF DE=S
ﬂ WHRT —4
F— /90)

EES{b=n
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AWS KMSZFIA U= —5 IS 0D:EIRE

Client-Side Encryption
- 1—HY-7TJUFT—-23>ThO7T—FES{LICKMSZFIFA
- RIEAWS SDKZFIF

o KD EFDSDKY IS 177> heFAITNIEL. Envelope EncryptionZE&5 (C
}\/ )L B]gE

AWS Encryption SDK
« Amazon S3 Client
— AWS SDK for Java, .NET, Ruby TH/R— ~
« Amazon EMR File System (EMRFS)
« Client-side Encryption for Amazon DynamoDB
— https://github.com/awslabs/aws-dynamodb-encryption-java

Server-Side Encryption
« AWSOERBH—EXEAM2FTITL—S3>ancTund
© AWSH—ERTT - INHESNICY — EXNKMSERBL TT 5%
HS

© 2018, Amazon Web Services, Inc. or its Affiliates. All rights reserved. aWS



43

AWS Encryption SDK

AWSD‘TIF_{#\@'ZDUU’I’T\/ N REES{EDTzODEESIES 1 TS
A — :F jD/\’I’Q " TE L/T%'Jﬁﬁ@’%f &)ODAPIC‘: Ny TLANILDEE UL (F7—5Z S

5-“—/95%‘%454:—(DEK)0)EEDT\6:1%§§
B O ADTZHDARLNRILDIES{LIIEZE S+ TS5 R TEIE

by TLANILDY R —F—Z4EE I UL, SDKAYED DIESEZ X
SDKMELNLDBESHAUB E by TLANILDYRE —F—ZEU DTS

W70/ 145 —ZIMRIE
BRORZE—DIY RS —F—TJO/\AF—(CE EHTHIA
EHOETOI\1 5 —EFIFA U2 (AWS KMSEAWS CloudHSMOEISFIF: &)

Java & PythonDTZ O DARBEHE (CM R D DD N DOKMSD K D@+ —AMIEEEDSIREERNR T
ISV NGRS

JavadDZE3 (dJava Cryptography Architecture(JCA/JCE)ZH7R— kL. AWS CloudHSMA®
PKCS#115/)\A/ XEHR—MULET

https://qithub.com/awslabs/aws-encryption-sdk-java
Qgtgsgééaws.gggazon.coméQ_'_oqsfé;[%glylrei:cbyv/egew—aws—encrvption—sd k-for-python-simplifies-multiple-master-key- aws
encryption/ ’



https://github.com/awslabs/aws-encryption-sdk-java
https://aws.amazon.com/blogs/security/new-aws-encryption-sdk-for-python-simplifies-multiple-master-key-encryption/

AWS SDKZFIA U/=Client-Side Encryption

/1954 7T > NERTE

//USE ROLES FOR EC2

AWSKMSClient kms = new AWSKMSClient();
kms.setRegion(“us-west-2");

/ /FESAE S S
String keyId = "alias/my-application-key"; +—
String plaintext = "Hello world!”;

Map<String,String> ec = Collections.singletonMap(”dept",”finance");
GenerateDataKeyRequest req = new GenerateDataKeyRequest()

.withEncryptionContext(ec)

.withkeyId(keyId)

.withKeySpec(“AES-256"); . X
DecryptResult res = kms.generateDataKey(req); T —IF—ZER
ByteBuffer plaintextkey = res.getPlaintext();
ByteBuffer encryptedkey = res.getCiphertextBlob();

//plaintextkeyZz# AL T —o%ESL

© 2018, Amazon Web Services, Inc. or its Affiliates. All rights reserved. Envelope Encryption (igﬁ_c\} \> l\‘) b?%%‘gtﬁ@% aWS
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AWS'U'_ EZ_C‘@SSE(Server—Side Encryption) with KMS

Amazon EBSO
« Amazon EBSOAWSYHZ A NIV —)L

W5t F -ofyai-sxssites @

KMS +—1D  (FD)Lt) awsieds - C (] %AWS-U-_ EXT“CM K%}EE?% 0337.
KMS %—MFH8A  Default master key that protects my EBS volumes when no other key is defined . E nve I 0 pe E n Cry ptl on 0)} \ \/ I{) I/ (j:'U‘ —
KMS —7h2F  ZOFNDUE GO000COCXXKX) tx{ﬁut“?i’bn%

KMS Key ID  OO00GOK-XOO-XOOOK-XOOO-XOCOOOOOOKK

KMS ¥— ARN  arn:aws:kms:ap-northeast-13000000C000C key! XXX XHKHHKHNH XXHXXXOGOOOKNXNK

« CLI

create-volume [--dry-run | --no-dry-run] [--size <value>] [--snapshot-id <value>] --
availability-zone <value> [--volume-type <value>] [--iops <value>]
[--encrypted | --no-encrypted] [--kms-key-id <value>] [--cli-input-json <value>] [--

02018 amazn v g€NErate-cli-skeleton]
47
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AWS'U'_ EZ_C‘@SSE(Server—Side Encryption) with KMS

Amazon EBS®DI

1.EBSHTLStzw = 3> TStz 1 —
LF—HEKMSHSEE. KMSIZIEESNIZF—A
DFICREZFTVIL., BE{LE=NZT—4
F—ZEBSICX{E(EBSIZIREID TS W F (@
gslbeneEsT—49F—%2RJ 1 —LDAFTFT—
SIRTF)

2.EBS/RU 1 —LANYT> hEnsd &, EC2HR
1 —/ADAIFT—IhBSIES{L=NEARY 1—
ILF—ZES

3.KMSADES YU IR MHERKSNEC21 >R
S ZANBE T BRA MMESENERU 21— A
F—E=Z TS

4R 1 —ALAF—(F 775V FSNIZEBS/RY 1 —
AT BDRETDOAR DT —HFDIESIL/1ES (CF
HAEns

© 2018, Amazon Web Services, Inc. or its Affiliates. All rights reserved.
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EBS Volume
encrypted VK

OR

—

v

EC2 Instance

e

3
y

)

A

K

KMS Interface

|
|
GeneiateDatakKey
I ({CMEK)
|

_I_/ Decrypt(enc) /
|
|

|
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AWS Key Management Service HSM

Cryptographic Module Specification 3

Cryptographic Module Ports and Interface 2

Roles, Services, and Authentication 3

Finite State Model 2

Physical Security 3
Operational Environment N/A

Cryptographic Key Management 2

AR J Electromagnetic Interface / Electromagnetic Campatibility 2

pomcil mi‘/,"““" et o EE—— 5

o Design Assrance 3
Mitigation of Other Attacks N/A

Overall Level 2

5F#fll https://csrc.nist.gov/projects/cryptographic-module-validation-program/Certificate/3139

© 2018, Amazon Web Services, Inc. or its Affiliates. All rights reserved. awo
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FIPS 140-253%EDRAL > b

BESPITUXLA
- AES (FIPS 197, SP800-38A). ##&K128Ew . 256Ew b

HS BEOD A Y
- DRBG (SP 800-90A) - S>AHLAEY h2TRL—H5—
- NDRNG - DRBGICXt 9 BSeed. 384w hadIT > bOE—

« Recommendation for Block Cipher Modes of Operations :
Galois/Counter Mode(GCM) and GMAC (SP 800-38D)

https://aws.amazon.com/jp/about-aws/whats-new/2018/11/aws-key-management-service-has-a-new-

console-experience/
© 20 o, o o e g e



https://aws.amazon.com/jp/about-aws/whats-new/2018/11/aws-key-management-service-has-a-new-console-experience/

AWS KMSOiEEHE

KMSHEBT(EIA T DIET—FIHWFET D
« Domain Key(DK)
EEADH

KMS

lK NA C

U—=3 > ADETOHSMAI X EY EICRE
RxTcO—-F—>3>

« HSM Backing Key(HBK)
CMKDEKREIRDEXDHET —
CMKAERBS (CHSMT4R. B U< (EBYOK
HSMOEFIEAEDY ETOHEXTHEE
EXDFRFHSMMAMSED H UAH]

. Exported Key Token(EKT)

DKTHES{E=MN/ZHBK, DFDCMK(FES{L=
ncnsd

KMSADEMAMER bL—Z (TRESND
CMKHAEF (CHSM ETES{L UHBKZERD I U

CMK(FsmiEF— (8D >F7)
« HBK. EKTH'BEESIFSNTND

« ARNDEODF—IDIFERR(CIFEARTHD
HBKZ#EL TL\D

© 2018, Amazon Web Services, Inc. or its Affiliates. All rights reserved.

52

K | HSA Backing Key

NAY—F—DE

h( #&E)AEY £

DHTHHEE=ND

S~

DA, § NPEIE

EMAE

Exported Key Token
E={tEsNA KL —=

FICREENB TR
5—F—

EKT1 <] EKT2

Hardware Security Module

(HSM)

/7

| Domain Key |

=\

HBK1 HBK2

o —

\

\ ________ |

CDK2
CT2

Customer Data Key
HBKEX DD 51,
d—H—HEESLICfE
HTES

aws
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\
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CMK#»h2937—329—F—DTA1 ITITALI)L

Rotation

Key
Generation

Create Key

CMK(E., ERERDHEEOANI(A>TF)
« 1 DDOCMKITH U TActiveRBREEI(C 1D

COKDS A T A JILIFFHIRENEE
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CMK

Active

Deactivated

Schedule

key for
deletion

aws
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O—7—=3 >0 H

HSM
= 72 = J 9
/\ PNB EHBKO AL _ \
2T B ENED Domain Key
Durable storage »1—34%}%311’15 777+ J1RHBK
|
]
MK /\/m |
EKT]. é/ : HBK]. HBK2 """"" HBKn :
| |
EKT2 < : i
w \\ /l’
y
CDK1 CDK> CDKn
CT1 CT2 CTn
aws
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AWS KMSDNARXRISD57+1 AX(1/2)

e n:b\nJ-.Eé:n:b\
- IAMIRUS —&EF—RUS—DFTH 1>
- &/VHEPR SHEFR DB (Least Privilege / Separation of Duties)
. PORTHAIS ROT IR, —YTHIS NOERE

PutKeyPolicy (C31 9 BHER
Encryption Context

. MFADFIBOIES

- FEBHTH
« CloudTrailo>#I 8

o \TA—Y2RAET—EXHIR
+  IBBIEDDAPIARL -3 > DUITR MRISER

https://docs.aws.amazon.com/ja_jp/kms/latest/developerguide/limits.html

© 2018, Amazon Web Services, Inc. or its Affiliates. All rights reserved. aWS
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AWS KMSDARX NI SD574 AX(2/2)

o 4/77XF70?V®t¢1U74

DRI —XF—> REGEDFIA
- BEEOEMCHEITDINDIRES (AWSTAHD> bOER. =TSR, 41225 bRIGH5E

AB)
AWS ¥Y+—3 REI CMK HAFI—-IF—JREL CMK
{ER% BEZ M AWS HERT D BEENERT D
o-7->3> 3 (L1 EEEH 1 (2 1 BIBEECAT > T, FEA>
TYVRCFET
HlIpR HIFRTEERA HIBRTEES
EREHE HETED AWS H—EX(CHIPR KMS/IAM U —TER
F—FIELARYS— AWS Y+—2 DA —R*—2
1-Y-F7oAER IAM 7R — IAM 7R —

- A7 IO & BEME

«  AWS KMStH1UF 1 DBEEHE
«  CMKOEIMEEHIBR. $F(CHIBREIEE(C
aws
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AWS KMSHIAHTIPS

BEEIES{E/ES TS 357 —45(34KBXT
Envelope Encryption/5T\ COFIRAZ#EE
APIUOTX bROwY MU T (TER

5=1CEBS/RY 1 — AZEEE D1 > A I ADEFEE#HT>, REA TS
~DS3A\DUpload/DownloadZE (CER

WME(CIG U T EIR#EFIEREE
« https://docs.aws.amazon.com/ja_jp/kms/latest/developerguide/limits.html

XIFMREE S B TNDAH P 7R— b

ARSES SR TR TERL
U —>3 DRI COEOHEA ([FHREN
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AWS KMSHIHTIPS : EBS

HIR— hESNTVWDA 2RI RIAT(TEE
RNU 1 — LADEREF ICCMKZIEE U CHES1E

LN CUVVRVRY 21— ADBEEDESE. BBS{ERY 1 — ADEZRDIFES/LEARR]
BESEENTVRLVRY 1—ADIF YIS 3y MM IE-J BRICIESILY BT &(FTEE
ESLSNERF VTS 3y hMedE—J 3RICRABBCMKEIRE L CEIES(LY 3 &(3a4E

BB XFwv T gwv cMAEMODAWS T LD > fMAEF T3 EH 0]
CMKICXW I B 7 ORI EBA5ITINENHD

T IA I M—THES{EENZRFT v TS 3y MIHEART]
HESNERFY T2 a3y MSRY1—-LAZER T DHEEFE—BIE—IFwE

KMSOCMKTHES{bt=NEXAFv T2 3wy MIU -3 > BEOE—ART\]
14> A R(CT7FYFTEBDEUCMKTESIEUZARY 21— Al

30@ af _C http://docs.aws.amazon.com/ja_jp/AWSEC2/latest/UserGuide/EBSEncryption.html
aws
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AWS KMSHIFHTIPS : S3

KMSTHES{tENEAT > 0 M9 BiE{ElEVersiondBZHmE

AT D FOBESEICHRASNZT —FF—EATZT U MEHIC
s LN TRESND

L AN ACEEFNDETaglEAT =10 FOMD5 TR0
)\ w SRU S —TSSE-KMSs@ b el e

« s3:PutObject(CX LT, “s3:x-amz-server-side-encryption”:“aws:kms”DZ&44% FI 3

© 2018, Amazon Web Services, Inc. or its Affiliates. All rights reserved. aWS
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AWS FIFTIPS : RDS(1/2)

A ML —>BESAE TR

IR > X5 > ADVERIE ICRESALIETE

BESAERIREIRA > R RAAT(TER

Bt =NIzA > X5 > ADES{LEERR (FAT]
EEEENTUVVRWRFY T2 3y hMaEIOE—-UTIESI{EI D &(EAEE
(Aurora C(IAE)

U—RLTJUBEBEUF—%=2FHELUTCESILITDINENSD
gsibcNTUVWRW\Y O TPV T /X Fwv TS 3y hz2BE{E1 > XS R(CUX B
7I D EIFHFRRN

Aurora CFES{EESNTULRWRFY TS 3w MSIES{EI S XS —I(CIETERE
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AWS KMSFIFTIPS : RDS(2/2)

E5{EENEMYSQLR F v TS 3w hZAuroralc8c 9 3 EIFTERRLN
KMSTHEES{tEeNEXFwvI> 3w b —=3 > BOE—(FAT]
-3 > L TUS—2 3> BARE]
g5t X >V IS gV hMEMOAWS T HT > MMMEEIT D EHAIEE

« CMKICX TRV ITRERZNSTITINENSD
« HESINERAFTYVIS 3y S A 2RI ZEMRT DIBEE—BIE—HnE
https://docs.aws.amazon.com/ja jp/AmazonRDS/latest/UserGuide/USER ShareSnapshot.html
AEERF—0DDisable(dE (T3
« F—%&Disabled 3 ETerminalX5>— IO, UBINU—-FREEL2D
e NvOTPYITMNSDURXSTRREICIRD

http://docs.aws.amazon.com/ja_jp/AmazonRDS/latest/UserGuide/Overview.Encryption.html

© 2018, Amazon Web Services, Inc. or its Affiliates. All rights reserved. aWS
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KMSOt+1UF1(1/3) Q
RO (FDERENEHE

A —F—(CIIEEE 77T ATER0N
M8/L W ERiTZERA U CYRAY —F—ZRE I DK DI(CE%ET
o TL—2FTFAMDVYRI—F—%F 4 ATIFRFLRW
o XEU_LICEHRSIEHEITRO
s FIARIEHG TS DI ATLZHIBRITBDRE
SOCL/KR— hz==i8

KMSH—EXRNTY I NITTF%=T7Y IFT— KNI DIZEHD
TR (F, ERERFBOFERTOTCRICEI > TER

AmazonDII Ul )L —T(IC K> TCEBR LU L Ea1—%=FEE
aws
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F— (IR =N —2 3 2 (CDIHMRTF

« MDU—Z3 2 (CRETERAL

F—oO—-F—>3 2N Ak
1F8CBB0—-FT—>3> (f2R— bSNZF—(3FEHDH)

AWS CloudTraillC X2 EIH1R(E. IBES{CIRIEDECER
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KMSOtF+1UFr (3/3)E=&::I Q

AWS Service Organization Controls L7k— ~
+  SOC1. SOC2L7R— MMFAWS Artifact TH D> O—RULTLIEE0,

PCI DSS LN~N)L 1
- AWS O PCI DSS 5 — EXDFMIC DT, PCI DSS DL HZBMESRL TS,

ISO 27017

«  AWS O ISO 27017 5 — EZXDFHBIC DV TI(E, 1S0-27017 DK< HRIERMESRU T EELN,
ISO 27018

- AWS O ISO 27018 T — EZXDFHBICDVNTI(E, 1S0-27018 DK< HRIEMESIRL T ZELN,
ISO 9001

+  AWS ® ISO 9001 % — ERDFMIC DN TIF, 1S0-9001 D&k < HBBEMESRLTILEL,
FIPS 140-2

o EFHH(CDULNTIZL. FIPS 140-2 Modules In Process List TR TCEEY .

aws
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KMSGD*SI'ﬁ http://aws.amazon.com/jp/kms/pricing/

A5
/\IJ_\/“E/t/\:E |

1USD/ key version / H
KMSTERL. - >7R— MMTHDDSH
« O—F—>3>Z78BMCUBE. BeE@dEHuUER/\—>23 > (CDZAMIUSD

« REX RS Dkey
- AWSEEDY—EXF Il hF—

- HIBRZFE=NTZCMK
— FHEHEEFRCHIBRZF v > IL UGBS, BIRZPESNEN > IEEDE U THRE
« GenerateDataKey / GenerateDataKeyWithoutPlaintext T4k =411/=CDK

0.03USD per 10,000 APIU 2T X I\ (GovCloud Tl 0.04USD)
« 20,000 APIUOI X / B O\EEFRBZR (&2 —>3>25851)

onots o X AHEF2018F LI ABEDEDTY . CloudTrailZE#(C U TAPLY 2 ROJ ZBUS S B BAFBIRS3, SNSOREN DN D ET . aws


http://aws.amazon.com/jp/kms/pricing/

aws
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. AWS KMS(3, 5— 9% RE T B DIEELF—D—5
EWETEECT BEIR MIVR— RY—ERTY

« AWSH—EXREDHREBICEDBRICT—YDIBE{bZIT
SCEMNTEFI L, 7IJVUT—>3> FOT—HDIES
ILICEFRBIBDCENTEET

- IES#EOTF 1 7REZoJgE(C L. CloudTrail EDfE
(C KDIEAFAAAHBLDEEBE N ICHLEEBRIHTE XY
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AWS Key Management Service Developer Guide
http://docs.aws.amazon.com/ja_jp/kms/latest/developerguide/overview.html

AWS Key Management Service API Reference

http://docs.aws.amazon.com/ja_jp/kms/latest/APIReference/Welcome.html

AWS Key Management Service FAQ

http://aws.amazon.com/jp/kms/fags/

AWS Key Management Service Pricing

http://aws.amazon.com/jp/kms/pricing/

AWS Key Management Service Cryptographic Details [201848HE#f]
https://d0.awsstatic.com/whitepapers/KMS-Cryptographic-Details. pdf

AWS Key Management Service®RX ST S5« X [BAEE
https://d0.awsstatic.com/whitepapers/aws-kms-best-practices. pdf

FIPS 140-2 Non-Proprietary Security Policy AWS Key Management Service

HSM(Hardware version 2.0, firmware version 1.3.6)[2017/8/24]

https://csrc.nist.gov/csrc/media/projects/cryptographic-module-validation-
© 2018, Amazon WgTRGram/doctmentstseeurity-policies/140sp3009.pdf

aws
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http://docs.aws.amazon.com/ja_jp/kms/latest/APIReference/Welcome.html
http://aws.amazon.com/jp/kms/faqs/
http://aws.amazon.com/jp/kms/pricing/
https://d0.awsstatic.com/whitepapers/KMS-Cryptographic-Details.pdf
https://d0.awsstatic.com/whitepapers/aws-kms-best-practices.pdf
https://csrc.nist.gov/csrc/media/projects/cryptographic-module-validation-program/documents/security-policies/140sp3009.pdf
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AWS Japan Blog
| https://aws.amazon.com/jp/blogs/news/1 (CT
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AWS 2T Webinar
https://amzn.to/JPWebinar
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