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Amazon GuardDuty
[ntelligent Threat Detection in the AWS Cloud
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 AWS does not offer binding price quotes. AWS pricing is publicly available and is subject to change
in accordance with the AWS Customer Agreement available at http://aws.amazon.com/agreement/.
Any pricing information included in this document is provided only as an estimate of usage charges
for AWS services based on certain information that you have provided. Monthly charges will be
based on your actual use of AWS services, and may vary from the estimates provided.
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NEW

Amazon GuardDuty

Intelligent protection of your
AWS accounts and workloads

Generally available
today
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% B BI$ %] - Detective Control

« AWSH—ERDYY—R E=R2YT
- AJE=AY2% (CloudWatch Logs)
ID- 7912 . JOF7HT47 =R >4 (CloudWatch Events)
& CloudWatch

o MUHINIAPIZEAT AR EMGRMICOX S
@ o AVTSIATURADEBHRIL
CloudTrail ’ ‘t’#:l.'}f‘»f@ QEJ‘ME'

’ @ o BXA)TAERB)RVEWEA-A[1R1E
EEDHAHIPTRLA EERE . BlEELED
GuardDuty MEBBAUTI)O I REZFERALEZERA
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What is Amazon GuardDuty ?

Amazon GuardDuty
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VPC Flow Logs

AWS CloudTrail Event Logs

DNS Logs
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Amazon GuardDuty
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GuardDuty [Tk B BB DR
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VPC flow logs

DNS Logs

1
o

CloudTrail

Amazon
GuardDuty
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Amazon GuardDuty - F|FRIgeE)—o3>
RRJ—Uav THIHAETET !

Asia Pacific (L2 /7\)
Asia Pacific (/™ JL)

Asia Pacific (> HR—)L)
Asia Pacific (F=—)
Asia Pacific (BHIR)
Canada (> F3JL)

EU (F5297)LR)

EU (7AILSUR)

EU (BVRY)

EU (/31)

US East (dt/N—2=7)
US East (A /\1%)

US West (At HUZ74IL=7)
US West (A LTY)

South America (Y2737 0)
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Amazon GuardDuty M #|F

Amazon GuardDuty

Amazon GuardDuty (. #EMNAEF VT DE=ZY ) V7B LU —E
AT, AWS IRIEICN 9 2EENREREZREL X7,

SECHDD

APIHT K

LY 2

Continuous TIFRI7R HRAE <+ X IR

AWS BIBICEDLWFI T ET s MSEL AWS CloudTrail f~%x b VPC 7O0—04 % HMEOEE) A RPERZATVWSIPUAK
TWinwhEShERBNCERL., BREE ELEMOT ¥V -2 EDRLET, ZIBNL T GuardDuty ZH 257 L LET,
MLET.
HRCs55 Hilkzs5
FHiEcss
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Setting Up Amazon GuardDuty

GuardDuty

GuardDuty DE#E <

Partners (7'

GuardDuty (ELDTE 30 day free trial

HY—EXD 7 AHER
GuardDuty ZB#ICT S &, AWS CloudTrail %, VPC 7O0—0O%, LT DNS 7TV OV ENHULTEF 2V T ICBEI2O0MEREERT 2128
@ GuardDuty D77 CAFR 25T BB FET, FMlEIES

Y—EAO—=IOF 7 2 AEBRDOERR

3R GuardDuty Tl AWS CloudTrail 04, VPC 7O—0O%. DNS 7 TNV EZBEBULED. ARV M POJZFERUEICTIZEFLERA. ThD
DTF—FY—=RAEFNZFNOOAVY —)LETcld APl TRETEX T, GuardDuty [FWDTHELERLEENICLT. IRV ME LU O ONEBLHIFTHN
ThhBBWKS TR ENTEXT, FMEIIES

When you enable GuardDuty for the first time, your AWS account is automatically enrolled in a 30 day GuardDuty free trial. Learn more about GuardDuty
pricing.
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Amazon GuardDuty Service-Linked Role

o GuardDuyZzE#Z9dHE. Y—EXRICY VIV EShi-A—JLELT
AWSServiceRoleForAmazonGuardDutyhS B IR [C{ER S E T

{
"Version'": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Action": [
"ec2:Describelnstances",
"ec2:DescribelImages"
1,
"Resource": "x"
}
]
}
adws
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Amazon GuardDuty [Z& AR 4]

Showing 37 of 37 o o o

Current findings & Useful? b "8 Cose w 0 H ©

Recon:EC2/PortProbeUnprotectedPort aa
Saved filters
EC2 instance has an unprotected port which is being probed by a
known malicious host. &
Severity Region Count
Low @@Q ap-northeast-1 a0
2017-11-27 16:55:46 (an hour ... 301 Account ID Resource ID

Finding Last seen Count

Unprotected port on EC2 instance i- Threat list name

188.212.100.78 is performing SSH brute force attacks again...
202.107.104.119 is performing SSH brute force attacks agai...
103.27.239.2 is performing SSH brute force attacks against ...
[SAMPLE] Credentials for instance role GeneratedFindingUs...
[SAMPLE] Reconnaissance AP| GeneratedFindingAPIName ...
[SAMPLE] Unusually large amount of network traffic from E...

[SAMPLE] EC2 instance i-99999999 communicating with kn...
[SAMPLE] EC2 instance involved in SSH brute force attacks.

[SAMPLE] Unusual outbound communication seen from EC...
[SAMPLE] 1AM User GeneratedFindingUserName logged int...
[SAMPLE] Drop Point domain name queried by EC2 instanc...
[SAMPLE] API GeneratedFindingAPIName was invoked fro...

[SAMPLE] Reconnaissance AP| GeneratedFindingAPIName ...

[SAMPLE] Drive-by source domain name queried by EC2 in...

2017-11-27 16:34:46 (an hour ...
2017-11-26 12:11:00 (a day ago)
2017-11-23 19:41:01 (4 days a...
2017-11-23 19:25:27 (4 days a...
2017-11-23 19:25:27 (4 days a...
2017-11-23 19:25:27 (4 days a...
2017-11-23 19:25:27 (4 days a...
2017-11-23 19:25:27 (4 days a...
2017-11-23 19:25:27 (4 days a...
2017-11-23 19:25:27 (4 days a...
2017-11-23 19:25:27 (4 days a...
2017-11-23 19:25:27 (4 days a...
2017-11-23 19:25:27 (4 days a...

2017-11-23 19:25:27 (4 days a...

© 2018, Amazon Web Services, Inc. or its Affiliates. All rights reserved.

aeq |
Last seen
2017-11-27 16:55:48 (an hour ago)

~ Resource affected

Resource role
TARGET

Instance ID
i

Launch time
2017-06-20 23:15:32

Tags
Cnwner: sakatoku
Principalld

Public IP

Private IP address

Subnet ID
subnet-

Security groups
22ssh-only-open: sg-44dacB21

ProofPoint

Resource type
Instance @ @,

Port
22

Image ID
ami-bbf2fadc

Public dns name
8c2- Aap-northeast-1....

Private dns name
ap-northeast-1.com...
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am azo n -g u ar d d u ty -teSter https.//github.com/awslabs/amazon-guardduty-tester

® Watch~ 2 “ Star 20 YFork 2

awslabs [ amazon-guardduty-tester

<> Code ssues Pull requests 0 Projects 0 Insights

This script is used to generate some basic detections of the GuardDuty service

i 1 branch £ 5 41 2 contributors i Apache-2.0

Branch: master = Mew pull request Create new file  Upload files = Find file Clone or download =

Stickle improved results formatting Latest commit 8144198 on Mar 31

il .github ting initial file from template 3 months a

B artifacts o properly 3 months
CODE_OF_CONDUCT.md ting initial file from template 3 months a

CONTRIBUTING.md C itial file from template 3 months
LICENSE ting initial file 3 months

NOTICE Creat initial file from template 3 months

README.md Upd DME.md 3 months

bastion_bootstrap.sh issues with bastion_bootstrap on newer ins 3 months a

guardduty-tester.template “hanged main scri arddut 3 months

guardduty_tester.sh a month a

NHETY
https://aws.amazon.com/jp/security/penetration-testing/ aws
\“-l--------’7
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Amazon GuardDuty

AWS Z7HoVvhED—oO—RESFZAVTUITY NREBBELE

AFIAHA R

O W

Continuous TIERR HAH A XAJHE
AWS BREBICEDOULWZ I T ET 4D REL AWS CloudTrail 1R~ k¥ VPC 7O0—0OJ' % BMEOBEYARNPEHEINTWSIP YR
TWRLWHESHERFNICERL, BREAE SUCEBOT—IYV—RAEDHULET, %#38/NL T GuardDuty # h A7 Y1 XL £,
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HHETE55 x5 5
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GuardDuty Service Components

Threat
Detection
Types

© 2018, Amazon Web Services, Inc. or its Affiliates. All rights reserved.
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Threat Detection Types

Instance Recon: » C&C Activity » Malicious API Call (bad IP)
* Port Probe/Accepted Comm  Malicious Domain Request * Tor API Call (accepted)
* Port Scan (intra-VPC) « EC2 on Threat List * CloudTrail Disabled
+ Brute Force Attack (IP)  Drop Point IP + Password Policy Change
* Drop Point (IP) « Malicious Comms (ASIS) * Instance Launch Unusual
» Tor Communications * Bitcoin Mining  Region Activity Unusual
 Outbound DDoS « Suspicious Console Login
Account Recon: « Spambot Activity  Unusual ISP Caller
 Tor API Call (failed) « QOutbound SSH Brute Force  Mutating API Calls (create,
* Unusual Network Port update, delete)
* Unusual Traffic Volume/Direction  High Volume of Describe calls
» Unusual DNS Requests » Unusual IAM User Added

» Domain Generated Algorithms

@ Signature Based Stateless Findings @ Bchavioral Stateful Findings and Anomaly Detections
aws

S —
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GuardDuty Service Components

rved.
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Data Sources

VPC Flow Logs DNS Logs CloudTrail Events

1
d |

VPC flow logs DNS Logs CloudTrail Events

- VPCFlowlogs AAE#HTHLT  + EQAVRAZVRAEMNLRITS . AWS Management Console,

%, GuardDuty Findings %4 & Nf=2TYBT HDNS Logs f# SDKs, CLI ST EMBAPI
—# T, RREMAEOT AR 3— /L& CloudTrall 1Ay
[ZFHULVT, VPC Flow Logs &

koS %=FI B
MFTBIETHELRE

aws
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GuardDuty Service Components

. Trusted &
Threat IP

Lists
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Trusted and Threat IP Lists

« GuardDuty DIRETEERATIDOIVR
s WEENMERATOIIENDODNODTWVSIPTFLRE FAAL U THER
« CrowdStrike
 Proofpoint
«  AWS Security

o NRALNVAMEERTHET. BRMDER) AMEARITA X
« TrustedIP ListzF74 1) X k)

o BHRINFIPURMEIRTARIRI SN, BRIPIZRT 7O TsET11E
GuardDutylEFinding& L T#EEIL 70N
« ThreatIPLis(Z7 3 v JRX k)

« BHDEBEDHDIPURNEZEZATRE, BRL-BEANIEDSE
GuardDuty Findings &L T:@E %N

aws

N
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Trusted IP Lists and Threat Lists

YA NER

GuardDuty

BEzsnTWEIPURAL

EHEIhTVWAIPUR L, AWS BREBETER2ICEETES L b >TWVWS, "I RUZ L
. BEZIATVWAIPURAMCEENTVWESIPFRLADOREEZERLERA, FHIFZES

O EWMEThTWS IP YR MDEN

U4 ¥ YA RZ741ILO URL

0 fEHEINTVWBIPUAR
FEHREINTWVWB IPUANME, AWS BRIETRLICEETES Db > TS, ”Y
9, GuardDuty TlE. BHINTWBIPUAMIETFhTWSIPPRLADKERELE

ZRYZ L

BHUANE, BNOBEOHZ P 7RLATERSNTWEY, GuardDuty Tlk., BEY R M
5

© B A 0B

UARE YA RZ7IL® URL

BE A k0B

GuardDuty Tld, BEUAMCETVWTHREEERLET, EMidcss

VALE

B

fe=t

COUZAREEBIMT B LICELD, H—FN—Fr—DOBEOA T I X ICEHE
TEH5LOEET, GuardDuty DY —ERRHEICABL, COUY—ANST—FEHRH
5 &SI GuardDuty #BRET 56D ELET,

BAELEY

*Frrell

0 EFEUAL

BRUANE BHOBEDOSHZ IP7RLATHREINTWEY, GuardDuty TlE. BREUANCEEFNTWSIP7RLADRREERL

¥ #MlFcss
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GuardDuty Service Components

Findings

© 2018, Amazon Web Services, Inc. or its Affiliates. All rights reserved.
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Findings

AWS Management Console
EC2Instance ciose = O W © %Eﬁ[:%ﬁj‘éllﬁ$&

i-e2f5f524

performing outbound port scans.

Recon:EC2/Portscan @ Q ,_I_

Actions v

This finding was: b " ° H:E "l:l'
A IRISX
£\ EC2 Instance i-e2f5{524 is performing outbound port
~ ~
« )J—T3ay
Severity Region

Medium @ @ us-west-2 [

Account ID Resource ID

’25;063622.. -e2151524 A ;ﬁ; @9 470

Last seen

i _ i , YBI fehe
2017-11-01 15:53:28 (an hour ago) E g .
e © REHIH

~ Resource Affected

Resource role Resource type > I& %" jTE ,l‘ ﬁ $&

Instance @ Q,

scans against remote host 10.0.0.158,

Port
38128 QQ

r: Enabled

address Private dns name

p-10-0-1-224.us-west-2

Subnet ID VPC ID

subnet-d44caBb vpe-di

© 2018, Amazon Web Services, Inc. or its Affiliates. All rights reserved.
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Findings Purpose:
BRFE (B ENLRE) RO ELE K

« Backdoor: AWS JY—ZRHAKEBEEZITTNNSILERE
« Behavior : R=RSGAVEIEREDBT IV TAETAOT ITAET1/NF—2 %
Crypto Currency : EvkaA 04— 7 LG E DB SRR ICEEM ITENIZY IRz 7 HIRH
« Pentest: BEHIDANUTAMY— IV TERBINI=TITAETALERT 7V T1ET1% 1
« Recon: AWS RIEDMFEMZZEZEIELTWSTIT(ET1Z1E T
« Stealth: BT V23V PHHERZTIET D7 IV T(ET1E &
* Trojan: FAADARETOV S LNKBICFERAIN TSI LXK
« Unauthorized ACCess : RERT I TAETAELTIVTAET4\3—2 D&

adws
~—"
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Finding 247

Backdoor:EC2/XORDDOS
Backdoor:EC2/Spambot
Backdoor:EC2/C&CActivity.BIDNS
Behavior:IAMUser/InstanceLaunchUnusual
Behavior:EC2/NetworkPortUnusual
Behavior:EC2/TrafficVolumeUnusual
CryptoCurrency:EC2/BitcoinTool. A
CryptoCurrency:EC2/BitcoinTool.BIDNS
PenTest:IAMUser/KaliLinux
Recon:EC2/PortProbeUnprotectedPort
Recon:IAMUser/TorlIPCaller
Recon:IAMUser/MaliciouslIPCaller.Custom
Recon:IAMUser/MaliciouslIPCaller
Recon:EC2/Portscan
Stealth:IAMUser/PasswordPolicyChange

Stealth:IAMUser/CloudTrailLoggingDisabled

Trojan:EC2/BlackholeTraffic

Trojan:EC2/DropPoint
Trojan:EC2/BlackholeTraffic!DNS
Trojan:EC2/DriveBySourceTrafficlDNS
Trojan:EC2/DropPoint!DNS
Trojan:EC2/DGADomainRequest.B
Trojan:EC2/DNSDataEXxfiltration
UnauthorizedAccess:IAMUser/TorlPCaller
UnauthorizedAccess:IAMUser/MaliciousIPCaller.Custom
UnauthorizedAccess:IAMUser/ConsoleLoginSuccess.B
UnauthorizedAccess:IAMUser/MaliciousIPCaller
UnauthorizedAccess:IAMUser/UnusualASNCaller
UnauthorizedAccess:EC2/TorlPCaller
UnauthorizedAccess:EC2/MaliciousIPCaller.Custom
UnauthorizedAccess:EC2/SSHBruteForce
UnauthorizedAccess:EC2/RDPBruteForce

UnauthorizedAccess:IAMUser/InstanceCredential Exfiltration

http://docs.aws.amazon.com/ja jp/guardduty/latest/ug/guardduty finding-types.html aws

© 2018, Amazon Web Services, Inc. or its Affiliates. All rights reserved.
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http://docs.aws.amazon.com/ja_jp/guardduty/latest/ug/guardduty_finding-types.html

#FrL<EBInEh = GuardDuty Findings

Added the following three threat intelligence detections ' These new finding types are February
(finding types): automatically enabled in GuardDuty 5. 2018

® Trojan:EC2/PhishingDomainRequest!DNS in all Supported regions_ For more

® Trojan:EC2/BlackholeTraffic!DNS information, see

® Trojan:EC2/DGADomainRequest.C!DNS

Added the following nine CloudTrail-based anomaly These new finding types are February

detections (finding types): automatically enabled in GuardDuty 28, 2018
Recon:IAMUser/NetworkPermissions in all supported regions. For more

Recon:IAMUser/ResourcePermissions information, see
Recon:lIAMUser/UserPermissions
Persistence:lAMUser/NetworkPermissions

Persistence:lAMUser/UserPermissions
ResourceConsumption:lAMUser/ComputeResources
Stealth:IAMUser/LoggingConfigurationModified

L ]

L ]

L ]

L ]

e Persistence:lAMUser/ResourcePermissions
L ]

L ]

L ]

® UnauthorizedAccess:IAMUser/ConsoleLogin

https://docs.aws.amazon.com/quardduty/latest/ug/doc-history.html

© 2018, Amazon Web Services, Inc. or its Affiliates. All rights reserved.
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Severity Levels for GuardDuty Findings

o AT BFndingsIZ X EE E (Severity) & 5% 7€
« FEE(E.00-100 DEBHETEHRE

f51) EC2 instance / IAM user credentials BH:&
«  Medium (EEE: §1): Severity4.0-6.9
) KENZ T4V I . BETITAETADOBNNLEE
- Low(EEE K): Severity0.1-3.9
) )Y —RIZEEEZRIFTRIICTOAVISN=BEDRVDHLITIT47 T4

aws

S —
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Finding IR HEED T a3y

aws Y—ER v YY-RIN—T ~ g ; D - L mspadmin v U= v HH—k v

Gl 277 1: b—ILDIER
FyvaR—K
PS—1Is « AWSBETRET ANV MCESWTI—5y NEFTHT OO —LERBLET,

ARV RV =R P

i ARV NG =V EWEE I ENRIVA TN AT Ia—IERELTY 'Y NEBRTHUET. ARY RDARY KXY =2 Ic—HT D AT Va—IRNUH—ShicE ELFTHT Iy hERRUE
e ¥o

ARV~ @ IRVKIFI—> @ ArIa—=l @

| o= Y—ERBIDARY b —HT BNV M IS~ OME
AR RIKR e msp-lambda-slack

o4 Y—E2% GuardDuty v

XKUY R »I\=T3V/TA ) PADKE

» AN DEE

Lambda B3¥

ARV NIALT GuardDuty Finding

vARY NI —2DTLEa— Iy 7R—RicaE— &% © Y—4'y hOEM*
{
"detail-type": [
"GuardDuty Finding"
1,
"source": [
"aws .guardduty”
]
}

— Y —

-

GuardDuty CloudWatch AWS Lambda
» YU TIARY h OB Findings Events

* BA Frvtel il ]

© 2018, Amazon Web Services, Inc. or its Affiliates. All rights reserved.



amazon-guardduty-to-slack

aws-samples / amazon-guardduty-to-slack © Watch~ 3 *Star 25  YFork 9
<> Code Issues 2 Pull requests 1 Projects 0 Insights
Demonstrates integrating Amazon GuardDuty with your Slack Channel

D 13 commits ¥ 1 branch © O releases 22 3 contributors

Branch: master v New pull request Create new file  Upload files  Find file Clone or download ~

@ tomstickle Merge pull request #6 from thamizarasu/master - Latest commit 4c874cd 13 days ago
@ .github Creating initial file from template 4 months ago
B images Initial check-in of cloudformation template, readme and logo 4 months ago
[E] CONTRIBUTING.md Creating initial file from template 4 months ago
[E) LICENSE Creating initial file from template 4 months ago
[E) NOTICE Creating initial file from template 4 months ago
[E] README.md Initial check-in of cloudformation template, readme and logo 4 months ago

[E) gd2slack.template To Fix correct AccountID to be shown in Slack 17 days ago

https./github.com/aws-samples/amazon-guardduty-to-slack

© 2018, Amazon Web Services, Inc. or its Affiliates. All rights reserved.


https://github.com/aws-samples/amazon-guardduty-to-slack

GuardDuty Service Components

Pridng ’
rved.
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Pricing

« GuardDuty [Z2 2D T AV D3V DEHEENESR
« CloudTrail Events: s #rEcn=AWS CloudTrailf "D #E
(1,000,0004 N> kdp1=Y) &
« VPCFlow Logs/DNS Logs: 3 #r&fifzAmazon VPC Flow Log# &
U'DNS LogT —42 D = (GB#1=Y)

VPC Flow Log and DNS Log Analysis
First 500 GB / month $1.18 per GB

Next 2000 GB / month $0.59 per GB

Over 2500 GB / month $0.29 per GB

AWS CloudTrail Event Analysis

Per 1,000,000 events / month $4.72 per 1,000,000 events

https://aws.amazon.com/quardduty/pricing/ aws
N

© 2018, Amazon Web Services, Inc. or its Affiliates. All rights reserved.


https://aws.amazon.com/guardduty/pricing/

Amazon GuardDuty 30-day-Free-Trial

You are on day 4 of your 30 day trial.

Today

December 2

November December

Current Charges

Estimated daily cost after free trial ends
based on the events processed since November 28:
CloudTrail logs 5.6 k events
VPC Flow logs 3.46 MB
DNS queries log 802.35 KB

*This is an estimate of your daily average GuardDuty charges based on logs analyzed during the free trial. Actual metering of the service will not begin
until the free trial has ended. See the GuardDuty pricing for full pricing details.

© 2018, Amazon Web Services, Inc. or its Affiliates. All rights reserved.



GuardDuty Service Components
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MULTIPLE ACCOUNTS

rved.

its Affiliates. All rights rese!

ONE AWS ACCOUNT

Web Services, Inc. or

© 2018, Amazon



Managing AWS Accounts in Amazon GuardDuty

« HAAWSTHO UM THEELI=FindingZ . BAWST h™H > kD GuardDutylZ
Bk -MEEET HIENTTHE

o BIZIE. EX2)TABET AU MIMAWST H 2 kD GuardDuty
FindingsZ#&{IL — T EE A A 5L

Accounts

Member accounts
Member accounts share their findings with you. Members must first accept your invitation. Learn more

© Add accounts

Account ID i Date Invited Date Updated

Monitored 2017-11-30 19:31:30 2017-11-30 19:39:29

Monitored 2017-11-30 19:31:30 2017-11-30 19:39:29
Monitored 2017-11-30 19:31:30 2017-11-30 19:39:29

Monitored 2017-11-30 19:31:30 2017-11-30 19:39:29

https://docs.aws.amazon.com/ja jp/quardduty/latest/ug/guardduty accounts.html aws

© 2018, Amazon Web Services, Inc. or its Affiliates. All rights reserved.
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Amazon CloudFormation StackSets

Infrastructure as a code
DevSecOpszaERIRI HEEY—ER

RIVFT7HOUR, RILFY—230 5wt

- EEET7hHOUNEIAMO—)L(Default):
AWSCloudFormationStackSetAdministrationRole

. A—4ycFTAhoURBIAMO—/L(Default):
AWSCloudFormationStackSetExecutionRole

CloudFormation

adws
~—
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CloudFormation > L —b

AWSTemplateFormatVersion: 2010-09-09
Description: Enable Amazon GuardDuty. This template enables Amazon GaurdDuty.

Resources:
GuardDutyDetector:
Type: "AWS::GuardDuty::Detector"
Properties:
Enable: true

http://docs.aws.amazon.com/AWSCloudFormation/latest/UserGuide/aws-resource-guardduty-detector.html aws
S —
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Demo ©

CloudFormation
StackSets

© 2018, Amazon Web Services, Inc. or its Affiliates. All rights reserved.
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@ CloudFormation % A& vZtvh

29y oty kR Aegon -1
AFv7ty k& 120D AWS

CloudFormation 7> 7L — KN &R LT

BEDOAWS 7HVY hBETY—TY3  goudFormation o o DEPLOYS

VIEERN>TRY Yy EIOEY 3= template : ’ Region

>4 T&3%, AWS CloudFormation X

Yy IDAVTFTY, Account - 1 Account - 2 Account - 3
RItR SR

StackSet DERICDWTOEMIZTES

Ay Ity NOER v C

RRARBRI Y Iy NEHDHEEA
A w7ty ~DYER
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Amazon GuardDuty Cross Account

BEETHIUL

EENRTHIVE

e CreateMembers

aws guardduty --detector-id 12abc34d567e8fa901bc2d34e56789f0 --
account-details Accountld=123456789012,Email=guarddutymember@amazon.com

 |nviteMembers

aws guardduty --detector-id 12abc34d567e8fa901bc2d34e56789f0 --
account-ids 123456789012

* CreateDetector

aws guardduty --enable
« Acceptinvitation
aws guardduty --detector-id 12abc34d567e8fa901bc2d34e56789f0 --

master-id 012345678901 --invitation-id 84b097800250d17d1872b34c4daadcf5

adws
~—
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amazon-guardduty-multiaccount-scripts

aws-samples [ amazon-guardduty-multiaccount-scripts

<> Code Issues 1 Pull requests 0

Projects 0 Insights

® Watch~ 7 % Star 18 ¥ Fork 10

This script automates the process of running the GuardDuty multi-account workflow across a group of accounts that are in

your control

{© 11 commits

Branch: master = New pull request

Stickle Updated with fixes for issues
| .github
=] CONTRIBUTING.md
[) LICENSE
-] NOTICE
=) README.md
[£ disableguardduty.py

Z) enableguardduty.py

¥ 1 branch

© 0 releases

Creating initial file from template
Creating initial file from template
Creating initial file from template
Creating initial file from template
Update README.md

Updated with fixes for issues

Updated with fixes for issues

© 2018, Amazon Web Services, Inc. or its Affiliates. All rights reserved.

42 3 contributors sz Apache-2.0

Create new file  Upload files  Find file Clone or download ~

Latest commit 845315a 26 days ago
4 months ago

4 months ago

4 months ago

4 months ago

3 months ago

26 days ago

26 days ago



https://github.com/aws-samples/amazon-guardduty-multiaccount-scripts

GuardDuty Partners

>
accenture Deloitte. RedLeck
ACLERLSC RAPIDF) @ § evident.io

nrn

proofpoint. )R
Iogicworks% Splunk> sumologic

aws

https://aws.amazon.com/jp/guardduty/resources/partners/
~—"
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Qll

Threat
Detection
Types
Trusted &
Pricing Threat IP
Lists
Findings

© 2018, Amazon Web Services, Inc. or its Affiliates. All rights reserved.

=& - Amazon GuardDuty
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CloudWatch Events/LambdalZ kA E1H 5
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> s[7e
ZEZE&H
 Amazon GuardDuty
https://aws.amazon.com/jp/guardduty/

- Amazon GuardDuty - £<&H 5 & [
https://aws.amazon.com/jp/qguardduty/faqs/

 Amazon GuardDuty Lab
http://lab.gregmcconnel.net/

https://www.slideshare.net/AmazonWebServices/sid304-threat-detection-and-
remediation-with-amazon-quardduty?qid=7d6e2922-6a8b-4ab7-862e-
OeO57a7a2a5b&v=&b=&from search=2

aws
~—"
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AooA4 0 F—ER OB E G
AWS 959 R —E R FRERE

e https://aws.amazon.com/|p/aws-|p-introduction/

R

Amazon Web Services 7 A4

« EHOER. LSFT—PDOQRAEMNBEINTILVET,

o https://aws.amazon.com/|p/blogs/news/

© 2018, Amazon Web Services, Inc. or its Affiliates. All rights reserved.
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NI, Twitter/Facebook

AWSD=HFgHmzREITLET

EER

http://on.fb.me/1vR8yWm

AT ITEHR, A NUNMEH . BRILLIFR.
BREXYIN—VIEREEZHRBEHFLTNET !
aws
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AWSDEA . BELEDHE D THHE#

AWSOSOFBEAIZEATAHIER., SRR, EMGBERZCHFLEZDBERIILUTOY
DOFYBREICTHE TS,

https://aws.amazon.com/jp/contact-us/aws-sales/
’ Efﬁé? INDOBBNEDHE

J HOER. BRED. ERERFCEZOHEREE. UTOIA —LALDHTE
CHEEETEEL, :FEE|$B%FEEP'][ BAEATr ABYBLO BB CLEEEET,

RTERBEFEETHO MCEATIEHECESHSBEVSHECEZ L.
®Amazon.com F7zd Kindle OHR— MMTEIWEHEBEIEESMESEENEDE {fE&l,

FPAHFIZT (%) [ ABREDDFET,

[

XTAWS BLVEDHE ITERELTTSLY,
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AWS Well Architected BRI fiTtHERE=H N5 E

«  Well Architected7L—LT—(ZE K+ EDERIEB#TIZ. BEHRHMNAWS
L THEEITLHVATLIZEC)RI0ZDOREAEZEHIEA T HERERETT ,
https://pages.awscloud.com/well-architected-consulting-jp.html
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