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on certain information that you have provided. Monthly charges will be based on
your actual use of AWS services, and may vary from the estimates provided.
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Buy a Kindle

i
n

Revolutionary on-device
tech support

Exclusively on Kindle Fire HDX tablets—live on-device tech support from an Amazon expert is just a tap
away with the new "Mayday" button

Vatch it in Action
Kindle Fire HDX is easy to use right out of the
when you need extra assistance, the "Ma
is there. See how it works in these sl

NEW—Slmply tap the "Mayday" button to be
connected for free to an Amazon expert who can co-
pilot you through any feature by drawing on your
screen, walking you through how to do something
yourself, or doing it for you—whatever works best.
Mayday is available 24x7, 365 days a year, and it's
free. Throughout the process, you will be able to see
your Amazon Tech advisor live on your screen, but
they won't see you. 15 seconds or less is the
Mayday response time goal.
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North America South America Europe / Middle Asia Pacific
Cities: 20 Cities: 2 East / Africa Cities: 13
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Custom SSL Client Support

Defautlt CloudFront Certificate (*.cloudfront.net)

Choose thi n v to use HTTPS or HTTP to access your
as

https://d1111
Important: If ye quin
devices support TLSV1 or later to access your content.

« Custom SSL Certificate (example.com):

want your users to access your content by using an
such as https:/fwww.example.com10go.jpg.

You can use either certificates that you created in AWS Certificate Manager
(ACM) or certificates stored in the 1AM certficate store.

Choose this option
alternate domain

- mwesprwem (60d11496-aabe-442d-87eafc... v 2

Request an ACM certificate

Learn more about using custom SSL certificates with CloudFront.
Learn more about using ACM.

@« All Clients (Additional monthly charges may apply. Learn about pricing.)

CloudFront allocates dedicated IP addresses at each CloudFront edge location
to serve your content over HTTPS. Any client can access your content.
Learn More

Only Clients that Support Server Name Indication (SNI}

our content over HTTPS only to clients that support SNI.
other clients that don't support SNI can't access your

. I8 U1z CNAME & Distribution YERKEFICEERL =115 Domain &= {77z
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BB SSL FEEAE DAHETERIRE

« SNI SSL ZEERZE (& TLSv1 LAPFDAHETE RI&E

« SSLv3 (FEH IP 77 KL X SSL SEBAZE DAHEE BT HE

Security Policy TLSv1 (i ]
sz = N TLSv1_2016
A= BI= e VT AL =
EH{EL{E’H?&@}EED AJAE ©OTLSv1.1_2016 (recommended)
TLSv1.2_2018
See the list of protocols and ciphers that CloudFront uses for each security policy.
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Origin Settings
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Popular Objects
« Distribution DU X bMIDZ\Top 500>7>YIUX b

« Object

» Requests 4

« Hits, Hit %, Misses

« Total Bytes, Bytes From Misses,

» Incomplete Download, Response Code >

Object Requests Hits Misses Hits % Bytes From Misses ( Adjusted ) Total Bytes (Adjus Incomp 2xx 3xx 4xx  5xx

1 findex.php 309,642 306,7 2,818 99.08% 160.54 MB 17.20 GB 0 309,¢ 0 0 0
2 / 7 1 6 14.29% 350.25 KB 408.87 KB 0 7 0 0 0
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Top Referrers

« Distribution DU IT X bMRDZ U\ Top 25 DU T 75— RXA>
« Referrers RX-A1 >

« Request Count 4
« Request %
>
Referrer Request Count o Request %
1 Not Specified 899,180 99.93%
2 e e - D.ClOudfront.net 608 0.07%
3 w._ . _° __  _-p.info 20 0.00%
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Viewer request: U T X MAEMICEEENSEVNCES
Origin request: AU ADU I TR MEERIXITDES
Origin response: AU MBS DILEZRITDES
Viewer response: B&& (CIHE T DI
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« Header si~HEID /EEIAH
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Response &5k
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Result: Secure and Scalable JS Delivery

\va
g™

Users Amazon

CloudFront

:Add Security Header:

CloudFront Cache Hit

Lambda@Edge

Header
Security
Function

CloudFront Cache Miss——p

S3 Static
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HTML/JS/ICSS
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Lambda@Edge Function Code

Node 6.10 Runtime

'use strict';
exports.handler = (event, context, callback) => {
const headers = event.Records[0].cf.response.headers;

headers|['Strict-Transport-Security'] = [{key: "Strict-Transport-Security", value: "max-age=31 ..."}];
headers|['Content-Security-Policy'] = [{key: "Content-Security-Policy", value: "default-src ..."}];
headers|['X-Content-Type-Options'] = [{key: "X-Content-Type-Options", value: "nosniff"}];

headers|['X-Frame-Options'] [{key: "X-Frame-Options", value: "DENY"}];
headers|['X-XSS-Protection'] [{key: "X-XSS-Protection", value: "1l; mode=block"}];
headers|['Referrer-Policy'] = [{key: "Referrer-Policy", value: "no-referrer"}];

callback (null, event.Records[0].cf.response);

TOZNY

aws

\/7
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Returned HTTP Headers

[ NN ] 7 ben — -bash — 102x33

Last login: Wed Aug 9 10:16:04 on ttys@el

[ben@Bens-MacBook-Pro:~ $ curl -I https://console.tozny.com ]
HTTP/1.1 200 0K

Content-Type: text/html

Content-Length: 2350

Connection: keep-alive

Content-Security-Policy: default-src 'self'; img-src 'self' *.tozny.com data:; script-src 'self' js.st
ripe.com *.tozny.com; style-src 'self' ‘'unsafe-inline' fonts.googleapis.com fonts.gstatic.com *.tozny.
com; font-src 'self' fonts.googleapis.com fonts.gstatic.com *.tozny.com; object-src 'none'; frame-src
js.stripe.com; connect-src js.stripe.com *.e3db.com; block-all-mixed-content;

Referrer-Policy: no-referrer

Strict-Transport-Security: max-age=31536000; includeSubdomains; preload

X-Content-Type-Options: nosniff

X-Frame-Options: DENY

X-Tozny: We're looking for the kind of people who focus on details - like the headers returned in a se
cure request. Drop us a line: https://tozny.com/hiring/

X-XSS-Protection: 1; mode=block

Accept-Ranges: bytes

Age: 78653

Date: Mon, 17 Jul 2017 18:22:01 GMT

ETag: "9a8364b4600d4788720d2b6420110556"

Last-Modified: Mon, 17 Jul 2017 18:17:09 GMT

Server: AmazonS3

x-amz-1id-2: nZIH4+nFsF1WExr86QKHimfJBDzLOMbh8pjealOnBgqW3VH5ZQPoLDZc9p0Spe2+Wlzlym06sdY=
x-amz-request-id: 2BAB7BEB1EF35800

X-Cache: Hit from cloudfront

Via: 1.1 17de24Be6d7801737234d37cc490dbe3.cloudfront.net (CloudFront)

X-Amz-Cf-Id: UZjAmaE3y7-Eib0q9S@iZy69XqQZfKfCeFusfyrwMoUyTWGnz0_kFg==

ben@Bens-MacBook-Pro:~ $ I

T ————————————— TOZNY
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Mozilla Observatory

OBSERVATORY

bymozilla
TLS Observatory SSH Observatory (Beta)
Scan Summary Scan Summary
Host: console.tozny.com

Host: console.tozny.com

Scan ID #: 3980737 (unlisted) +
. A Scan ID #: 4278570 (unlisted)
Start Time: June 23, 2017 3:53 PM

Start Time: August 8, 2017 6:13 PM

Duration: 77 seconds

Duration: 78 seconds
Score: 15/100
Tests Passed:  5/11 Score: 100/100

Tests Passed: 10/11

TOZNY
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Sob
00™"0 0

0" 0%
8 10 % ou

aws

v"

(I



DAER%

‘ CloudWatch

VE
Master Lambda function :
Lambda function replica
i AWS Region US-East-1 AWS Region

0 ., -
--------------------------------------------------------------------------------------

-------------------------------------------
o .

‘ ! CloudWatch

EEEE Lambda function
Author at replica
Lambda console .
: AWS Region 3
CloudFront e eeeeerreae e e e eeareeeerereenerans® i
distribution trigger .
[ ]
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e.log()
e.error()

e.warn()
e.info()
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{
"Version": "2012-10-17",
"Statement": [
{
"Effect": "Allow",
"Principal": {
"Service": "lambda.amazonaws.com”
}s
"Action": "sts:AssumeRole”
}s
{
"Effect": "Allow",
"Principal": {

"Service": "edgelambda.amazonaws.com”

by

"Action": "sts:AssumeRole”

http://docs.aws.amazon.com/ja jp/AmazonCloudFront/latest/DeveloperGuide/logging.html
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. |Originfacing |Viewer facing

2591 Node.js 6.10 «—
XEU 128 MB —
B AN S THF 3 seconds 1 second
SJO4/)\wo -4 X (zip/jarlE 1 MB —
HERT)
XY NDJD—=OUH U Yes No
L AR XH - X (request events) 256 KB 40 KB
BIFEITEDT T AJL b (Regionss) 1,000 —
% _FR#EAN1P]5E
/tmp, IRIBEZEL, DLQ, VPC, X-Ray fERRAT] —
© 2017, Amazon Web Services, Inc. or its Affiliates. All rights reserved. aWS
p

http://docs.aws.amazon.com/AmazonCloudFront/latest/DeveloperGuide/lambda-requirements-limits.html




&

adWs



&

Amazon CloudFrontZ;EfH93C&T
s H(CHA hOBFRILERT—SEYF o Z5EIR 0]8E
e B> T ANAYADMILERIEE
« JLZ77AO>FT2VETFa7ICENE
o L7Rh— MEET7 O A tEES T ERIEE
« LWDOTH. I(ICHIHTES CDN B—EX

, Amazon Web Services, Inc. or its Affiliates. All rights reserved. aWS



&

AWS Lambda@Edge (&

e CloudFront /X2 MU T AWS TS
04 —< 3> T Lambda BE#ZET

e JN\—VYFSAX, LANRAER. URLES
wm=x., 7oOtzX3d>~O—-)L. UT—bFRY
NDO—2OFUH U, A/BFR NE, S8R
d1—R5—R

aws



Amazon CloudFront

« Amazon CloudFront BRE&EH R
http://docs.aws.amazon.com/ja_jp/AmazonCloudFront/latest/DeveloperGuide/In
troduction.html

« Amazon CloudFront &< &3]
http://aws.amazon.com/jp/cloudfront/fags/

« Amazon CloudFront Ofl&xR
http://aws.amazon.com/jp/cloudfront/pricing/

AWS Lambda@Edge

AWS Lambda@Edge BEE 1 R
http://docs.aws.amazon.com/ja_jp/lambda/latest/dg/lambda-edge.html

« Lambda@Edge LK< HDER]
https://aws.amazon.com/jp/lambda/fags/#edge

« Lambda@Edge DORIEEEM
https://aws.amazon.com/jp/lambda/pricing/#edge
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CloudFront BE£EF )L

OF—FHEEFI MNGBHI=D)

3—0Oy &5,00UE> B, A—2Z bk ~ b FHBRED
K I N B Ak gl 1>k Pt
5901 0TB/A $0.0.85 $0.085 $0.140 $0.140 $0.250 $0.140 $0.170 MLAahE
RADA0TB/A $0.080 $0.080 $0.135 $0.135 $0.200 $0.135 $0.130 muaht
RAD100TB/B $0.060 $0.060 $0.120 $0.120 $0.180 $0.120 $0.110 MLahE
RAD350TB/B $0.040 $0.040 $0.100 $0.100 $0.160 $0.100 $0.100 muaht
RAD524TB/B $0.030 $0.030 $0.080 $0.080 $0.140 $0.095 Muant mLaDhE
RADAPB/A $0.025 $0.025 $0.070 $0.070 $0.130 $0.090 Muanht muabht
RAD5PB/ALE $0.020 $0.020 $0.060 $0.060 $0.125 $0.085 Muant mLaDhE
@UOITABM(10,0004867=D)
3—Ov &8 00 UE>, B, A—-ZRS5U — FHEED
*E X [ taigies Bz [ L IR ok,
HTTPUZT X $0.0075 $0.0090 $0.0090 $0.0090  $0.0160 $0.0090 $0.0090 MuanhE
HTTPSUZTZ $0.0100 $0.0120 $0.0120 $0.0120  $0.0220 $0.0125 $0.0120 MuahE
Q= HIP A SSL SfAZE
Distribution(CBSERF IFSNIZEEBAEZELEICDE. A$600 XSNIDBE(FAE
@AV INADT—IEEFP I (GB HIEhH)
- = e
SKE S—Ow e Eff,,%f;’ﬁ’ ax E # 17|~=U LYK -")‘.’E‘Jme;o
2TOF— 5% $0.020 $0.020 $0.060 $0.060 $0.125 $0.100 $0.160 MLabhE

® CloudFront ADF—ExiX

7Ih (GB &Eh)

BldD AWS U —=3 > Fz(d Amazon CloudFront, $0.000

OmHUIITA

&0 1,000 T 7 AILETEMBERL. TNAEREUITR MME(C $0.005

© 2017, Amazon Web Services, Inc. or its Affiliates. All rights reserved.

2017 F 9 A=

1 OF—FEEFIN

UOIXh E\

@ﬁfﬂ IP #H SSL

. ©OmHUIITA
@AV ADT—FEETD b

N
OF—FEXFD b
ATV EC2
| RS 4

aws



CloudFront €905 X

Price Class ZH8EJddC & T, i Twv>0O59—=>3

> D& FIR UTZELEh Al fE
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Distribution Settings
Price Class

Alternate Domain Names
(CNAMESs)

Use All Edge Locations (Best Performance) A

Use Only US and Europe
Use Only US, Europe and Asia
Use All Edge Locations (Best Performance)

SSL Certificate ® Uelau OUQFro
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