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AWS does not offer binding price quotes. AWS pricing is publicly available and is subject to change in
accordance with the AWS Customer Agreement available at http://aws.amazon.com/agreement/. Any
pricing information included in this document is provided only as an estimate of usage charges for AWS
services based on certain information that you have provided. Monthly charges will be based on your actual
use of AWS services, and may vary from the estimates provided.
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Internet Security -
Security CIS Critical Security Workforce Training Products
MS-ISAC Benchmarks Controls Development & Resources & Services About Us
Overview Products & Solutions Try & Buy Communities & Support Customers Login

SECURE CONFIGURATION BENCHMARKS

The CIS Security Benchmarks program provides well-defined, un-biased and consensus-based industry best practices
to help organizations assess and improve their security. Resources include secure configuration benchmarks,
automated configuration assessment tools and content, security metrics and security software product certifications.

The Security Benchmarks program is recognized as a trusted, independent authority that facilitates the collaboration of
public and private industry experts to achieve consensus on practical and actionable solutions. Because of the
reputation, our resources are recommended as industry-accepted system hardening standards and are used by
organizations in meeting compliance requirements for FISMA, PCI, HIPAA and other security requirements.

https://benchmarks.cisecurity.org/

Control Set
Correctly
Yes | No
1 Initial Setup
1.1 Filesystem Configuration
1.1.1 Disable unused filesystems
1.1.1.1 Ensure mounting of cramfs filesystems is disabled (Scored) [m] [m]
1.1.1.2 Ensure mounting of freevxfs filesystems is disabled (Scored) O O
1.1.1.3 Ensure mounting of jffs2 filesystems is disabled (Scored) O O
1.1.1.4 Ensure mounting of hfs filesystems is disabled (Scored) O O
1.1.1.5 Ensure mounting of hfsplus filesystems is disabled (Scored) O O
1.1.1.6 Ensure mounting of squashfs filesystems is disabled (Scored) O O
1.1.1.7 Ensure mounting of udf filesystems is disabled (Scored) O ]
1.1.1.8 Ensure mounting of FAT filesystems is disabled (Scored) [m] [m]
1.1.2 Ensure separate partition exists for /tmp (Scored) [m] [m]
1.1.3 Ensure nodev option set on /tmp partition (Scored) O O
1.1.4 Ensure nosuid option set on /tmp partition (Scored) O O
1.1.5 Ensure noexec option set on /tmp partition (Scored) O O

CIS Amazon Linux Benchmark®d£l
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Amazon Inspector is requesting permission to use resources in your account
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AWSI—-TxkID i-81d6alfe

% Instance i-61d6a1fe is vulnerable to CVE-2016-3115

EEE High ®

Bl Multiple CRLF injection vulnerabilities in

A A A

Commen Vulnerabilities and Exposures-1.1

cin sshdin Op SH before 7.2p2 allow remote authenticated users to bypass intended shell-command

restrictions via crafted X11 forwarding data, related to the (1) doauthenticated? and (2) sessionx11_req functions.

HERBIE  Use your Operating System's update feature to update package op h-server,
https://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2016-3115
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Amazon Linux (2015.03 or later)
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