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Active Directory on AWS
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AWS Directory SE€rvice enables you o use your cor
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. Create a Simple AD%Z3E1R

.—l Services

Genta Watanabe v hd Support

Directory Setup

Step 1: Directory Type

Choose Directory Type
AWS Directory Service allows you to set up a standalone Simple Eir‘ectory E the /gs cloud orlink wEh ifu x%g‘ ises directory using AD
Connector. Both options enable users in your directory to access aﬁla! a lm@.l;eu ;n %Racmw Service provides a

single sign-on experience to domain-joined EC2 Windows instances and Microsoft Windows application workloads. Administrators can apply security policies

and use existing management tools. Developers can continue to use the code, applications, and tools they use tod3Wegh traditional directories.

Create a Simple AD

Simple AD is managed Samba 4 Active Directory Compatible Server hosted on the AWS cloud. It provides
é-\\ commonly used Microsoft Active Directory capabilities like users, group membership, domain join EC2
E Windows instances, Kerberos single sign-on and group policies. Users in Simple AD can access Amazon Create Simple AD

WorkSpaces and Amazon Zocalo. Administrators can also manage AWS resources using AWS Management
Console.

Connect using AD Connector

E - AD Connector is a directory gateway to your on-premises Microsoft Active Directory. It enables users in your
: on-premises Active Directory to access Amazon WorkSpaces and Amazon Zocalo. Administrators can also

H
laua E manage AWS resources using AWS Management Console. AD Connector requires a hardware virtual private Create AD Connector

network (VPN) or an AWS Direct Connect between your corporate datacenter and your VPC in the AWS
cloud.

Cancel
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Simple ADDERE (1/2)

Services Genta Watanabe +  Tokyo ~  Support ~

- 1pirectory DN
Directory Setup Create Si le AD
Step 1: Directory Type simple AD is managed Samba 4 Directory Compatible Server hosted on the AWS cloud. Users in Simple AD can
Step 2: Directory Details access Amazon WorkSpaces and Amazo 0. Adminisirators can also manage AWS resources.usin ﬁfs r\f Brg
Consoke Leamore 2. INetBIOS name] ZAH
Step 3: Review o ~
Directory DNl |corp.example.com | ol (z-j 73 /)
NetBIOS nami | corp ©

ssssnsee

4. [Sma I ] Eig; dministrator passwor

[T TTYY]

® 3. [Administrator password] &
-arge directories cost more. Learn more. ljj

VPC Details

To set up a directory you need to select a VPC and two subnets, each in a different Availability Zone. This ensures that your
directory is isolated and reachable only by your instances. Directory servers in two Availability Zones ensure high availability.

VPC | vpc-a79d4ece (10.0.0.0/16) | (i ] o

azo

= [
Create anew VPC |22 IF webservices




Simple ADDYERE (2/2)

ZERk

EIFEDVPCZIEIR, FIZ(FHRRICVPCESubnet

VPC Detailf [VPC] %5%iR
To set up a directory you need to select a VPC an subnets, each in a different Availability Zone. This ensures that your
directory is isolated and reachable only by your instances. ™gCtory servers in two Availability Zones ensure high availability .

VPG | ‘ vpc-a79daece (10.0.0.0/16)

~ 9

o~

2.2D0 [Subnets] %Zi@jfereate anew VPC [

nets | 10.0.0.0/24 (ap-northeast-1a)

|

‘ 10.0.1.0/24 (ap-northeast-1c)

|

Create a new Subnet ._“"'-,

3. [Next Step]&oUwv o
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Directory Setup
Step 1: Directory Type
Step 2: Directory Details

Step 3: Review

Review

Directory name
NetBIOS name
Administrator password
Description

Directory size

VPC

Subnets

Before clicking "Create Simple AD" below, review your choices and make any necessary changes.

corp.example.com

CORP

EAEEEIEREES

Small
vpc-a79ddece

10.0.0.0/24 (ap-northeast-1a) and 10.0.1.0/24
(ap-northeast-1c)

Note

>

You are charged for each directory you create. See the AWS Directory Sewice[@ﬁealte &imple AD] E U v a

Cancel Previous Create Simple AD
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Simple ADD#ER (1/2)
 [Status]H'[Active]lCTRNIEVERRTE T

[ T | Services ~ Genta Watanabe *  Tokyo v Support ¥

| Directories 4 — <o 9
Snapshots Directory ID - | Directory Name - Type - Size - Status - Launch Time -+
3 d-956731f3af aws-cloud.amazonworks paces.com Slmple AD Small Active AUQ 14, 2014
I b d-956730d4b5  corp.example.com Simple AD  Small  Active Nov 14, 2014 I
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Simple ADD##:R (2/2)

« [Directory ID]Z2Uw 2 L C[Directory Details]Z 8

(T Services ~

Genta Watanabe v kyo ~ | Support ¥

Directories 4

Snapshots

Directories > corp.example.com (d-956730d4b5)

~ Directory Details

Directory type  Simple AD Status  Active
Directory ID  d-956730d4b5 Status last updated Fri Nov 14
Directory name  corp.example.com Availability Zones  ap-northea
NetBIOS name CORFP VPC vpc-ar9dde
Description & Subnets subnet-bag9

DNS address  10.0.0.82, 10.0.1.228
Directory size  Small

Launch time  Fri Nov 14 18:01:20 GMT+900 2014

< >
Apps & Services | Associated Snapshots

Access URL

Create a public endpoint to access your AWS applications and the AWS Management Console. To provide access to users in your

directory to AWS applications and the AWS Management Console, you must create an Access URL. Learn more. amazon
webservices

https:/, _AWSsapps.com raata Acca = y
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Apps & Services = Associated Snapshots

[Create Snapshot]’&a w4
Snapshot ID - Snapshot Name ~ Snapshot Created Date ~ Snapshot Type ~ Status -
5-956730d440 & Thu Nov 27 22:09:35 GMT+900 2014 Auto Completed
5-956730d7h4 & Fri Nov 28 22:52:11 GMT+300 2014 Auto Completed
5-956730d2e5 & Sat Nov 29 23:27:18 GMT+900 2014 Auto Completed
5-956730dddb & Mon Dec 01 00:05:14 GMT+200 2014 Auto Completed
5-956730d90f & Tue Dec 02 00:43:39 GMT+900 2014 Auto Completed
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Amazon EC2 Simple Systems Manager (SSM)
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Windowsat > XA > AD RAA 2 ADSH

o AR ADEEEFIC FAA D ZIBEL CEINICS
MR &N olEE

Step 3: Configure Instance Details

Configure the instance to suit your requirements. You can launch multiple instances from the same AMI, request Spot Instances to take advar

instance, and mare.

Number of instances

Purchasing option

Network (i)

Subnet

Auto-assign Public IP (j)

Domain join directory (i)

IAM role (j)

Shutdown behavior
Enable termination protection

Monitoring

T
w

T
W

Y
W

T
W
T
W

Py
(R B

[1

[IRequest Spot Instances

[vpc-7r2aebia (172.16.0.0/16) v| C create new VPC

[subnet-2776e561(172.16.2.0/24) | us-west-2c V] Create new subnet
250 |P Addresses available
=JLr=

lEnabIe vI 1 [Enable](:ER):E

Icorp.gentaw.com (d-92673260bb) v Ic zﬁat@flde‘@'tory SEFVlce P%’f?/%*ﬁfﬁ
EEE— A EE S PN WA o &t = ) [

[Stop v| ED_)L%}EE

[IProtect against accidental termination

[1Enable CloudWatch detailed monitorina

http://docs.aws.amazon.com/ja |p/AWSEC?2/latest/WindowsGuide/ec2-join-aws-domain.html W

igiramazon
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http://docs.aws.amazon.com/ja_jp/AWSEC2/latest/WindowsGuide/ec2-join-aws-domain.html

SSMICK D RAAL > ADEM (1/2)

¢« EWERFIAIANITaLOKIID, RAAEZBLDO
IP7RLURAZIEELUTCI71)%Z.jsonTRF

{
"schemaversion":"1.0",
"description":"Sample configuration to join an instance to a domain",
"runtimeConfig":{
"aws:domainJoin":{

"properties":{
"directoryid":"d-1234567890",
"directoryName":“corp.example.com",
"dnsIpAddresses": [

"198.51.100.1",
"198.51.100.2"
1
}
}

}

http://docs.aws.amazon.com/ja_jp/AWSEC2/latest/WindowsGuide/ec2-join-aws-domain.html "-.":.'ﬁmon
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http://docs.aws.amazon.com/ja_jp/AWSEC2/latest/WindowsGuide/ec2-join-aws-domain.html

SSMIC KD RXAA >ADS1(2/2)

o RIFUTZISONT 7 1)L SEETE RF 1 A > NaFRk

PS C:\> $doc = Get-Content C:\temp\myconfigfile.json | Out-String
PS C:\> New-SSMDocument -Content $doc -Name "My_Custom_Config_File"

« EC21M 2 RF 2 R%ZCE)

PS C:\> New-EC2Instance -ImageId ami-la2b3c4d -SubnetId subnet-33cc44dd -
KeyName my-key-pair -InstanceType ml.large -InstanceProfile_Id
MyInstanceProfile -associatePublicIp $true

¢« NERFIAZ AR AICEHERT

PS C:\> New-SSMAssociation -InstanceId i-1laa22bb -Name
"My_Custom_Config_File"

http://docs.aws.amazon.com/ja jp/AWSEC?2/latest/WindowsGuide/ec2-join-aws-domain.html
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http://docs.aws.amazon.com/ja_jp/AWSEC2/latest/WindowsGuide/ec2-join-aws-domain.html

d1—Y—-¢3YEa1—SDER
o RAA(CESINETBTIZEC21 > X5 > A (CActive
DirectoryBIEY— )Lz > A M—=I)LITBDZEICKD

7+ L N DB B4

— %SystemRoot%¥system32¥dsa.msc

_] Active Directory I—H— &3> FPa—4&—
FFTILF)  aEwIEA)  TR(V) ~ILT(H)
L N G NENRERENENN 7 Nl NS =

== F=n |

] Active Directory ZL— 4t —&ot | = =5 =S B

4 3 corpamazorworkspaces com

N [l Builtin builtinDemain

e R [E] Domain Co... @Sz (OU) Defau
[7] ForeignSec... > 5+ — Defau
ipals [Tl Computers O — Defau

[ Users o F4— Defau
[C Managed S... 73— Defau

It container for
It container for
It container for

It container for

http://docs.aws.amazon.com/ja jp/directoryservice/latest/simple-ad/creating ad users and droups.html
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http://docs.aws.amazon.com/ja_jp/directoryservice/latest/simple-ad/creating_ad_users_and_groups.html

Active Directoryh*5Simple ADADIE(T

« csvdeV—)LZ{ERT DIz (CSimple ADICESHNIULTE
Windows-1 > X5 > AICAD DSYW—)L%Z=1 > A =)L

PS C:\> Install-windowsFeature RSAT-ADDS-Tools

- BEfFDActive DirectoryhSIDDI I AR—

PS C:\>csvde -f users.csv -1 "DN, objectclass, objectcategory,
givenName, sn, name, samAccountName, displayname" -r
"(&(objectClass=user) (objectCategory=person))"

« Simple ADADIDDA > ih— &

PS C:\>csvde -i -f .\users.csv

http://aws.typepad.com/sajp/2015/08/how-to-migrate-your-microsoft-active-directory-users-to-simple-ad.html

{

‘
{

!

(T amazon
websel

0


http://aws.typepad.com/sajp/2015/08/how-to-migrate-your-microsoft-active-directory-users-to-simple-ad.html

Linux-f AT > AD RAA I NA\DSHN

o« WMER)\wWH—=Z Amazon Linux-1 > A AICA A =)L

$ sudo yum -y install sssd realmd krb5-workstation

o« AZRHIZDAD FAAADENN

$ sudo realm join -U administrator@corp.example.com corp.example.com --
verbose

° SSH-U- tZ_C/ \le I\n:b\u.[Ej&ntF__[

$ sudo vi /etc/ssh/sshd_config
PasswordAuthentication yes

- SSSDY—EXZRta

$ sudo service sssd start

o .l'l'l
ffiframazon
web

s services

http://docs.aws.amazon.com/ja [p/directoryservice/latest/simple-ad/join linux instance.html



http://docs.aws.amazon.com/ja_jp/directoryservice/latest/simple-ad/join_linux_instance.html

AR ANDSSHOI 1 > DiEMN

« RAA>EEZsudoers X MBI

$ sudo visudo -f /etc/sudoers
## Add the domain administrators group from the corp.example.com

domain.
%Domain\ Admins@corp.example.com ALL=(CALL:ALL) ALL

« {RARICOTA>TEBR1I—Y—&0
)L— DN

$ sudo realm permit jonhdoe@corp.example.com

$ sudo realm permit --groups testgroup@corp.example.com

http://docs.aws.amazon.com/ja [p/directoryservice/latest/simple-ad/join linux instance.html o zon
NP webservices



http://docs.aws.amazon.com/ja_jp/directoryservice/latest/simple-ad/join_linux_instance.html

Linuxf A ASDI1—5—EH(1/2)

« Amazon Linux(CwhER)\Wwo -1 X =)L

$ sudo yum -y install samba-common openldap-clients adcli

« I—YH—01ERL

$ net ads user ADD johndoe Passwordl23! -C “John Doe” -S corp.example.com

e I1—Y—AT 1 bDuserAccountControlZ=512(CE%TE

$ sudo vi uac.ldif

dn: CN= johndoe ,CN=Users,DC=corp,DC=example,DC=com
changetype: modi fy

replace: userAccountControl

userAccountControl: 512

http://aws.typepad.com/sajp/2015/08/how-to-manage-identities-in-simple-ad-directories.html s amazon
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http://aws.typepad.com/sajp/2015/08/how-to-manage-identities-in-simple-ad-directories.html

Linux-f > XA AhhSDI1—H—EH (2/2)

o« J)IL—TDIERK

$ adcli create-group testgroup -v -D corp.example.com -z “This is a test
group.”

e JIL—TDOA)\—EUTLI—Y—%=ENN

$ adcli add-member testgroup johndoe -v -D corp.example.com

« 1 —H—0DBR

$ net ads search '(objectCategory=user)' -S corp.example.com

« FEDAT T U bDIRER

$ net ads search '(sAMAccountName=johndoe)' -S corp.example.com

http://aws.typepad.com/sajp/2015/08/how-to-manage-identities-in-simple-ad-directories.html < amazon
web
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http://aws.typepad.com/sajp/2015/08/how-to-manage-identities-in-simple-ad-directories.html

Directory Service API
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— CreateDirectory

— CreateSnapshot
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PowerShell R U MZ K BSimple ADD{ERL

#7 4 LU NUREY A XDETE
$directoryname “corp.example.com*
$directorysize = "small"

#EIRE )X DJ— ROHEYE
$password (Get-Credential -Credential Administrator).Password

#VPC IDDEUS
$vpcname = "Examples"
$vpcid (Get-EC2vpc -Filter @{Name="Tag:Name"; values=$vpcname}) .VvpcId

#simple ADT - L NUDVERK

New-DSDirectory -Name $directoryname -Password $password -Size $directorysize -
VpcSettings_SubnetId $subnetid -VpcSettings_vpcId $vpcId

#ER UT=Simple ADT« L MU DHESR
Get-DSDirectory | where-oObject -FilterScript {$_.Name $directoryname}

amazon
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Simple ADD#IPREEIA

. Active Directory®d B #al4%
— Windows Server 2008 R2#&geL- )L

o HR— NSHURUVEERE
— Windows PowerShell <> RLwv ~
— AF—VHL5E
— RAA>-TA L X SOEFERER
- RAXA> 3> bO—Z—DENN
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AWS Management Console: DRI T L —>3
>

« SAML1>J5S0tzy h 7w T EEIE
° :—E}J_Cl -U-_(L_ — )L 7oA >

« KDRHEICT T L —>3a>sxzty 7w T
BE(C <NEW |
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AWS Identity and Access Management (IAM)

o AWSEFZ LDTF1 77 (TITDTTHDEREE - s8] DL iHA

o AWSHIFHEDESEE, 77O ARV —=EIE
» AWSIEVEDTZODI)L—T - 1—H— - O—)LOVER N ] RE
= JIL—T, Y -&I(C. EITHERBIEFEFERETES
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SAML 2.0(CcKBSSOTJIFL—>3>

 Security Assertion Markup Language (SAML) O 7R— b

« AWSUY—XXADT7ITAICSAMLZFAUZEIFDIDERY J O 7ZFIA
(ADFS, Shibboleth etc)

o AWSEEI> Y —)LADSSO(CEBFIHEIREE

o FrLULlassumeRoleWithSAML APIICEDAPI DT 5L —> 3> FE




Active DirectoryZ x5 L —>3>H—EX
(ADFS)

« TF1UTq4 TRESNLIDEE (5L —232)
EWeb> > UIIBA A (SSO) Z=ieft

« AD DS/AD LDSTaRstc/c1—Y —(cxLTtz+a
>+ b—0U>%%i7 (SAML 1.1/2.0)

- Office 365¥°Google Apps\DZ 2TV A > A~
(SSO) ([CBFHAH=E=ND

— http://community.office365.com/ja-

1p/b/office 365 community blog/archive/2012/01/14/adfs-in-
office-365.aspx
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http://community.office365.com/ja-jp/b/office_365_community_blog/archive/2012/01/14/adfs-in-office-365.aspx

ADFS(C k3 Console Federation®EHE

@ AWS (Service Provider)

Enterprise (Identity Provider \
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http://blogs.aws.amazon.com/security/post/Tx71TWXXJ3UI14/Enabling-Federation-to-AWS-using-Windows-Active-Directory-ADFS-and-SAML-2-0

ADFS on AWS

« Web Application Proxy &
Active Directory Federation :
Services®AWS_ F OO+ o 2
(CEAITDIUT7LRE QL P
CloudFormation>7 L — k&

« $TULWPCADS O EBIF
DVPCEAD DS T ZA KD
I’Z?V/\ODODTD"EI/I’%“:*J“/‘I'\—

— $5.50/8%
— [EREFRT © FV 18RS

https://s3.amazonaws.com/quickstart-reference/microsoft/wapadfs/latest/doc/Web Application Proxy and ADFS on the AW )%
07 webservices



https://s3.amazonaws.com/quickstart-reference/microsoft/wapadfs/latest/doc/Web_Application_Proxy_and_ADFS_on_the_AWS_Cloud.pdf

AD Connectoric&dI1I5L—53

>

1) IAMO—J)LZADI1—Y—(C7 2) AD1—Y—(daccess URL#Z

B1>

AWS Directory Servicea>t/—JL#ZH

Userl Admin
User2

Groupl \
@ S3-Access

ReadOnly

HTO1>

mycompany.awsapps.com/console

) 3-AWS
Management
Console~®

[ J|  AssumeRoke

% %k %k k%

J

1 - ADERELTE#R TR
gAv

a
P

o\

V 2 - LDAPE
Kerberos!)9 T X +%

VPN#z TFa+y
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AD Connector®{Erk (1/2)

1. [Direetry PNBI &M actor

to your on-premises Microsoft Active Directory. It enables users in your on-premises Active Directory to access Amazon
n WorkMail. Administrators can also manage AWS resources using AWS Management Console. See How to
N Network for more information.

AD Connector is a directory ga
WorkSpaces, Amazon WorkDocs, and
setup AD Connector or Instructions on setting u

Directory DNS Icnrp.example.cum llﬂ 2. [NetBIOS name] Eljj
- (AT>3>)
NetBIOS name J CORP

3. [Connector account username]
Connector account username lAD_Connector Eljj

Connector account password [ esecesee

Confirm password Iu..u..

6. [Small] Z&5&iRons aaaress !‘92'168""” ® 4. [Connector account password] £AN

|192.168.0.12 I
|

Descriptio Optional ] (i)

5. [DNS address] #Ah

Directory size] ® Small
' Lalye L]
) . imamazon
Large directories cost more. Learn more . I webservices



AD Connector®D{Er (2/2)

o BRIFDOVPCZEIR, F/Z(FFHARICVPCESubnet
e ERY

VPC Detailf [VPC] %5%iR
To set up a directory you need to select a VPC an subnets, each in a different Availability Zone. This ensures that your
directory is isolated and reachable only by your instances. ™gCtory servers in two Availability Zones ensure high availability .

VPC | ‘ vpc-a79d4ece (10.0.0.0/16) ‘ 4

o~

2.2D® [Subnets] %i@jffreate anew VPC | Z

nets | 10.0.0.0/24 (ap-northeast-1a) | 1

‘ 10.0.1.0/24 (ap-northeast-1c) ‘

Create a new Subnet ._“"'-,

3. [Next Step]&oUwv o

Cancel Previous
on
lices



Access URLDESTE

« Access URLIZAWS V7 UL —< 3> EMEEDZHICHIAETND
— HEIDBURLIFIIO—/ULTCI=——T (—B) THINEHDD
— —ERTIDEEE - HIBRITTERL

Apps & Services = Associated Snapshots

Access URL

Create a public endpoint to access your AWS applications and the AWS Management Console. To provide access to users in your directory to AWS applications and the AWS
Management Console, you must create an Access URL. Once you create an Access URL for this directory, it cannot be changed. Learn more.

https:l aws-cloud| x Iawsapps_com Create Access URL

Apps & Services 1, Access URLZERFE 2. [Create Access URL]ZJUwY Y

Select AWS applications and services you want to enable for this directory. This will enable user accounts in this directory to authenticate fo the selected applications. The
application level access policies will control what the users will be able to do. Learn more.

Amazon WorkSpaces Not Enabled  Go to WorkSpaces €3
Amazon WorkDocs Not Enabled Go to WorkDocs (1]
AWS Management Console Not Enabled Manage Access (i)

,l‘l‘l
fEiFamazon
web

[ 1] services



AWS Management ConsoleiE#DESTE

» YERY% L =Access URLZFIAA UTZAWS
Management Console D772 % %7

Apps & Services = Associated Snapshots

Enable AWS Management Console
Access URL

Would you like to enable directory users to access AWS Management Console to manage

Current Access URL: aws-cloud.awsapps.com AWS resources using ineir direciory credentials?

Apps & Services You'll need to perform additional setup to enable specific users to access AWS

Select AWS applications and services you want to enable for this directory. This will enable uf ~ Management Console.
application level access policies will control what the users will be able to do. Learn more.

Amazon WorkSpaces Enabled Go to WorkSpaces €3 Cancel
Amazon Zocalo Not Enabled (i)
AWS Management Console Nat Enabledl Manage Access I (1] 2 . [ Ena ble Access] W \\J a
1. Manage Access%i#EiR

'l’l
ramazon
web
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d1—Y—/0)—2LIAMO—-IILDIY E> D

. BYIMERZREITDIEHIC. I—F—/J)L—T &
IAMO—)LDOXY E>T%EITS

— COBITIZEC2ReadOnlyd—)L & PowerUserd—)LICZENZENT)L—
JEI-Y—-ZEDHT

Directories > aws-cloud.amazonworkspaces.com (d-95673113af) = AWS Management Console Access

Remove Role = | @9
New Role]&2oUwvo

Role - Policy
- EC2ReadOnly View Role in 1AM
Enabled Users O Enabled Groups 1
Users
- PowerlUser View Role in 1AM
Enabled Users 1 Enabled Groups 0
gentaw




AWS Management ConsoleN®D< > IS 1> A>
(SS0)

« https://<access_url>.aws

apps.com/console/IZ77% “i+ amazon
TALCOUAZ DL e epsEicES
[CL D Management o
ConsoleN®Web~X— AT
DTN HGA A ;H

(sso) Hwegeg 0

LR VS

HAD—FEEhEs




ﬁg;ﬁ I.‘I\I:IEE (M FA)

« A>T L =ZX® RADIUS b—/)\—Z=FIAB UL
&gg‘_:tubnﬂz (MFA) (X ity

— 1—H—-2Z&E)\RXRDTD—RICMATI>AAM L)X T— RED
FIFEHB]EE
« PAP/CHAP/MS-CHAP1/MS-CHAP2 Z#H7h—
I~

— Symantec Validation and ID Protection Service (VIP)
— Microsoft RADIUS Server

_ _NiNg
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(1) Google AuthenticatorZ&ffE> =5k

o AN—bIACHERTAARN=ILTED
Google Authenticator
2V IO 7 =02 EUTERT S,

- H—/VlE. A—-T>Y—RXDFreeRADIUS &
Google Authenticatord®PAM (Pluggable Authentication
Module) ZEESE CERTE D,

=
(L")) FreeRADIUS

+ http://aws.typepad.com/sajp/2014/10/google-
authenticator.html



http://aws.typepad.com/sajp/2014/10/google-authenticator.html

MFA®DESTE

 [Multi-Factor Authentication] 2 (CRADIUSH —/\—DIEikZE AT LT
[Update Directory]Zzi&iR

Apps & Services = Connector Account = Multi-Factor Authentication

AD Connector supports Multi-Factor Authentication by integrating with your existing on-premises RADIUS Multi-Factor Authentication infrastructure. Learn more.

RADIUS Status  Compieed
Enable Multi-Factor Authentication FIwvy
RADIUS sever P acaressies) [roaoms ] e RADIUSH—/{—DIP7 KL X
port [[1s12 o R— MBS
Shared secret code [ eeececes Jo JXRXD—R
Conirm shared secretcode [eemmemee ] JCAD— R (FEER)
Protocol [PAP Y] Jro kb
Server timeout (in seconds) |10 e 91L7Ik ()
woewes L 0 U RSAEIS [Update Directory]Zi&R

_ pdate Directory [
mazon

sbservices




AD ConnectorlCkDd270X7HI0> PO A

e —A

AD Connector

A

— 3 4
[Fkk ks | > >
e Switch role
mycompany.awsapps.com/console Management | |
account Application account

CAA-CloudEngineerRole CloudEngineerRole

CAA-NetworkAccessRole

CAA-ReadOnlyAccessRole

NetworkAccessRole

ReadOnlyAccessRole

BP9 webservices
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AWS P I U —<,3 2 EE0DENTE

« App & Servicesh'5&HB—EXDI> YV —)LICUS A

Lo bEnd

Apps & Services = Associated Snapshots

Access URL

Current Access URL: aws-cloud.awsapps.com
Single Sign-On is enabled. Disable

Learn More about Single Sign-On.

Apps & Services

Select AWS applications and services you want to enable for this directory. This will enable user aci
will be able to do. Learn more .

Amazon WorkSpaces Enabled I Go 1o WorkSpaces I (i)

Amazon WorkDocs Enabled Go to WorkDocs (i ]
AWS Management Console Enabled Manage Access (i ]

Manage Amazon WorkSpaces Access

You will be redirected to the Amazon WorkSpaces console to manage access for this

directory.

Would you like to proceed?

2. [Continue]ZoUwv %

1. Go to WorkSpaces#i#EiR

_ s
fiEramazon

BP9 webservices



S2ONBAA> (SSO) DEIE

WorkSpaces & WorkDocsEI T > )L A

>A> (SSO) ZESTERIEE

— WorkSpaces(cOZJA> 9% BB (CWorkDocs SyncZ S
7> MNCHA >+ > UCREE RS

Apps & Services  Associated Snapshots

Access URL

Current Access URL: aws-cloud.awsapps.com

Single Sign-On is not enabled.

Learn More about Single Sign-On.




AWS Directory Service
Microsoft AD

Windows Server 2012 R2
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« Simple AD « AD Connector « Microsoft AD
- IR - BEDT A L _ IRER—D
N JRU Y- RDF L
o A PN NUH—EX
- A?:Qj,ea _ ASTFLEX — Windows
Directory Hif it:(zt VPC L Ser\(\er 2012
H— )\ —%F D FAA 2% R2MMANR—X
FA 187 - BERXA>
— AWS_E (T — BRI & DIEFER %
Ul b X122 (MFA) =t ZHh— &
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Microsoft ADDYERY

« RAAEEEBINDY b2{ERRT D
— Directory DNS
— NetBIOS Name
— Admin Password

. T L NIRRT BVPCERIR

— VPCIC(ZE72D Availability ZonelZ 2 DB_E® Subnet H
FEIDINENSDD
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Services ~
2. [Asia Pacific (T@] ZiER

AWS Directory Se
3. [Get Started Nowl ZiEEIR

AWS Directory SE€rvice enables you o use your cor
access AWS serviceSagd simplifies deployment of
Microsoft Windowssagplications in the AW

Genta Watanabe | Support v

US East (N. Virginia)

US West (Oregon)

EU (Ireland)

| Asia Pacific (Tokyo)

Get Started Now

Getting Started Guide

"
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« Create Microsoft AD%Z#E3R

Genta Watanabe ~

Seup e ey Choose directory type [Create Microsoft AD] Z&i#iR

Step 1: Choose directory type
AWS provides three Directory Service options. Choose from the list below to get started

Directory details

view Create a new directory

Microsoft AD
AD Microsoft AD prouides many Microsoft Active Dlrectory features \nc\ud\ng addmg trust IEIEIIIOI'IShIpS with on- Create Microsoft AD

premises domains. It is based on Microsoft Active Directory in Windows Server 2012 R2. Leamn more.
Best for enterprise workloads requiring up to 50,000 users.

Simple AD
E A Microsoft Active-Directory compatible directory powered by Samba 4 that provides a subset of Microsoft Create Simple AD

Active Directory features. Learn more.
Best for workloads requiring up to 5,000 users.

Extend your existing AD

Requires a hardware virtual private network (VPN) or AWS Direct Connect between your datacenter and your WYPC in the AWS cloud.

AD Connector
¢2---»AD  AD Connectoris a gateway that sends to your existing on-premises Microsoft Active Directory with AWS Create AD Connector

senvices. No directory information is replicated into or cached in AWS. Learn more .




Microsoft ADDYER; (1/2)

Genta Watanabe v ®® v H# -t v

irectory DNS "&173

1
Setup a dwec’to[y Directory details

Step 1: Choose directory type
A managed Microsoft Active DI / domain based on Windows Server 2012 R2. Learn more .
Step 2: Directory details

S pirsctenytype TN 2. [NetBIOS name] A
Directory DNS" | corp.example.com I o (7"7"93 >)

NetBIOS name I CORF

11}

Default administrative user Admin €

Admin password™ Jeesesssses

Confirm password® Jessssses -

Description | Optional

VPC Details 3. [Admin password] Z A}

To set up a directory you need to select a VPC and two subnets, each in a different Availability Zone. This ensures that your directory is isolated and reachable
only by your instances.

VPC®  Selecta VPC... i}

Create a new VPC | ¥




Microsoft ADDYER; (2/2)

EIFEDVPCZIEIR, FIZ(FHRRICVPCESubnet
e ERY

VPC Detailf [VPC] %5%iR
To set up a directory you need to select a VPC an subnets, each in a different Availability Zone. This ensures that your
directory is isolated and reachable only by your instances. ™gCtory servers in two Availability Zones ensure high availability .

VPC | ‘ vpc-a79d4ece (10.0.0.0/16) ‘ 4

o~

2.2D® [Subnets] %i@jffreate anew VPC | Z

nets | 10.0.0.0/24 (ap-northeast-1a) | 1

‘ 10.0.1.0/24 (ap-northeast-1c) ‘

Create a new Subnet ._“"'-,

3. [Next Step]&oUwv o

Cancel Previous
on
lices



ATREDHER

Genta Watanabe v FT v

Set up a directory
Step 1: Choose directory type
Step 2: Directory details

Step 3: Review

Review
The configuration details for your directory.
Directory type  Microsoft AD
Directory name  corp.example.com
NetBIOS name CORP

Description

VPC details
The WPC details for your directory.
VPC wpc-75b76710

Subnets 10.0.0.0/24 (ap-northeast-1a) and 10.0.1.0/24
{ap-northeast-1c)

[Create Microsoft AD]&ZOUw o

Cancel Previous Create Microsoft AD




Microsoft ADDHER (1/2)
 [Status]H'[Active]lCTRNIEVERRTE T

Genta Watanabe ~

<
Snapshots Directory ID ~ Directory name - Type | Size ~ | Status ~ Launch time =

» d-95673113af aws-cloud.amazonworkspaces.com Simple AD Small Active Aug 14, 2014

4 d-956734e2d2 corp.example.com Simple AD Small Active Oct 14, 2015

- d-956737d61b corp.example.com Microsoft AD Enterprise Active Dec 4, 2015

Launch time FriDec 04 14:03:29 GMT+900 2015 DNS Address 10.0.0.229, 10.0.1.146
VPC vpc-81fe53ed RADIUS Status MNone
Subnets subnet-1d872396a, subnet-0d964654
Availability zones ap-northeast-1a, ap-northeast-1c

amazon

webservices



Microsoft ADDMER (2/2)

« [Directory ID]Z2 U w2 L C[Details | Z 2

Genta Watanabe ~

Directories

Snapshots

Directories > corp.example.com (d-856737d61b)

o | e
v Details
Directory type  Microsoft AD Status  Active
Directory ID  d-956737d61b Status last updated Fri Dec 04 14:29:20 GMT+900 2015
Directory name corp example.com Launch time FriDec 04 14:03:29 GMT+900 2015
NetBIOS name CORP Availability zones  ap-northeast-1a, ap-northeast-1c
Description #* VPC  vpc-81fe53ed
DNS Address  10.0.0.229, 10.0.1.146 Subnets subnet-1d87396a. subnet-0d964654

Apps & services Snapshots Trust relationships

Access URL

Create a public endpoint to access your AWS applications and the AWS Management Console. To provide access to users in your directory to AWS applications and the AWS
IManagement Console, you must create an Access URL. Once you create an Access URL for this directory, it cannot be changed. Learn more.

https:// .awsapps.com Create Access URL

AWS apps & services

AWS applications and services enabled for this directory. User accounts in this directory are permitted o authenticate fo the selected applications. Application-level access
policies control what the users can do. Go to the associated application to turn directory access on or off. Learn more . amazon
webservices
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o RAXAZ/TAL X MelDEFERERZRET D
Cl:_b\‘ﬁ_[ﬁb

Add a trust relationship X
Apps & services Snag

Create a trust relationship (forest trust) to another domain. Learn more.
Trust relationships

N Fully Qualified Domain Name
Set up a trust relationship (fon

(FQDN) of trusted domain Icorp.mydomain.com I Eiﬁ ﬁ*ﬂ$® I\X'( >
] BIRAO/ZT—F o

Domain Name Trust direction One‘:"\-"av OUtQDlﬂg - 7'3- % m;axﬁrajwﬁﬁﬁrﬂ {%E

Cancel

. .l' 1]
ffiframazon
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« Microsoft ADDadmin’”7370 > MEIOUICXT U TA T DIERZR D
- I1—Y— JIL—T. BRI E21—-SDIVERk. B, HIR
— J7AI)/TI "= )N=REDUY =D RAAADEN. 1—H—0URDI)L—
TICUYV—=XICH T DI REDGE
— BINDOUB XU > FTFHDIERK
— 1ERDEE
— JIL=TRUS—DERRED > D
— Active DirectoryC HFENSDHIBRENIEATZ T O bDURX K7
— Active Directory Webtr—E XHS5ADEDNS Windows PowerShell £ 1 —)JLMDELT

o XIERAAZEFMTLTOEEZED
— DNSHEROEE (LO—R, V-—2KUTAT—F—miEN. HIBRE(TERH)
— DNSAR> NOTDSHR
— LFa1UFaAR> MOTDOSHE

http://docs.aws.amazon.com/ja [p/directoryservice/latest/admin-quide/admin permissions.html r:,rl"aﬁazon
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http://docs.aws.amazon.com/ja_jp/directoryservice/latest/admin-guide/admin_permissions.html

AF— DLk

« ExchangetLynciR EXF—VILENRERI7 TV T —2 3> %8
E=E3(ICE. T — R\ OTA—LMNS5Submitd D

AWS Account Number*

Applications

[0 Microsoft Exchange Server 2013

[0 Microsoft Exchange Server 2016

O Microso ft Lync 2013

[0 Microsoft Skype for Business Server 2015

[0 Microsoft System Center 2012

[ Microsoft System Genter 2016

[J Microsoft SharePoint 2010

[J Microsoft SharePoint 2013

[ Other (Please specify the applications in the text box below)

Additional Comments (optional)

https://aws.amazon.com/jp/directoryservice/schema-extensions/ l‘:,:‘:.'a.%lazpn
webservices



https://aws.amazon.com/jp/directoryservice/schema-extensions/

Simple AD & DLEE

. Active Directory®d B #al4%
— Windows Server 2012 R2#gEL )L

@bf [CH7R— hENDHEE

RXAA>-TH LR SOEFERER
— Active Directory&i#2tz> 45—
— Windows PowerShell ¥ > RLw
— Active Directory®dC #H48
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1AL MNUDYAL X

« Simple AD

— Small: :/xAT5001—5— (2,00001—H—, J>Ea1—5. J)L—T.

TOMDATZTON)

— Large:&AX7T5,00001—5— (20,0000 1—H5 —.

7. 'OMDOATZTIH)

« AD Connector

— Small:& A T5001—H5—
— Large:&AT5,0001—H5—

« Microsoft AD

a>Bax—4. J)L—

— Enterprise:&A 50,0001 —%— (200,00001—Y—, O>E1—45.

DIV—T, ZOMDOATZT O )

Ezifamazon
webservices



AWS Directory ServiceD#l&
. ERUIET A LI NUDIA T ETAZCEEDNTES

7ETINET4wv D (RR)

T4 LOKNIDSIAT Y1 X A&

Microsoft AD Enterprise 0.445 USD (324.85 USD/H*)
AD Connector Small 0.08 USD (58.40 USD/A*)
AD Connector Large 0.24 USD (175.20 USD/H*)
Simple AD Small 0.08 USD (58.40 USD/A*)
Simple AD Large 0.24 USD (175.20 USD/H*)

* A CoFAREE. 1 MAZ 730 K& UL TEHRULTWLWET,

{

!
{

!

https://aws.amazon.com/jp/directoryservice/pricing/
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https://aws.amazon.com/jp/directoryservice/pricing/
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7‘4’ L2 NUZEUSHTYER I DIEE (L7500 B3 dDSmall>« L
27 =J (Simple ADZE7=($AD Connector) F/=(EMicrosoft AD
(Enterprlse Ed|t|on) paNiiiy Nt

- T+ LD MJUOEKE30ERBITER(CIRD

« Amazon WorkSpaces. Amazon WorkDocs.
Amazon WorkMail

- Smallz« LI NJUTE17 DT« 1—Y—. LargeT+« L2 KU
T(E10077 075« J 11— —MFEL TLWNUTIZEDHADAWS
Directory Service#}s& (SR

— Microsoft AD(C (FEERIZR U
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« FIFHTJEEIRAWSD —=3>:
— US East (N.Virginia)
— US West (Oregon)
— EU (Ireland)
— Asia Pacific (Sydney)
— Asia Pacific (Singapore) — Simple AD3 KXUAD Connector®d+
— Asia Pacific (Tokyo)
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« Active Directory EAWS Management Consolen®d
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« AWS Directory Service Administration Guide

— http://docs.aws.amazon.com/directoryservice/latest/adminquid
e/what is.html

- AWS Directory Serviced K< D EM

— http://aws.amazon.com/jp/directoryservice/fags/
e BEER

— http://aws.amazon.com/jp/directoryservice/pricing/
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http://docs.aws.amazon.com/directoryservice/latest/adminguide/what_is.html
http://aws.amazon.com/jp/directoryservice/faqs/
http://aws.amazon.com/jp/directoryservice/pricing/
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http://aws.amazon.com/jp/about-aws/events/

REIDAWS Black Belt Tech Webinar (.

AWS CodeCommit & AWS CodePipeline & AWS CodeDeploy
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