COAVTUYVIFARMSIFULEBLTE Y RABENATVTATREMENHY £T
BRI OVWTEY —E2FEHB L EY—ERDFFa1 AV FEIHEELEZSW

AWS Management Console

AWS Black BeltfreCgWebinar 2015 (IHY 1 X5 —>1U—X)
IV FT =T —-EXZv ) ket
JOJzwvSaHIIlb—EX OIS ~ TE &85

amazon
webservices


https://aws.amazon.com/jp/events/aws-event-resource/archive/

7T >H

« AWS Management ConsoleDiitE

e TFI1UFARIANTSUOFT4 R

» Management ConsoledDEIETFE

. TOMMDAWSEIRR—5)L 4

% =
O

Qu

amazon
webservices



oI oN

« AWS Management ConsoleD#lE

<

O
O

amazon
webservices



AWSDIZIETS & O
EC2
4 fCE), 21k
Management g?xyj’lj— K
AWSEIEE fonsole (Web) 50— K
ARL—43
v L RDS
TN DBiCE)
ANVES A
AWS CLI
SEEED CloudWatch
SDK k — |E$EHR1%°




AWS Management Console

« AWSOH—EXR/UYV—-XICTFIOTCRITBDIZHOER
VLT,
e AWSH—EXXDA /R— 32 (BREL. FIAEICES

IXDFREBES UL MABRZ IR T D728 (C. Management
ConsoleEHAEILL TLWEK T,

ERDIEHR(IF2015F4827HERDED T,

R [ i




=h

XJILEE8
- BFE. PE

et —EX
— EC2. RDS. S3. VPC, IAM. SQS.
EMR. DynamoDB. CloudWatch

SBUDEX
- AAXREBEBISOUZFELUTWBIIGEET
j7|')|/ I\(Q:EZKEEI

— FREZBOUYIDBEZRIEITVHI—DA
—a1—m5

oa

N AWS ~

EC2 #iwirafi—F  +

A~ b
a4

L=t

#HIER

ALARLA
VAR R

Ay ST

U =D A28 R

=) A A
AM
HWAFILAR D

n

=] ELASTIC BLOCK STORE
Mla—4

Management ConsoleBZAE it

A FFieavk

= Fyb =2 & tzfafd
TFaF A —
Elastic IP
RS NS b
O—f st —
FoT
ESe R RS B
A2

=] AUTO SCALING
HEERTE

® S Fies @

HA5E

o <
=2 ¢ FThovtORESE C -
4
TUTINL T 4w (RR) =30 TIROD Amazon EC2 )/ —2#ERLTLE TR —t&nTha7 Sk
EE EETEN
. . . . VPC
1 (BOETRO I RAR R 2 {B% Elastic IP
7 fBodUa—L 6 B2 F gk F I+ VPC
1 {BmF—7F 0 @oo—k iS5t — none
1 ABODZ L AR =T 15 {BOEF2 T FIL—7 .
BINEER
@ Ruby. PHP. Java. NET. Python, Node js & Docker % ¥ 7 71) ) L
7 —23.% Elastic Beanstalk T #IcF 70T &, AP i
IFET | pEaxvt
FATD EC2ZUY -2
A AR ZADIERL EEESIN
Amazon EC2 0 EFTERAT 31013 . Amazon EC2 12 R SR EbfiE N Al L
BT — ) —E L ET, R &hE
e AWS Marketplace
English HUAIE TUTL D00 @R L TERENE T Find free software trial
products in the AWS
X;Ik-ﬁ‘; (& %ién-(:[‘\é,r,\*)h ( Marketplace from the
EC2 Launch Wizard .
D 57— &2 FIFRL T 490 (EE): Or try these popular AMIs:
2T (EE) AL HEHRYERA Vyatta Virtual
5B~ service is operating Router/FirewallVPN
ally 1T Wyatta, Inc
UF 4= DRT— 4 it *
Pay by the hour for
software and AWS usage
I (iEfE) rtheast-1a: T FT Networking
SEUT - LiRE

amazon

webservices




=¥ PANET L

Services |

| EC2 Dashboard
Events
Tags
Reports
Limits

INSTANCES
Instances

Spot Requests
Reserved Instances

IMAGES
AMIs
Bundle Tasks

ELASTIC BLOCK STORE
Volumes
Snapshots

NETWORK & SECURITY
Security Groups
Elastic IPs
Placement Groups
Load Balancers
Key Pairs
Network Interfaces

=] AUTO SCALING

-

=

Resources

" Account Attributes

You are using the following Amazon EC2 resources in the Asia Pacific (Tokyo) region:

2 Running Instances
5 Volumes
1 Key Pairs
1 Placement Groups

3 Elastic IPs

1 Snapshots

0 Load Balancers
17 Security Groups

@ Easily deploy Ruby, PHP. Java, NET, Python, Node js & Docker applications

with Elastic Beanstalk.

Hide:

Create Instance

To start using Amazon EC2 you will want to launch a virtual server, known as an Amazon

EC2 instance.

Launch Instance

Mote: Your instances will launch in the Asia Pacific (Tokyo) region

Service Health

Service Status:

Asia Pacific (Tokyo):

This service is operating normally

Availability Zone Status:

ap-northeast-1a:

™ Scheduled Events

Asia Pacific (Tokyo):
Mo events

Availability zone is operating normally

yukichib +

Tokyo 4

Jupport ¥

Supported Platforms @
VPC

Default VPC
none

Additional Information

Getting Started Guide
Documentation

All EC2 Resources
Forums

Pricing

Contact Us

AWS Marketplace

Find free software trial
products in the AWS

< Marketplace from the EC2

Launch Wizard.
Or try these popular AMIs:

Vyatta Virtual
Router/Firewall VPN

Provided by Watta, Inc.
Rating *

Pay by the hour for software
and AWS usage

View all Networking

OHome

QFTIFT+44
N —XT)I—T

®AWSH—EX
@>3a—hkhv b
®7HhD> MEHR
®—=3 2R

@YR— bz 45—

®RIEAZ1—
OIE/FIEIE

azo

[
8 webservices




HOITAH5—

amazon

webservices



2

BAWSUY —X(CEIDE TR ENTEDIARIT—H

— UY—X:EC2A>RHAF>X, EBSIKU1—LTRE
F—HHECEHE

1@% 49'] i-4a1c2f5d Quner = DbAdmin

- AJRYDAMBEICY ISR TSR Stack = Test
- RIBR(ICHITZDF/I\YOTYITRT VT hEiE

Key Value

. HIREH R
- UY—ZBIZDDETDEAE : 10 roamsota [35 e
- F—0OmAE : 127XF (Unicode) o Stack = Production
- EOTEKXE : 255XF (Unicode) 3

- F—CEOAXFNINFFIXREND
— F—BLMEIC"aws:"EWVWDTY T 4w O (HMEZ TR0

'lll
amazon
webs

services



OIS« —

o« AWSUY —XXDAFT7%—IETHRZER. 1Erk. IRENTIEE
« U—g>HFVWEAIEENTIEE

i‘i AWS ~ Services ~ Jeff Barr +  Global *  Suppoi
Find resources to tag 4
Regions®

Asia Pacific (Singapore) x | | Asia Pacific (Sydney) x | | Asia Pacific (Tokyo) * | | EU (Frankfurt) =
EU (Ireland) = | [ South America (Sao Paulo) = | [ US East (Northern Virginia) =
US West (Northern California) x | [ US West (Oregon) =

Resource types® ECZ Instances x || EC2 Images = || EC2 Load Balancers x | | EC2 Network Interfaces x
EC2 Reserved Instances x || EC2 Security Groups * | | EC2 Snapshots x || EC2 Spot Requests x

EC2 Volumes

Tags Select a tag key -

© Add a tag key
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— Empty value (520 DfENZER) Find resources to tag
— No Tagged (HF0HRE&TE) Rogions

Resource types” EC2 Instances

US East (Northem Virginia) *

Tags Department

© Add a tag key
* Required

Edit tags

Create a new tag key
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Add / edit tags 155 Selected

Value Resources

Apply tags to your resources to help organize and identify them.
A tag consisis of a case-sensitive key-value pair. For example, you could define a tag with key = AWS Blog Authoring Host
MName and value = Webserver. Learn more about tagging your AWS resources.

database
Applied tags
Key value e OutsideAccess
app 0O RoadTripBlogServer

Created by Amazon WorkSpaces 0

department O

mode O

vame - Eﬁbﬁuy—zcﬁmégﬁﬁHMT
LBIHBE. “Multiple Values” &R

UserTagDemo 0
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\ Stacks (25) < Y Fil € < Viewing 41-60 of 86 Instances > »
E 2
I e Go Alarms * Instance ID < Region < Instance state < status checks $
| Instances (86) [ ] ~ ~ v .
2 . 2
Load Bakincers (5) » @ Ic3teeTbt us-east-1 running 212 checks passed
7 22017 X] ’
I " Volumes (21) [, Ic4e917e8 us-gast running 012 checks passed
—_— y @ Icdt5b72e us-east-1 running 272 checks passed
Elastic Beanstalk
v @z [ ] 1€bes53890 us-east-1 running 272 checks passed

Environments (21)

A\Y
0 1 |‘ $E Status checks Alarms Metrics
—_— 7 ; RDS
ﬁ 2 System reachabity test passed oK High-CPU-Utiization CPU utiization

Instances (5) Instance reachabllty test passed ALARM  High-Disk-Writes fPorcert)
N OK  Status Check Failing Disk writes .
CloudWatchBz454K 8 T Dk MM
— ags
o /. Buckets (3) Disk write operat T T
Koy Value emd A=
VPG Y
Disk reads
VPCs (7) Name TomStack-sd - php-app1 Brtes)
opsworks:instance php-3pp1 Disk read operat
(Comt)
opsworks:layer:php-app PHP App Server
5t Network in
opsworks:stack TomStack-sd (Byees)
owner SCD1 Network out
scd K
scott EC2instance
test scott ec2 vol
[Z Manage resource
» @ 1-d8bbaba2 us-cast-1
y @ 1-ddb31br us-gast-1 running 272 checks passed
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Create a resource group e

A resource group is a collection of resources that share one or more tags. Use the form below to define a new resource group.

Group name*

Tags*

Regions*

Resource types

DataResources

Service -

ue Remove

© Add atag key

Asia Pacific (Singapore) * | | Asia Pacific (Sydney) * | | Asia Pacific (Tokyo) * || EU (Frankfurt) =
EU (Ireland) x | | South America (Sao Paulo) x | | US East (Northern Virginia) =
US West (Northern California) > | | US West (Oregon) =

EC2 Instances = | | S3 Buckets * || RDS DB Instances *

* Required Preview

Suppot

Share your resource group definition ®

Provide this URL to users who would like to add this resource group to their identity. After
following this link, those users can save the provided resource group to their preferences.

Definition URL nttps:/iresources console aws amazon com/rigroup#share]

Done
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AWS Identity and Access Management (IAM)
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Top 10 AWS Identity and Access Management (IAM) Best Practices (SEC301) | AWS re:Invent 2013
http://www.slideshare.net/AmazonWebServices/top-10-aws-identity-and-access-management-iam-best-practices-sec301-aws-reinvent-2013
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Minimum password length 6

Require at least one uppercase letter €@

Require at least one lowercase letter €

Require at least one number €@

Require at least one non-alphanumeric character €
Allow users to change their own password €
Enable password expiration €

Password expiration period (in days):

Prevent password reuse €@

Number of passwords to remember:

Password expiration requires administrator reset €

0 0O 0Owoodo

Delete password policy
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Credential Report
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1- H— 4’EESZ H
- HE'ifr-gEI/j’l’ > El H% Dashboard Credential Report
= - o “73_ ) ! Click the button to download a report that lists a I\y ccount's u and the s of their
B Hﬁl%%/ \le o h&% E H% Jea VE; formati \ondsee rln ‘:ﬁ umenf:tlw-gf.creamd, e df e f h e F
N o W —_— ~ ~ Groups
J— /ﬂ@/ \le - |\ D _T_ / 3 / E H% User: Download Report
- M FAE% Roles

- CLI. APINNSE&S > 00— RAJ4EE
— aws iam generate-credential-report
— aws iam get-credential-report
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Console Federation
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Enterprise (Identity Provider)
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— Provider Type
« SAML
— Provider Name
o IdPORENE
— Metadata Document

- HEFIEOTHI>O-RUE

SAMLAAS T —H RFIA>

Create
Provider

Step 1
Configure
Provider

Step 2: Verify

Configure Provider

Choose

* Require

a provider type.

Provider Type™

Provider Name™

Metadata Document”™

d

SAML

ADFS

Maximum 128 characters. Use alphanumeric and *_-

characters

FederationMetadata.xml
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Role Type
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« Grant Web Single Sign-On (WebSSO) access to SAML providers

SAML Provider

« REFINEQDSAMLITO/\A 5 —%

Permission
« IAMO—)LDt&EREZ

=Jur==

asx AE

Services ~

Create Role

Step 1: Set Role
Name

Step 2 : Select Role
Type

Step 3: Establish
Trust

Step 4: Set
Permissions

Step 5: Review

yukichib ¥ Glebal *

Select Role Type
© AWS Service Roles
© Role for Cross-Account Access

@ Role for Identity Provider Access

Grant access to web identity providers
Allow users from Amazon Cognito, Login with Amazon, Facebook, Google, or an Select
OpenlD Connect provider to access this AWS account

Grant Web Single Sign-On (WebSS0) access to SAML providers
Allow users from a SAML provider to access this AWS account using the AWS Select
Management Console.

Grant APl access to SAML providers

Allow users from a SAML provider to access this AWS account using the AWS CLI, Select
SDKs, or API
Cancel Previous
L
fiEFamazon

8 webservices
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« Management ConsolelCUS A LU hEaNdZ &=

ADFS-RO/awsmaster@EXAMPL. . v Oregon v Support ~

Ement
Ent

Application Services Getting Started
e SQS See our documentation to get
Message Queue Service started and learn more about how to
SWE use our services.
u" Workflow Service for Coordinating Application
Components AWS Console Mobile App
. AppStream View your resources on the go with

& Low Latency Application Sireaming

=1

-

Additional Resources

our AWS Console mobile app,

BXA >0 —H—hEEDIAMO—)L(C
NwvErdEnTunasiza. IAMO—)L
OERBEHE(ICUSY AL T hEnd

Awmazon Web Services Login

aAMaznn

Select a role:

© ADFS-RO

© ADFS-Admin

Terms of Use Privacy Policy® 1985-2014, Amazon Web Services, Inc. or its affiliates.

amazon
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Switch Role
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IAMO—-NICKDIO0RXF7 I > b7 IO CADEMF

~ 77 ~ s3-rolelCfI5ENTVWBRUS —

f T2 BA \ = A tJIDj-j1'171£2|;2%333 T et v T I
Acct ID: 123456789012 - cetibe { "Statement": [ |
JeffO7 I AF—(CL DR { :

I3 "Effect": "Allow", ;

- > "Action": “s3:*", |

. ¢ "Resource": "*" i

~0 > :

\ s3-role ¥ ] :

3-roleZB| ERIT. —BIRY ™ “ 3 :

DL RF—2Bis

\ """j—aﬁam?atﬁp—(:cté

S3APIOMUH U

{ "Statement": [{
"Effect": "Allow",
"Action": “sts:AssumeRole”,

{ "statement": [{
"Effect":"Allow",
"Principal”:{"AWS":"arn:aws:iam: :123456789012:root"},

"Resource": "arn:aws:iam::111122223333:role/s3-role" "Action":"sts:AssumeRole"
} }
1 1
} }

FhHI> SBDs3-roleZ5|E IR E&HAT BRY S —%&Ieff[CERE S3-roleZ#NEIERITSNBI O EELUIERY S —%&Ss3-rolelC5RE
-4jill
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sEFIEO -IAM1—Y—_/0—)L{ERi-

- IAM1—Y —DERK

— ReadOnlyAccess/hU > —Z{45

« ORI N7 IR

JIAMO—JLOVERX

— YIBZF0] 9 SAWST D> NIDZEIERE
— EMERZR TRV S —Z 45

Select Role Type

© AWS Service Roles

@ Role for Cross-Account Access

> Provide access between AWS accounts you own

Allows |IAM users from one of your other AWS accounts to access this account.

> Allows IAM users from a 3rd party AWS account to access this account.
Allows |1AM users from a 3rd party AWS accoun tto access this accoun t.

© Role for Identity Provider Access




sEFIR? -IAMO—IJViwSE-

- IAMO—JL@Trust RelationshipsZz im&e
— EBEUIAWST AT ~Drooth S DYIBEN FFa] SNTIRR

i
o

7

C

\

- IAMA—Y—hWSDYEZHTDLINI S —=2EE

"Effect": "Allow",
"Principal”: {"AWS": "arn:aws:iam::123456789012:root"},
"Action": "sts:AssumeRole"

v

"Effect": "Allow",
"Principal”: {"AWS": "arn:aws:iam::123456789012:user/IAMUserName"},
"Action": "sts:AssumeRole"

IAMARUS —D T > 2 )YLTIEI)L—TI8ED

TSRS

I1—H—

Z E(SEMDE

~ Trust Relationships

You can view the trusted entities that can assume the role

policy document

Edit Trust Relationship

Trusted Entities

The following trusted entities can assume this role.

Trusted Entities

The account 694164214413

Co

The
trus

The
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- JAMI1—Y—

TManagement Console(cOJ -1 >

e SwichRolezEIRL. O—)LZzUE
— X%, XBZIETEOIEE

NEANEE S5 O—ILETHRF

My Account
Billing & Cost Management

Security Credentials

Switch Role

Sign Out

O—ILOYYEZ

B —tf— D EATD —EEERLTLE AWVS FhU U Chics T, U —2OEIERFTLE
T AWS BIEED O ESREL TR L SOOI NS e, O— L EYWEBR LI
TERLITET, FElII B,

7no+- [ ©
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IAM Policy Condition Statement

- Management Console(CO27 1> 9 BIP77 RL X & IR
IDCEFTEIRN

o IAMI—H—D/RUS—T. BIENTIEEIRIPF RL X%
HIPR 9 B & (FH]EE

{
"Effect": "Deny",
"Action™: "*",
"Resource": "*",
"Condition": {
"NotlpAddress": {"aws:Sourcelp”: “111.111.111.111/32"} e 111.111.111. 11195 DT7 TR
} DIFE. ECDI7U> 3> %ZDeny
Y

_ _NiNg
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EHTIPY BL A2 IR UTTHSDERFEIR

« X ETEFIRULZIAMII—Y —T{EEUEIZES. D
KT D770 a>hedhET,

— CloudFormationm™5m )Y — XYERK,
- X—Y S NTLARZANSDEC2A > RS> AFEE) 1L

Q You do not have the required EC2 or Marketplace permissions. Please contact your account admin to request the missing permissions. The missing
permission(s) ec2:Describelmages; ec2:Describelnstances; ec2:DescribeKeyPairs; ec2:DescribeSecurity Groups; ec2:DescribeVpces;

ec: DescnbeSubnets: ec2:DescribeAccountAttributes; ec2:AuthorizeSecurity GroupEgress; ec2: AuthorizeSecurity Grouplngress; ec2:CreateSecurity Group;

ec2:DeleteSecurity Group; ec2:Runinstances; ec2:Startinstances; ec2:Stoplnstances; ec2:Terminatelnstances. As a result, most controls on this page are

disabled. Learn about AWS Identity and Access Management ™

http://docs.aws.amazon.com/ja jp/IAM/latest/UserGuide/AccessPolicyLanguage ElementDescriptions.html#Conditions IPAddress
aws:Sourcelp &ffF—I(d. UIOITRXMDXETTHD IP 7 RLRAICERRLUET., UTITA MY Amazon EC2 > R AMSXEENI
@, aws:Sourcelp (31> X2 XD/\TUw T IP 7 RLRICFHfiENZE S . Amazon Elastic MapReduce., AWS Elastic Beanstalk.
AWS CloudFormation. Tag Editor 72&, 1—H—(C1H> T AWS ADHFEUH UZERITUE AWS H—EZINBSUOTX MHNRESNIZIB
&. aws:Sourcelp (FZDH—EXD IP P RLRAICEHRRUET . CDIATDH—EXTI(E. aws:Sourcelp &4&EA LIRS ExEHED
HULFET,
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http://docs.aws.amazon.com/ja_jp/IAM/latest/UserGuide/AccessPolicyLanguage_ElementDescriptions.html#Conditions_IPAddress
http://docs.aws.amazon.com/ja_jp/IAM/latest/UserGuide/AccessPolicyLanguage_ElementDescriptions.html#Conditions_IPAddress
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CloudTrail integration with CloudWatch Logs

 CloudTrailooO0%J %ZCloudWatch Logs CEsfR /&N T]E
« MetricJ 1 JLY—TEHRLIZWI DT> 3> 2
- BESR7O> 3> /BHEH
— IAMI—H—TOIO>Y—)LOJ+ SRET7 S 3 553 (C100EE
— root7AY NTOIAY—)LOT A RN T IS 3 55 RIC1EM -

Actors Management  Cloud S3 CloudTrail Cloud  Alarmbased  Amazon SNS
and Users Console Trail Bucket Role Watch on your SNS notification
Resources . fllte.r
#h—d— - F—L—B— ui—lhp—=
[ = ~ — —
_ Access 1o sends APl  storess your  reads sends monitors publishes
Actions Console event CloudTrail CloudTrail CloudTrail metrics alert sends
records to logs in logs from  eventsto andcreates message via

CloudTrail TldrootO T A R T70> 3> . £7H0> boOdA T 70> 3 > (EEEAT]

fiEFamazon
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s EF D -CloudTrail B%hkt-

ConsoleLogin A2 MMEEU —=3 > DCloudTraill O (CE UIEEHAHE I S=ND 8.

PAPEDERTE (EN.Virginia) —= 3 > D CEfin

« CloudTrail=8&%hit

« Include global servicesh'
Yes(C/d D TL\DB C &zt

CloudTrail Configuration ogarg @M  Learn more
n
Forums
s3 o FAQs
@La I} 02-;
pm
Additional Configuration &
Include global services Yes @
\
CloudTraila>V—JL
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siEFIE? -CloudWatch LogsBzh{k-

« CloudWatch Logs®d
LogZ )L — T ZVERL 3 )
. Log StreamZ=8x4t, 3 bucket cloudtailnotdabcom @ Lastlog fle dolivered 02-16.2015, 6:24 am

Publish to SNS No

CloudTrail Configuration Logging (I )

CloudWatch Logs (Optional) NEW

Configuring delivery to CloudWatch Logs enables you to receive SNS notifications from CloudWatch when
specific API activity occurs. Standard CloudWatch and CloudWatch Logs charges will apply. Learn more.

New or existing log group™ CloudTrail/DefaultLogGroup (i)

* Required field Cancel
CloudTraild>YV—)L

L
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SEFIAG -A MUY DT T 1 ILFVERK-

« CloudWatch Logs®dX KNUw DT« )5 7Z2ERk

— >y —)LO0+4 > 5kBh

{ ($.eventName = "ConsoleLogin") &&
($.errorMessage = "Failed authentication") }

— root77AHo> ~OTA>

{ ($.eventName = "ConsoleLogin") &&
($.userldentity.type = "Root") }

: 74’)|/9/\/9 =

—H/LER - =, 1=, <, >, <=, >=
- miEEE .&&, ||

Create Metric Filter and Assign a Metric

Filter for Log Group: CloudTrail/DefaultLogGroup

Log events that match the pattern you define are recorded to the metric that you specify. You can graph the metric and

set alarms to notify you.

Filter Name: ewentMame-CaonsolelLogin—ermriessage—Failed-authe ntication (i}

Filter Pattern: [ ($ eventMame = “Consolelogin®) &2 (§ eroriMessage = " Failed authentication” ) |

Metric Details

Metric Namespace: LogMetrics

Metric Name: | Monito rFailedlLoginEvents

Show advanced metric settings

[i]
(1]

Cancel Back Create Filter

CloudWatch Logs1>YV—)L
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YER UTEA B W DX D775 — L7 ERk

N ETME EA RS RIS N
e LL%D?%J:DE TE

BT 2 I8 TE

Create Alarm

1. Select Metric 2. Define Alarm

Alarm Threshold
Provide the details and threshold for your alarm. Use the grapn on the ngm to ne\p setthe
appropriate threshold

Name: | |qginFailedAlarm

Description: | Alarm when Login Failed 10 times per minute

Whenever: MonitorFailedLoginEvents

s: =[] 10

for: 4 consecutive period(s)

Actions
Define what actions are taken when your alarm changes state.
Notification Delete
Whenever this alarm: | Sate is ALARM E\

[=] Newist Enteriist €

Send notification to:  erail yukichin

Emaillist: |1 chikfanazan.cn.is

Alarm Preview

This alarm will trigger when the blue line goes up
to or above the red line for a duration of 1 minute

MonitorFailedLoginEvents >= 10

219 219 219

08:00 09:00 10:00

Namespace: Loghlefrics

Metric Name: | o it FaileciLo ginEverts

Period: 1 e E‘

Statistic: | 5y E‘

Cancel Back Create Alarm

I

CloudWatch1 >~

V=l

I
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sEFIRG -EnfFHESE

« CloudWatch LogsIcC
AR MHEDEND
C & hERR

Log Groups > Streams for CloudTrail/DefaultLogGroup > Events for 694164214413_CloudTi

Date/Time: | 2015/02419 22 123 119 | TG (GT) E| >
Creation Time Event Data
2015-02-19 22:23:20 UTC -

“event¥ersion”: 71.027,

“userldentity”: {
“type”: "IAMUser”,
“principal Id™: "AID&JTLHGEHLROUNFSF4E™,
“accountId”: "E941642144137,
“accessKeyId”: ™,
“userMame”: "testuser”

1

“eventTime™: "2015-02-18T32:23:2077,

“eventSource”™: "signin.amazonaws.con”,

I "eventName”: "Consolelogzin”, I

“awsRegion™: “us-east-17,
“sourcelPAddress”: “54.240.217.87,
“userdgent™: “Mozi|la/6.0 (Windows NT B.1; WOWB4; rv:31.0) Gecko/20100101 Firefox/31.07,

I “errorlessage”: “Failed authentication”, I

"requestParameters™: null,
“responseE lements™: |

“ConsoleLogin™: “Failure”
1

“"additionalEventData™: {




sEFIR® -EnfFhESE-

- BEZRT7 U/EI > H\EfEZ

B TTERIC
&7z hERR

BAIENDZ

-e
B
1

a

L ALARM: "LoginFailedAlarm” in US - N. Virginia - Xytr—= (FHAME)
h -3

2015/02/20 (&) 7:05
AWS Notifications <no-reply@sns.amazonaws.com:
ALARM: "LoginFailedAlarm” in US - N. Virginia

Fa%  MChiba, Vuki

You are receiving this email because your Amazon CloudWatch Alarm "LoginFailedAlarm" in the US - N. Virginia region has entered the ALARM state, because
"Threshald Crossed: 1 datapoint (13.0) was greater than or equal to the threshold (10.0)." at "Thursday 13 February, 2015 22:04:46 UTC".

View this alarm in the AWS Management Console:
https://console.aws.amazon.com/cloudwatch/home ?region=us-east-1#s=Alarms&alarm=LoginFailed Alarm

Alarm Details:

- Name: LoginFailedAlarm

- Description: Alarm when Login Failed 10 times per minute

- State Change: INSUFFICIENT_DATA -> ALARM

- Reason for State Change: Threshold Crossed: 1 datapoint (13.0) was greater than or equal to the threshold (10.0).
- Timestamp: Thursday 19 February, 2015 22:04:46 UTC

- AWS Account: 654164214413

Threshold:

- The alarm is in the ALARM state when the metric is GreaterThanOrEqualToThreshold 10.0 for 300 seconds.

Monitored Metric:

- MetricNamespace: LogMetrics

- MetricName: MonitorFailedLoginEvents
- Dimensions:

- Period: 300 seconds

- Statistic: Sum

- Unit: not specified

State Change Actions:

CETEREEERLET. D'ﬁ

Q) Avis totfiestions =
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AWS Console ®/I\1IL7O'VU

« HR—hS—EX

— EC2. ELB. S3. Route53. RDS. AutoScaling. Elastic Beanstalk.

DynamoDB. OpsWorks. CloudWatch

e YIR—bhTSYV hIA—LA

Android. 10S

e a7+

IAM—Y—=7hHo> hconda>
MFAFIFIR]5E

Identities

Select an Identity

ROOT ‘ev9edini<y

KEYS ‘“099ed1o:<1hag

Add an Identity

& YourRootUserID

& YourCredentials on YourAcc...

‘ Root Account
ROOT

6 IAM User
IAM

Q& Access Keys
KEYS

AWS Dashboard

US East (N. Virginia)

Auto Scaling Groups
20 Groups >
6 in Alarm State

Beanstalk Applications
9 Applications >
3in Alarm State

DynamoDB Tables
15 Tables >
1in Alarm State

EC2 Instances

22 /26 Running

1in Alarm State

1 Status Check Failure

Load Balancers
10 Load Balancers >
2in Alarm State

OpsWorks Stacks

20 OpsWorks Stacks >

RDS Instances
15 RDS Instances >




AWS Management Portal for vCenter

. vCenter =01 >

- vSphereO =>4 7> befEHUTAWSU Y — X =& n]gE
- VPC. BJxRv b, TFaUFTaJIL—TDIiEME
— F—RTDIEME
— ECZ/( > 19 D, X@TST% 'ﬂ; B [ rone o o0 ey > AvS o 5 @ w502 B o

776925325461 : QUICKSILVER-AD\derek | Logout

vCenter 5.1 U2 - vSphere Client

[_[=]x]

° VPC | Dashboard | AdminUsers
— VMWarefRA8<v>>D1 > h— ~ F ye—
@ us st . virginia) Getting Started
Dev/Test
‘What is a Default Environment
B tmp-rone
» @ us west (oregon)
Us West (N. California)
G Dev/Test
» O pros The default environment contains all EC2 instances not launched through
& befault Environment AWS Management Portal for vCenter. Administrators can manage these
> EU (Irelsnd) instances within management portal in the same way as other instances
> s Pachc (Smgapore) Il launched using the portal.
> @ asia pacific (Tokyo)
P @ ssia pacific (sydney)
South America (Sao Paulo}
Basic Tasks
{§ Add Permission
Sl—

©2008 - 2014, Amazon Web Services, Inc. o its affiiates. All rights reserved Feedback

FATasks @ Alams | [QUICKSILVER AD'derek




System Center Virtual Machine Manager(SCVMM)

Add-In

« SCVMM®DJ? -1~
« SCVMM7Z{#]

— EC2A 2RI ADEF

— Hyper-VIRIEEN > > D1 > Rk— b

{UCAWS Y — X = EEn]fE

Heme | Folder

-~ @
e S e~ = 3% - 5?: 2& . 4 PowerShell
=4 i) & ) ==l ki '
) ¢ 3 ks - 1
% & b | @ & [EJobs -
Create Create Virtual Create Create Host Create VM Assign Owverview VMs Services VM Amazon = Create Amazon
Service Machine = Cloud  Group  Metwerk Cloud Networks | EC2 EPRO EC2 Instance
Create Cloud Show Window Add-in Actions
VMs and Services < AWS Systems Manager for Microsoft SCVMM
¥ Tenants
| amazon ‘ Notifications (0) ‘ ‘ Configuration ‘ ‘ US West (Oregon) - ‘ Help ‘
b &5 Clouds webservices
= UM Netwarks Instance ID | Name | Availability Zone | State | Status Checks | Operating System
Storage i-3643843a us-west-2a @ Running & 2 of 2 passed Windows ~
= i-bbafbfbd us-west-2¢ @ Running @ 2of 2 passed Linux ]
| All Hosts
-36706134 Us-west-2a @ Running @ 20f2passed  Linux
#% VMs and Services

8,1 Fabric
; Library
[E] Jobs

Settings

L]
amazo
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= Yall. )

« Management ConsoleldH 4 EILL TWLWET |
o IMARANTISOFAATEF AT ZHRUELLD
- Management ConsoleBAMERAEEEH =N

— Credential Report
— Console Federation
— Switch Role
— IAM Policy Condition Statement
CloudTrail integration with CloudWatch Logs

. 77'7*)“L/(5’1~73\b%35ﬂ],. HEC 9 |

- B/\AILFPZTU
— AWS Management Portal for vCenter
— SCVMM Add-In
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TR o7 Y—ER

QAT

‘ EC2

SIS - -
Lambda
ARSI - FERT

= EC2 Container Service
Docker 7 TF D TEER

A= & T
S3
AT =SFNEETOE AL
‘ Storage Gateway
ALTLER TRIRELFOFAML — RS
Glacier
FIOFROT - A
ot CloudFront
b al1= B RV Bt Wl ] ]
T—RN=2

. RDS
TH-VIROUL =2 aF LT - -2 -ER
DynamoDB
FRIFTRETAT —F2 40 NoSAL T —4A T

ElastiCache
3 AUAEYF Py

Redshift
TH=VHRONS LR LT =20 TIVIA,
-2

FobD—FuH

s VPC

b il AT S
F Direct Connect
NTAWS ADE R

Route 53
AT = ST NAL A o L3 AT L(DNSY

® oo Fiuy D EKE

BELLTUEF T

uia Directory Service
~ USUE EOEIRRT LS

? Identity & Access Management
T O e B

o Trusted Advisor
WS FSOFRBIETH T
CloudTrail
2= =T OT AT AL EEDIEH
& Config
W AR ST
CloudWatch
Vo= AET AN —Lea v DTEZA AT

FIOA &THR AN
Elastic Beanstalk
ANS FAUT — el TH

‘ OpsWorks
DevOps FUT =2 838 —E 3
CloudFormation
TDL—HTED ANS U AR

CodeDeploy
a7 a1

if
o Elastic MapReduce
W 55—k Hadoop SL— 10 —%

o, Kinesis
TP OT A LU TS LE

< Data Pipeline
Do i e m o b e Rt e o M
2

o
Machine Learning
TR DT - PO - el R

T —ER
5Qs
Hytr—Fa =R
ﬂll SWF
FIT - La A - SRR U 200
-
< AppStream
=~ AELAT L - T I e A -2
@ Elastic Transcoder
e (B OF RS AT A T RR T 2T
SES
L ey
CloudSearch
TH-DFREET -

EAILT
r: Cognito
J I — IDELG TN — AT —S0RE

= Mobile Analytics
FERARIS T I — Ll (O{ERHE)

T —AIEE
. SNS
FuiaiBmit—E£R

TUR—FSAZTF I V=g
WorkSpaces
DIIFRDT AT
WorkDocs
EFaTPHIVA-F (ARSI AN - VELUREY -
ER

WorkMail 7 152
EFaUFREIN E—ILENLE - 2R

V=R 7N—F

test-group

5 —F O tERE G TF (A—

FODU -2

[T

B EREMOTERTLFIBPSSISF
TERAAITONTIE, Ffax b ESRL T
Tz,

AWS Console &/ i )L 7"

Amazon 7 2FT. Google Play, Fzl3
iTunes 72 A FOTRES AWS D2/ —ILE T
TIVPFEERAL T, Ty —2ERTL
£

AWS Marketplace
VTR LT ERERL TR, 1-Click THEED
(BN 1Lk v B s - Y

AWS Summit - 75 A0
FEHlC AT IR, FL DT AOTHIES N

% AWS Summit TREFEOL ST 1T
DRRTIRY R EREE RIS,

B —IZ 2ARRER
@ FTRTOTERBER BFP T,

E3RFESA Apr 27 2015 15:41:00 GMT+0900
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« AWS Management Console Document
— http://docs.aws.amazon.com/ja_jp/awsconsolehelpdocs/latest/gsg/getting-started.html

« AWS Management Console FAQ

— http://aws.amazon.com/jp/console/fags/

« AWS Identity and Access Management
— http://docs.aws.amazon.com/ja_jp/IAM/latest/UserGuide/IAM Introduction.html

« AWS Security Token Service
— http://docs.aws.amazon.com/ja_jp/STS/latest/UsingSTS/Welcome.html

« Using Identity Providers
— http://docs.aws.amazon.com/ja jp/IAM/latest/UserGuide/identity-providers.html

« Switching to a Role in the AWS Management Console
— http://docs.aws.amazon.com/IAM/latest/UserGuide/roles-usingrole-switchconsole.html

« Creating CloudWatch Alarms for CloudTrail Events

— http://docs.aws.amazon.com/ja_jp/awscloudtrail/latest/userguide/cw_create alarms.html
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http://docs.aws.amazon.com/ja_jp/awsconsolehelpdocs/latest/gsg/getting-started.html
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http://docs.aws.amazon.com/ja_jp/awsconsolehelpdocs/latest/gsg/getting-started.html
http://aws.amazon.com/jp/console/faqs/
http://aws.amazon.com/jp/console/faqs/
http://aws.amazon.com/jp/console/faqs/
http://docs.aws.amazon.com/ja_jp/IAM/latest/UserGuide/IAM_Introduction.html
http://docs.aws.amazon.com/ja_jp/IAM/latest/UserGuide/IAM_Introduction.html
http://docs.aws.amazon.com/ja_jp/IAM/latest/UserGuide/IAM_Introduction.html
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http://docs.aws.amazon.com/ja_jp/STS/latest/UsingSTS/Welcome.html
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http://docs.aws.amazon.com/IAM/latest/UserGuide/roles-usingrole-switchconsole.html
http://docs.aws.amazon.com/IAM/latest/UserGuide/roles-usingrole-switchconsole.html
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http://docs.aws.amazon.com/IAM/latest/UserGuide/roles-usingrole-switchconsole.html
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