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Security Hub - Organization view
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IAM Access Analyzer — Organization activity
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CloudTrail - Organization Trail
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AWS Config - Organizations Aggregator
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BLEA 1 UF 185 1) iFEShBEIRIRE

A\ — ~ = AN aws F7Y 19
BLEARX—XS A NCKDETFD
- Cloud\Natch Alarm | BLEA-BASE-SecurityAlarm-
AS [ IAMPolicyChangeAlarm014E790D-1D70STFTLSXVA | ap-northeast-1 | Account:
M TR EZARA
TR ETRNIZ —

Threshold Crossed: 1 out of the last 1 datapoints [1.0 (30/07/21 10:28:00)] was
greater than or equal to the threshold (1.0) {(minimum 1 datapoint for OK -> ALARM

IAM Policy D& 5E cansion

Metric Alarm Name Alarm State

° tj j_ |J T’I’ 0) [/ jd)w BLEA-BASE-SecurityAlarm- ALARM

IAMPolicyChangeAlarm0O14E7%0D-

ZJIN
. NeworkACLDZE
/7:R Namespace Metric
¢ C I ou d Tra | | d) Y4 E CloudTrailMetrics IAMPolicyEventCount
 APIFREET = —
Aa.L\A
S uAWS API Call via CloudTrail | ap-northeast-1 | Accoum:_

« 7012 RAF—DVERK

The API ‘aws.ec2 AuthorizeSecurityGrouplngress' was invoked in ap-northeast-1 by
‘\ — E C . - . Pooe -
° - -U— - ( J: 5 j:nn4/E user ‘arn:aws:sts:: || GGz :ssumed-
ROOt 1 C x role/AWSReservedSSO AWSAdministratorAccess 49066d74300efbfa/ohmurayu+abl
I .-
User identity arn:aws:sts::946064424231:assumed-
role/AWSReservedSSO_AWSAdministratorAccess_49066d74300efbfa/ohmurayu+abl
I -
User agent cloudformation.amazonaws.com
APl AuthorizeSecurityGrouplngress
Event ID c0145e5d-1eac-49ed-beea-c50cc09f6844
Event time Fri, 30 Jul 2021 10:21:06 GMT
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Slack A\ D@14
! Security Hub Finding | ap-northeast-1 | Account:_

EC2.2 The VPC default security group should not allow inbound and outbound
traffic

This AWS control checks that the default security group of a VPC does not allow

inbound or outbound traffic.

Finding Type: Software and Configuration Checks/Industry and Regulatory
Standards/AWS-Foundational-Security-Be...
iz R3

First Seen Last Seen
Fri, 30 Jul 2021 07:45:34 GMT Fri, 30 Jul 2021 07:45:36 GMT

Affected Resource Severity
arn:aws:ec2:ap-northeast- High
1:_1:sc-curily-group/sg-

082d28fc71e2c2577

ﬁ-AWS Health Event | ap-northeast-1 | Account: _I open
Event type code: AWS_VPC_OPERATIONAL_NOTIFICATION
English follows Japanese
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AP-NORTHEAST-1 U =33 v OEBHEO AWS P HI 2 h@O VPC 70—07Y
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RIS, SSATIVTIVRARTL74 97 AD day 27 avhEmMEni., B-
C7Aa—XvhENIcS3 7L 74w AEERLTA

See more
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ReqUeStS ECS CPU Utilization i ECSMemory Utilization i ECS Desired Task Count §  ECS Task Count
aws 779
CloudFront Requests I €@  ABRequests L Target Group Requests Aurora Connections Percent Percant Count Count @ CloudWatch Alarm | ABLE-ECSApp-AlbHtpaxxAA03817¢- I |

s Lnits Count 50 0 us-east-1 | Account:

e ” Threshold Crossed: 1 datapoint [11.0 (09/07/21 01:00:00)] was greater than or
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ABLE-ECSApp-AlbHttp4xxAA038176- ALARM
1IDS89AL3TNCG

WNMM,Y.W.‘.‘WM : Metric Alarm Name Alarm State

113
1027 1528 a2 52 ningTaskCox

PULtLzation /60sec @ MemoryUtilization /60sec @ DesiredTaskCount /60sec 2 ding TaskCount 3 Namespace Metric
AWS/ApplicationELB HTTPCode_ELB_4XX_Count

o e @ Writer: Dat:

@ Requests /60sec ctedConnection Ose @ HTTPCode_Target 2XX_Count /60sec
ECS Auto Scaling with Requests per tasks ECS Auto Scaling with CPU Utilization
S Timestamp LoadBalancer
Response Time o e i Fri, 9 Jul 2021 01:04:55 UTC app/ABLE-Alb16-
e z i 2 18FOIBVZFGT1C/ba5288c0ea181640

Target Group Response Time Aurora Operation Lantency (Writer) Aurora Operation Lantency (Reader)

Various units Second No unit
T YRV PRGN % . aws A A
il RDS DB Cluster Snapshot Event | ap-northeast-1 | Account: [N
100 1000 1620 700 o

‘I [} 50 ” 00
o | u il " ,‘u ™ o o . : B
pood ‘ . \) ! ‘ ![ ( 2 " M’J’ LM" ’ m'f ‘“”‘l i @ RunningTaskCount /60sec @ CPULtlization /60sec @ RunningTaskCoun Creating manual cluster snapshot.
‘ :

aoos

estCountPerTarget /60sc @ PendingTaskCount /60sec @ PendingTaskCount / Resource type CLUSTER_SNAPSHOT
Event categories backup

16:00

@ InsertLatency
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8 Cormmitiatancy /60 0s Percent ytes Bytes snapshot:awsbackup:job-6703b390-5822-071¢ 501\1_
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Baseline Environment on AWS - Component dependency

Governance Base and Guest System can deploy independently

aws
~—"

Security Detection

Guardduty

SecurityAlarm

1GPIC

SecurityHub

EventBridge Rules

SecurityAlarm

ConfigRule

A

Config

Trail

Security Logging

lam

Security IAM

Governance Base for Guest Stack

Frontend Stack

Application Sta

Vpc

Networking \

Monitoring Stack

Dashboard

CloudWatch
Dashboard

Frontend
FrontendSimpleStack > WAF
A
ECSA
ALB CSApp
ECSApp > ECR
1
DBAuroraPg » KeyApp(KMS)
Datastore ..
Monitoring
i Chatbot
Canary i MonitorAlarm
CloudWatch i Refer EventBridge events
Synthetics

Guest System (sample) Stacks

© 2024, Amazon Web Services, Inc. or its affiliates.



7>J L—bhaFIAUIRFEDH

FLLI— BOERK

T2 7L —bhO—RD/I\GA—5%&ZE

BEIRL (ZDFFFIA)

TAN AT A FIUL—3 3>
H>7)L :
LB+
DB
A>T FiERE
7= — /B ﬁlﬂ
77 = —
S 2500 7oA
vy RO — 28R WAF

HINFANR—X
T+ 75 —A a4 FIVvo

APIOF> 7 Ikl

1Pk B ETE

BLEA>_ L —
aws

p— © 2024, Amazon Web Services, Inc. or its affiliates.

58



7>J L—bhaFIAUIRFEDH

FLLI— BOERK

T2 7L —bhO—RD/I\GA—5%&ZE

BEIRL (ZDFFFIA)

TAR AT I 7S —2 3>
H>7)L :
LB+
DB
> iFEIRE
77 = —
= AT 7oA
vy RO — 28R WAF
HINF > ANR—X HINF > ANR—X
TFa1UT147S5—LA a4 FIVvo tFa1UT17>—LA tFaUFTa4FTVvD
APIOF>7 IRERAL H)\F > ZIR—Z (% g APIOF> 7 IREARAN
|
YERL I BERETE TOFFFIA ek IEHREIE
BLEAT > L — bk BB = X5 I
aws

p— © 2024, Amazon Web Services, Inc. or its affiliates.



7>J L—bhaFIAUIRFEDH

FTULIO— ROOERK b—x '\:/Zj—_A
T2 — hO— ROI\SA—S%ZE Tng—SED
e i
ZERL (ZOFEFFIA) L LB+O0
——
. - — — DBAZE
TRAN AT A TFYr—3> _I_Fi
H>7)L :
LB+
DB -
0> S EEE Ul 75—1 75— sl
7_— o 1O e
Ry NO— i WAF ERIAEZIE /ﬁﬁ%f%iﬁj:l
e \ Oy MDD — 2% (& N .
)N ANR—=XK — RIS | CZDFEEFIA I ANR—=XK

a1V 7>5—A a1V FTVvo

a1V 7>5—A a1V FT vy

v

APIDF 2 B HINF > ZAR—2 (& AR5 SR
|
BRIEmEE TODOIRFHHA

1Pk IB I ETE

BLEA>_ L — {EBI= X5 L
aws

p— © 2024, Amazon Web Services, Inc. or its affiliates.



7>J L—bhaFIAUIRFEDH

FLLI— BOERK

T2 7L —bhO—RD/I\GA—5%&ZE

BEIRL (ZDFFFIA)

TAN AT A FIUL—3 3>
H>7)L :
LB+
DB
A>T FiERE
7= — /B ﬁlﬂ
77 = —
S 2500 7oA
vy RO — 28R WAF

PITURRICEDET
J—RZEDRIYA XU THFE

OB —+)\SA—SZET
ELfRIEE ZIiEN

HINFZRR—2R

Oy bDJ— ORI
—HPRZE L CZDFFFIA

TARSRAT A
I —>3>
ATIRIE
_l LB+
DBAZE =
J > BENRIE —i
B 75— B
S 2700
WAF
Ry KD —KR%
HRISS +Firewall

//‘7

v+ 7>—LA tFa1UsaFTVvo
APIOF> IREEARAT
1R ETE

BLEA>_ L —
aws

p— © 2024, Amazon Web Services, Inc. or its affiliates.

v

HINF D AR=X(F
TDFFFIA

HINFZRR—R

T+ 7S5 —A

tFa1UTsFIvo

APIOF> 2

IRZEARA

1Pk IB I ETE

Erl= X5 L

61



7>J L—bhaFIAUIRFEDH

FLLI— BOERK
T2 7L —bhO—RD/I\GA—5%&ZE
ZERL (ZDOFFFIA)

TAN AT TFYr—9
H>7)L :
LB+
DB
A>T FiERE
7= — /B ﬁlﬂ
77 = —
S CINRT) 7oA
2wy N —2H8R WAF

PITURRICEDET
J—RZEDRIYA XU THFE

OB —+)\SA—SZET
ELfRIEE ZIiEN

TAN AT A

HIF D AR—=X

a1V 7>5—A a4 FIVvo
APIOF> 7 Ikl
R IEHREIR

BLEAS> L — bk

aws
~—"

© 2024, Amazon Web Services, Inc. or its affiliates.

Oy bDJ— ORI
—HPRZE L CZDFFFIA

HINF D AR=X(F
TDFFFIA

v

7IVr—-2=3> | 1| ssLifEAE
AEIRIE B et :
([1B+OY  fa--- e . | DNS
. DBAZE =
J O> T @RS —i i CDK4 T
. FEER
- == 7S—L@EM |
22500 tambda
WAF Cognito
v RO R 2
HRISS +Firewall H>FILITHRN
//v BD(IFFRFEFE
HINF > ANR—X
a1V 7>5—A tFaUFTa4FTVvD
APIOF> 2 IREERA]
R EHREE
&Rl= X7/
62



N © 2023, Amazon Web Services, Inc. or its affiliates.




BLEA (BdE) ~AHE&EHN

- BLEA

- https://github.com/aws-samples/baseline-environment-on-aws

. AWSER
> L— hCEKBAWSIEIEDH/ (> X (AWS Summit 2022 HRERER)
BLEA BARF —LNZFEATE AWS CODKDRHFET S5« X (CDK Conference 2023 FEXREHR)

. 1—H—FEN
HFI(FIH—F &G /O —ZH AWS CDK TEEUIEILFI7HD> NEEOMLENH
A2 TLERFADISIRY I MCBWTBLEAZFIAL T 1 VT DR—XS51 > R LTS

aws
~—

© 2024, Amazon Web Services, Inc. or its affiliates. 68


https://github.com/aws-samples/baseline-environment-on-aws
https://pages.awscloud.com/rs/112-TZM-766/images/AWS-22_Governance_on_AWS_with_BLEA_templates_KMD40.pdf
https://speakerdeck.com/konokenj/blea-cdk-dev-practice-2023
https://aws.amazon.com/jp/builders-flash/202405/mizuho-service-catalog/
https://speakerdeck.com/kawakawa2222/rejectday2023-onpuresisutemunokuraudorihutonioitebleawoli-yong-site-sekiyuriteinobesurainwoque-bao-sitahua

FigiETOFAZRIRE UTECDKDB > T ILF>IL—b

Amazon Web Services 704

BB TcoOfIBAZaIRE UTCDKDOY Y 7L 7L— b 22U E
L7

by Yozo Suzuki | on 10 38 2023 | in General, Government, Public Sector, State Or Local Government,
Technical How-To | Permalink | # Share

ZhIicER, REBMITTORNY A TSAZ LTWEHARTT,

FTIFIVTHRAT Z2HNAY K757 RTIRAWSHIRIRENTE D, RREFPHAEAKEF TAWSZ 2RIV
BEIEMEATEE L

7O TRINISAWSEFIFBURSHEIRBIEPT7 IV Ir—YavDES 714 X2 REFSNTVWERER T £RT
ICHR& U, Bl cofAziie LIt Y Ty TL—hEDWTTRALE T,

BLEADS X R XFAY>T)LE UTHIHTIEE

Availability Zone A
Isolated Subnet

AWS Systems Manager

Fleet ManagerEBTD 7 72
rri

= Session Manageri TO 77 £

Client Bastion
(Operators) Windows Server
or

Primary
Amazon Linux

Amazon Aurora
o (PostgreSQL)

Direct Connect
Fr} VPNESR TP 72"

VPC Endpoint Network Application
Load Balancer Load Balancer

= Webapp Containers
Private Hosted Zone

ACM Certificate

Read replica
Batch Containers Amazon Aurora

(PostgreSQL)
Amazon Route 53

0>

AWS Fargate

VPC Endpoint VPC Endpoint
AT Ia—l

! )

AWS CodeBuild Amazon ECR Amazon ECS Step Functions EventBridge

Y—2I-KOTyva N i F7O/
J— — _f3

AWS CodeCommit AWS CodePipeline

Avallability Zone B

FRCEA ¥ a I RITRR B

Amazon SNS DynamoDB

“XY 7L TIE. DirectConnectPVPNDRE A DI—TH DI, HEMBHELTWET, YV TP TV —o 3 v OBERRIE. Fleet ManagerEHTRBL L£2 1,

https://aws.amazon.com/jp/blogs/news/announcing-template-for-closed-network-system-workloads-on-

aws

https://qithub.com/aws-samples/template-for-closed-network-system-workloads-on-aws

aws

p— © 2024, Amazon Web Services, Inc. or its affiliates.


https://aws.amazon.com/jp/blogs/news/announcing-template-for-closed-network-system-workloads-on-aws/
https://aws.amazon.com/jp/blogs/news/announcing-template-for-closed-network-system-workloads-on-aws/
https://github.com/aws-samples/template-for-closed-network-system-workloads-on-aws

TR I 7L ATP—FFTIFY

=M I 7 L2 A7 —F5OF v BARR
BADERA > 2 N —ORERIEEBERT S IL—LT—2

Well-Architected SBJL— RO & 3LEES
Framework FSI Lens (AWS Control Tower +

/ for FISC BLEA for FSI)

% BEEAIIC A IN 7 S IANTORFADIYVS 3>
Well-Architected | 7, ooy | Tos—T5120 DR E ) NC N s IS 1
EXSE Ok 7oDAZ K=k TEBZAWSOLSU T RO

&MO—2o0— KD
TYTF—FFTO0Fv &
RRANTSOF71 A

BaselLine Environment on AWS for Financial Services Institute (BLEA for FSI)

BLEA for FSI (& BLEA ZX—X& LT, FISC #HA'RH5N S &MY L — NOFEH EHBHRBOR—RT1 v LD
COK 7> 7L —hERELET, YILFT7HhOVd AWS BIFZE X2 7ICHERE - BT 578D AWS Control

TowerlREZAE L. YA RMAWSTZ HU > hiC FISC £¥ B Uie A —)LEHMAD T EFEMAICY R—
kU &9, BLEA for FSI I33LE0HFIEBZEE T 5 Control Tower R—ADH/INF Y AR—Z EFRT7—70O0—K #
YTINTF TV r—yavhoBlEnEd, X BLEA for FSI Ti6t95CDK O—RR@EY Y 7L REELZ 0, RED
BE - - ERICH > TEHBEBRHEANTONWRAIVA ABLURIENARE LD T,

https://aws.amazon.com/jp/blogs/news/financereferencearchitectureproductionseminar202210/

https://qithub.com/aws-samples/baseline-environment-on-aws-for-financial-services-institute

aws

N © 2024, Amazon Web Services, Inc. or its affiliates.


https://aws.amazon.com/jp/blogs/news/financereferencearchitectureproductionseminar202210/
https://github.com/aws-samples/baseline-environment-on-aws-for-financial-services-institute

BANBIEITSIINHEDELE. ENERIRNITIEHICHE
IREX B EMDHAMACDULNT(SP-01)

AKX NIZOR Fyo700

HIAKISOR FSvoTJOd
[BUFIEHR AT ACHITD IOTITIRG—EX
s FIGIF A RIS [BFER AT LICBITS OBEUIRFNBICERDIERGE ] DBGECDULT
' 7579 KR —E20BYEFBICRIEERAH]
DEFEIZCDOWNT
HFFED Y 59 R —C ROFRBETT, 759 RY—E 207 A% - HEOWE

BARICERT 22 LT BE. 2R HOEF17TAXMIROSVNY CB5% (201868 M) X, 259 Fvr—= b (GFi
27 LERETEE L, AIFEICE > THEROBWY—EREVWER 1R 777 FORNBERT ) o7, KAHTIEIZTIFR
BUBELT ZLEBELET, eza 2—bF (V7 FEZBLEUICHATS) 2BNET S,

c AT — b EFEAVEMOFBTHY [*RXR—Y FY—ER]
Cost (DA MME, RBL) : HEANYE & [laC (Infrastructure as Code)] H¥H /T,

-y
i

Elasticity (GAM) : R, ILREEZ X 5 1ERE o R R — - W

(34 77V —>aveEsRATLRFH] L Vik#
Performance (/\7 A=YV R) : YATLELED/INT A —I VR
aveA v 77 NEEL-FER ; > X X<—
FHIRZBRETIERE LGB0, ’7 > Ec‘:&% (Fr
FBTICAERIFICEWTIE, 41~ d ¥ % RIS I RU#
EEBNTH DB, T, BEECHEICD TV -2y
THRETBERETIIR L,

Agility (28l%) : Z{bADBREH
Velocity (RO 7 «)  RTOIMEE
Security (EF¥aUF«) X217 rEHE

Resiliency (LY VIV Y—) :EIRPEIEMAE e VL IRICBIB T V=359 DTS Y5r— a3 i, Y
TRELERDZIDT, FIRBERBCT7 7V r—2 a3 VRIFIEBICIIFICBEINEWL,
Observability (FIEREIM) : > 257 ADOREIRRDOIBEEAE - X VTTVy—=vaved3
e I ‘ — A 7L I ARROIRREKN - EAEEMICEEL LW
Transparency DARE): RN S RRECLOH AL ~F 7L I ARROABRTN L AR E BRETEBLT S
Improvability (&) - HEOLYTS B3 AT LERTRL CERIEHNETS
~2FaVTF4WELI/ 7V FICRBLLEIES
o Automation (BEit) : BEboLyYT -HAR70eXR%2 777 FICR#E{LEES
-BEBE TR TIILR< B4 DERTHEL TWL
aWs

p— © 2024, Amazon Web Services, Inc. or its affiliates.



https://cloud-gov.note.jp/n/nfd9f54e2f9f2
https://www.digital.go.jp/assets/contents/node/basic_page/field_ref_resources/d2a406cb-a8be-472c-8422-eefa6b39a13e/36df3fac/20220524_policies_development_management_policy_revision_02.pdf
https://www.digital.go.jp/assets/contents/node/basic_page/field_ref_resources/d2a406cb-a8be-472c-8422-eefa6b39a13e/36df3fac/20220524_policies_development_management_policy_revision_02.pdf

HINAV NI Z7RICETBlaC(Infrastructure
as Code)DEZ A

¥ 9%

vomny T IIWT HINX RIS TR

FYGINES 5 RF— L
Cloud Architect LLAZY=

HIAY N7 Z T RTE. DX, R, FERME EF2UT0 %28
AWIBEICLTWE T, BFIETIE, ZOEEERRT ZLHOKMERDI
DT BInfrastructure as Code (L. 1aC) ICDWTHNX Y KNI Z DU RIC
BIFTBEZAEFBELED,

aws

p— © 2024, Amazon Web Services, Inc. or its affiliates.

laCDOX ')y b

laCHI— RIFWo Tt AER T NIEZNZRIEI THRIDIRETHIRAARET
Y. BRNGA YT S#ERZI— R L., ThEVYRY—TVTL—he&
LTEWET ZET. ()1 Y7 7@8RZeduRICEN. (2)RETTHEHEZE
I ETAI YT IBEIXNIRICDENAD, )FITOI—NICERS
NIEARABDA V7 FBBRDINRTRDTIT STV IRY I R{Ub % EEER T
Vr—yavDHEY Y —RICRUTHERRICHBTE, Q)NRY—FTV
L—hD—ER%EBEITEZ ETHNF Y REMNMETEF AU T4 LRNILE
REFTZE. B)laCZBEINIET>T7F (0S) NOOATA V1R RBT1H
X1V T BECERL Y Y IVICERE. EVWSEDDX) Y KRAHD X
ED

https://cloud-gov.note.jp/n/na2ea9a24e3al



https://cloud-gov.note.jp/n/na2ea9a24e3a1

dWS

Thank you!

n Web Services, Inc. or its affiliates.



